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PREFACE

Today, the word security, in almost all languages and cultures, has come
into use in a large number of very different social areas. When reading abo-
ut world politics, we often encounter the terms "security" or "national secu-
rity", whether it is about sports, politics, health, computer science, ecology,
psychology, economics, finance, or even movies. Baudrillard states that, for
example, film is not only used to reconstruct the past, but also plays an
active role in anticipating and predestination of the future. In other words,
first everything is "enacted" on film, as a preparation for the public, and
then the offered construction is replicated in reality itself. Many armed
robberies, hijackings, etc., are in some way simulated, in that they are ma-
pped out in advance in the ritual explanations and orchestration of the me-
dia, anticipated in their staging and their possible consequences.

It is important to note at the outset that both military and non-military thre-
ats pose security problems and hazards in the current global security envi-
ronment, but that non-military threats pose the majority of them. Due to the
strong connections between these security threats and problems, the situa-
tion in one sector might have a significant impact on other regions. At the
same time, the majority of the hazards and problems that now face one part
of the world also affect nearby regions, or maybe even numerous remote lo-
cations. This just highlights the complexity of the current situation for inter-
national security. The idea of "comprehensive security," which considers the
complete spectrum of security concerns and dangers to communities, states,
and the international system as a whole, is therefore a leading item.

Geopolitical divisions have continued to grow and deepen, implying an
ever-increasing threat to global security. We are often asked if we are in a
new cold war. Crises are spreading, conflicts are increasingly internati-
onalized, with the participation of regional and global powers. The situation
in Ukraine confirms this, as well as heightened tensions and increased
speculation about a military conflict in Europe. Migration is one of the
most hotly debated topics at the European level even in 2021, despite the
COVID-19 pandemic's reduction in the number of individuals crossing EU
borders. In an attempt to slow the spread and impact of the COVID-19
pandemic, nations have limited international, transnational, and domestic
travel. This has had an impact on migration and human mobility in the Eu-
ropean region.
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The COVID-19 pandemic has highlighted the inadequacy and moral bank-
ruptey of our global financial system, which has increased systemic ine-
quality between North and South. Some authors state, one of the key
questions regarding COVID-19 vaccines is whether they can reduce viral
shedding. It manifests its negative effects in all areas of people's lives and
work. Foreign direct investment flows are not exempt from this process
either. The decline in foreign direct investment flows was primarily due to
political reactions to the COVID-19 pandemic, such as the closure of
national borders, which in the interaction of shocks on the supply and
demand side led to a pandemic. The COVID-19 pandemic negatively affec-
ted production around the world, increased the prices of many products,
and significantly increased the price of transportation, i.e., distribution of
products to the end customer (consumer).

The most crucial aspect of organizing a sporting event is safety. The sports
sector generates enormous revenue, in the hundreds of billions of euros or
dollars. Because it does not grow and loses money, the sports industry can-
not tolerate any disruptions for reasons of safety or for any other reason.
For the successful application of marketing potential at sports events, it is
important to emphasize the need to fulfill the first and basic condition,
which is safety.

Political actors use media reporting as a tool for influencing public opinion,
to boost popular support for political choices and programs, and as a justif-
ication for military operations and conflicts. Additionally, political players
have a propensity to mold the global media landscape in order to affect
foreign public opinion and, perhaps, the foreign policies of other countries.

The concept of security should be considered as part of new forms of social
and individual control, that is, it should be shown that for the first time in
history, security has become a fundamental economic fact of modern society,
that is, that fear and the production of fear, and therefore the need for secu-
rity, have emerged as an irreplaceable instrument. policies and capital gro-
wth. Global events like migration flows, political unrest, and infectious di-
sease pandemics have all disturbed security, but the proliferation of illicit
weapons that are unchecked and freely traded on underground black markets
continues to have a negative impact on security. Weapons in illicit flows are
used to perpetrate the majority of crimes and terrorist attacks worldwide, and
they also pose the biggest danger to personal and international security.
Every nation state in the world must prioritize arms control, accurate and
current arms registration, and citizen weapon monitoring.
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In light of the information above, it is feasible to conclude the essay by
stating that recent years have unequivocally shown that the nature of
security threats and hazards to an international security has changed dra-
matically. A brand-new security environment has been established as a
result of global security concerns including terrorism, organized crime, the
spread of weapons of mass destruction, and others. Because of all the
above, it was easy to choose the thematic framework for this monograph.

The monograph contains 28 works divided into 5 sections, by authors from
13 countries (Slovakia, Bosnia and Herzegovina, Bulgaria, Belarus, USA,
Albania, Croatia, India, Ukraine, Cyprus, UAE, Montenegro end Serbia)
by 35 institutions. All papers have passed two independent reviews and an
anti-plagiarism check (Turnitin). Thanks to all the authors for the submitted
papers, I hope we will continue our cooperation, thanks to the reviewers for
a job well done, as well as to numerous colleagues, assis-tants and friends
who helped this monograph saw the light of day.

In Jagodina 28.09.2022
Dejan Dasi¢, associate professor
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human mobility in the European region as countries have restricted inter-
national, transborder and internal movements to minimize the spread and
impact of the pandemic. As of mid-June 2020, 6 per cent of airports, 25 per
cent of land border crossing points and 9 per cent of "blue border" (sea,
river or lake) crossing points were closed for their entry and exits in the
European Economic Area (EEA)" (IOM, 2020). Especially, illegal migra-
tion of third-country nationals arriving into the territory of the EU Member
States remains an issue that still needs to be addressed as according to the
International Organization for Migration (IOM) the total number of illegal
migrants and asylum seekers who arrived in Europe in 2020 was 128,536,
respectively. With such number of foreigners, the national governments of
the individual Member States face the challenges in terms of providing
funding to address migration and tackle the need to provide adequate
housing, health care, education, legal aid, and also language assistance to
the arriving migrants, even they are entering the territory of the EU illegally
and consequently are detained in the detention facilities. "The provision of
the language assistance along with the cultural mediation for the third-co-
untry nationals detained in detention facilities is an area that has received
increasing attention in recent years, as it is an issue that directly reflects
the level of respect for fundamental human rights in the individual EU Me-
mber States towards the third-country nationals" (Nikolajova Kupfersch-
midtova, 2020). It is also necessary to point out at the fact that the term
language assistance means an interpretation service which must be pro-
vided by the Member State not only for basic communication in official
communication with the competent authorities, but also for daily commu-
nication between members of the Police Force and foreigners placed in
detention facilities across the Member States.

The main aim of the present contribution is to present the legal frame-
work and current situation regarding the provision of language assistance
to the third-country nationals detained in detention facilities within the
individual Member States and point out at the European Court of Human
Rights Case-Law related to the violation of the right to communicate in
the language a detainee understands which is at the same time procedural
safeguard guaranteed by the respective authorities at the national, Euro-
pean and international level. The particular stress is laid on the language
assistance as a means of communication in migration — security nexus as
through the effective communication the information and data gathering
is possible. Thanks to the data gained through the interviewing process of
third-country nationals, the relevant data is not only gained but also sub-
sequently analyzed and possible threats to national/European/international
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security are detected as the notion of migration being a possible threat to
national security was already introduced by Weiner in 1993. Not only the
national security of receiving state is threatened but also the security of
sending country. Nowadays, the threats are mainly related to international
crime and terrorism. The cases of religious extremism and organized
terrorist groups have been probably the most vivid during the recent
periods, and gained the worldwide media attention. Thus, the information
gathering on the one hand, is of utmost importance as the collected data
may be further analyzed and communicated between the respective
countries. On the other hand, it is also important to pay attention to the
fundamental human rights and freedoms of arriving third-country nati-
onals and provide them with all necessary information about their rights
and obligations within the territories of the EU Member States as they are
entitled to the same fundamental human rights and freedoms as the citi-
zens of the respective Member States. Both, information gathering and
information provision, are possible only throughout the effective
communication that is enabled only with the help of well-educated/trained
and experienced interpreters/translators that can provide interpre-
ting/translation services (at least) for the communication between the
third-country nationals and the competent authorities. The provision of
interpreting/translation services is one of the procedural safeguards gu-
aranteed by the national, European and international legislative frame-
works. However, the implementation of the language assistance provision
varies greatly among the EU Member States. The approach towards the
unification in the area of language assistance provision may be helpful in
order to gain more information and data that can be further verified. The
European Court on Human Rights may provide a framework for the
unification attempts as the judgments in individual cases provide a lead
for the EU Member States. At the same time, the effective and efficient
language assistance provision can have a significant impact on infor-
mation gathering in relation to possible security threats. However, it is
important to stress that the information gathering is not only threat-
oriented. All of the above-mentioned processes are analyzed and
presented and the current challenges in the areas of language assistance,
information gathering, information provision are drawn in an attempt to
point at the possibility of unification and consequently more effective
prevention and detection of possible criminals, and criminal activities.
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Provision of language assistance as a procedural safeguard

The EU efforts to establish a unified approach in the field of immigration
and asylum resulted in adoption of Directive 2008/115/EC on an effective
removal and repatriation policy based on common standards, for persons
to be returned in a humane manner and with full respect for their fun-
damental rights and dignity. Consequently, Directive 2013/32/EU on
common procedures for granting and withdrawing international protection
(recast) and Regulation (EU) No 439/2010 establishing a European
Asylum Support Office were adopted as the core documents in the field
of migration. The above-mentioned documents set the common frame-
work that was transposed into the national legislation of the Member
States with the protection of the human rights in mind.

However, even the Member States are prohibited from detaining asylum
seeker for the sole reason that he/she has applied for asylum and
detention can be ordered only if necessary and on the basis of an
individual assessment of each case, detention remains one of the key
tools in the response to migration and asylum flows in most of the
countries. The grounds for detention are explicitly defined in Article
8(3) of the recast Reception Conditions Directive and in compliance
with the Body of Principles for the Protection of All Persons (adopted
by the United Nations General Assembly in 1988) it is explicitly stated
(Principle 11) that a person shall not be kept in detention without being
given an effective opportunity to be heard promptly by a judicial or
other authority. A detained person shall have the right to defend himself
or to be assisted by counsel as prescribed by law and shall also receive
prompt and full communication of any order of detention, together with
the reasons therefor (UN Body of Principles for the Protection of All
Persons, 1988). Thus, the right to communicate is set as one of the
fundamental human rights. Further, the right to communicate in a
language a person detained can understand is set also in Convention for
the Protection of Human Rights and Fundamental Freedoms (also known
as the European Convention on Human Rights (ECHR)) as stated in
Article 5 § 2 of the ECHR: "Everyone who is arrested shall be informed
promptly, in a language which he understands, of the reasons for his
arrest and of any charge against him" (ECHR, 1950). The need to
provide the language assistance to a person who does not understands
the information forms also an integral part of Principle 14 of the Body
of Principles for the Protection of All Persons under Any Form of
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Detention or Imprisonment and the assistance of an interpreter is
supposed to be provided promptly in a language which a person
understands the information and the language assistance is provided free
of charge, if related to the legal proceedings subsequent to person’s
arrest (UN Body of Principles for the Protection of All Persons, 1988).
Further, a detained person is entitled to have the assistance of a legal
counsel, to be informed of that right and to be provided with facilities
for exercising it (UN Body of Principles for the Protection of All
Persons, 1988). All of the cited principles were successfully transposed
into the secondary legislation of the EU in the form of above-mentioned
Directives and the principles also form an integral part of the European
Convention on Human Rights. Thus, as part of the secondary legislation
and the European Convention on Human Rights, the principles are
legally binding for all EU Member States. In addition, the legal basis for
the language assistance for the third-country nationals is also set within
the Return Directive, in particular, Article 13(3) and (4); Articles 20 and
21 of recast Asylum Procedures Directive 2013/32/EU (replacing
Article 15(3) to (6) of Asylum Procedures Directive 2005/85/EC. In
accordance with the listed documents the third-country national
concerned shall have the possibility to obtain not only legal advice and
representation but also the language assistance. For the purposes of the
present contribution third-country national is any person who is not a
citizen of the European Union within the meaning of Article 17(1) of the
Treaty and who is not a person enjoying the right of free movement under
European Union law, as defined in Article 2(5) of the Schengen Borders
Code. It is hereby also needed to clarify the expression language
assistance that will be used for the purposes of the present contribution
as covering both translation and also interpreting services provided to
someone who does not speak or understand the language of the country
he/she is detained in. The distinction between interpretation and
translation is not insignificant given that, in the case-law of the
European Court on Human Rights the two are largely conflated as
Article 6(3)(e) of the ECHR refers only to ‘interpretation’.

The language assistance covers both a translation of a decision (this is
already covered by Article 12(2)) but also an obligation to make ava-
ilable assistance by interpreters in order to allow the third-country
national to exercise the procedural safeguards afforded to him/her under
Article 13 (Return Handbook, 2017). However, for the purposes of the
European Court of Human Rights Judgments and the purposes of the
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present contribution, the distinction between translation and interpreta-
tion should be noted. When the reference to ‘interpretation’ is made, it is
understood as an oral interpretation of oral communication. When the
reference to ‘translation’ is made, it is understood as a written transla-
tion of written documents. The distinction between translating and inter-
preting forms also part of Directive 2010/64/EU on the Right to
Interpretation and Translation in Criminal Proceedings which was
transposed into the national legislations of the EU Member States and
governs the detainee’s right to interpretation in police interviews, hea-
rings and in meetings with detainee’s lawyer and the right to translation
of essential documents. The question of language of the detainee is
explained in para 22 of the Directive 2010/64/EU as follows: "Inter-
pretation and translation under this Directive should be provided in the
native language of the suspected or accused persons or in any other
language that they speak or understand in order to allow them fully to
exercise their right of defence, and in order to safeguard the fairness of
the proceedings”.

Therefore, the EU Member States are required to provide an interpreter
in order to ensure a standard procedure, i.e. the third-country national
can understand and communicate in the interpreted language in all
procedural proceedings with the competent authorities. The legal
regulation concerning standards and procedures in the field of commu-
nication in the framework of official contact with third-country nationals
in all EU member states, including Slovakia, is similar, as they are
governed by the following common European legislation:

* Directive 2013/32/EU of the European Parliament and of the Council
of 26 June 2013 on common procedures for granting and withdrawing
international protection;

* Directive 2008/115/EC of the European Parliament and of the Council
of 16 December 2008 on common standards and procedures in Member
States for returning illegally staying third-country nationals;

* Directive 2010/64/EU of the European Parliament and of the Council
of 20 October 2010 on the right to interpretation and translation in
criminal proceedings;

* Regulation (EU) No 182/2011 of the European Parliament and of the
Council 439/2010 of 19 May 2010 establishing a European Asylum
Support Office;

* Regulation (EU) No 182/2011 of the European Parliament and of the
Council Regulation (EC) No 640/2013 of 26 June 2013 establishing the
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criteria and mechanisms for determining the Member State responsible
for examining an application for international protection lodged in one
of the Member States by a third-country national or a stateless person;

* Commission Recommendation (EU) 2017/432 of 7 March 2017 on
ensuring more effective returns in the implementation of Directive
2008/115/EC;

* Commission Recommendation of 1 October 2015 establishing a
common "Handbook on Return" to be used by the competent authorities
of the Member States in carrying out return tasks (C (2015) 6250 final).

In practice, however, the legislation in question is implemented with
regard to specific conditions in individual countries.

Detention of third-country nationals

Detention remains one of the key tools in responding to migration and
asylum flows. As stated in Directive 2008/115/EC, detention is only
justified for the purpose of preparing for return or carrying out the
expulsion process if the application of less coercive measures would not
be sufficient. However, it is necessary to stress that in accordance with
paragraph 17 of the above-mentioned Directive, third-country nationals
detained in detention facility of a Member State should be treated in a
humane and dignified manner with respect for their fundamental rights as
is also required by the international, and also national law of the
respective Member States of the EU. Detention should, as a general rule,
be carried out in specialized detention facilities. The grounds for
detention are explicitly defined in Article 8 (1) 3 of the recast of the
Reception Conditions Directive. It should be noted that Article 8 of this
Directive also requires EU Member States to set out the grounds for
detention in their national law as well as possible detention alternatives.
In accordance with Article 9 of the International Covenant on Civil and
Political Rights (ICCPR), the rights to liberty and security of person are
recognized.

The ICCPR prohibits arbitrary arrests and detentions and requires that any
deprivation of personal liberty be in accordance with the law and obliges
the parties to allow persons deprived of their liberty to challenge their
detention through the courts. These provisions apply not only to persons
detained in criminal proceedings, but also to persons detained for mental
illness, drug addiction or for the purposes of education or immigration. In

31



- SECURITY CHALLENGES OF MODERN SOCIETY - Dilemmas and implications

the General Comment no. 8 of the Human Rights Committee, it is stated
that these provisions apply to all deprivation of liberty by arrest or
detention, including the cases in the area of immigration control (for more
detailed information see General Comment No. 8 of the Human Rights
Committee). On 9 December 1988, the General Assembly of the United
Nations (without voting) adopted the Body of Principles for the Protection
of All Persons in Any Form of Detention or Execution of Sentences of
Imprisonment, which explicitly states (Principle 4) that any form of
detention or imprisonment and all measures affecting the human rights of a
person in any form of detention or imprisonment shall be ordered by or
under the effective control of a judicial or other body (Code of Principles
for the Protection of All Persons in Prison or Imprisonment adopted by
General Assembly Resolution 43/173). In addition, in accordance with
Principle 11, a person must not be detained without being given an
effective opportunity to be heard immediately by a judicial or other
authority (the Code of Principles for the Protection of All Persons in Prison
or Imprisonment adopted by General Assembly Resolution 43/173). The
detainee has the right to a defense or assistance under the law, as provided
by EU law, and, in addition, shall receive immediate and complete
notification of any detention order. The right to communicate is therefore
established as one of the fundamental human rights. The right to
communicate in a language that the third-country national detained in the
detention facility understands is also explicitly enshrined in the European
Convention on Human Rights, in Article 5, which governs the right to
liberty and security.

Provision of language assistance in detention facilities

Language mediation remains an important and very sensitive matter as on
the one hand, it is an integral part of the asylum procedure and has direct
and influential impact on the communication between national authorities
of the individual EU Member States but on the other hand, the quality and
effectiveness of the provided services is at stake in cases of frontline or
target/destination countries that are affected by high numbers of asylum
seekers and as of the asylum procedure the asylum seekers need to under-
stand each stage of the process so the authorities will be able to properly
assess and take into account all details of the applicant’s circumstances.
The provision of high standards of language assistance in a wide range of
languages still remains a challenge for many EU Member States, in partic-
ular if the asylum seeker speaks only his/her mother tongue that happens to
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be an indigenous language or the less widespread language. There is also a
possibility that asylum seekers may speak the language of the country they
apply for asylum in, e. g. in case of Colombians or Venezuelans registered
in Spain. However, in cases where there is no common language shared,
putting interpretation and cultural mediation at the forefront of procedural
needs is of particular priority.

The language barrier must never affect the human rights of the
thircountry nationals and the decision of national authorities about the
stay of the third-country nationals at their territories. The information
about the legal remedies should be available in a language a third-
country national understands or may reasonably be presumed to
understand. Whether the information is provided in a written or oral
form is up to a receiving Member State. In most cases, the information
is provided in the form of leaflets or reference materials. The possibility
of standardised templates would rationalise the work of the
administration and contributed to the transparency, and also would
considerably limit the costs of interpretation services. It could also
partially solve the persistent problem related to the lack of interpreters
from and to the less widespread languages. The lack of qualified and
competent interpreters is not the subject analysed in the present
contribution, however, it deserves particular attention as qualification
criteria vary between the Member States usually with transit countries
having high qualification criteria and even requiring a university degree
and specialised training and destination countries being more relaxed in
this matter, e. g. Sweden having no rule stipulating that an educated and
professional interpreter must be hired before anyone who might "speak
two languages in reality becomes a threat to the personal security of the
immigrant, who is totally dependent on the interpretation to secure his
or her legal or medical rights” (Norstrom, 2010), and even having
volunteers with not specified qualification employed as interpreters for
the purposes of asylum interview. In the context of so-called hotspots
(Italy and Greece) it is a common practice. However, the quality
assurance is critical in terms of protecting access for individuals who are
limited in their language proficiency. The ability to effectively convey
the meaning, style and frequently also tone of the original source is of
high importance as it may influence the results of the asylum seekers
interview and consequently also the stay in the country. In some
instances, it appears that interpreters may lack the skills required to meet
the demands of interpretation or sometimes, they simply translate
incorrectly with serious consequences for the asylum seeker. Due to
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remaining problem related to the lack of competent and qualified
interpreters, many countries started to use audio/video conferences in
order to ensure an asylum seeker is able to communicate his/her needs.
The use of this form of interpretation has its own peculiarities including
lack of privacy, absence of an interpreter at the site of the detention
centre thus being a foreigner to a detainee as this aspect has also its
psychological background — the interpreter is usually at the official
locations of the national authorities instead of being present at the
detention facilities and providing the services for the detainees. As the
interpreting services are provided for the third-country nationals free of
charge and the Member States being responsible for all the costs related
to such services, also the choice of interpreter is made by the national
authorities. However, the remote interpreting technology is used, in
particular in so-called frontline countries like Italy, Greece or Bulgaria
where the numbers of asylum seekers are overwhelming. Considering
the fact that interpreters mostly rely on visual and sound cues to
determine the meaning of the speech translated the use of technology
which reportedly frequently suffers from poor sound quality or is
interrupted during the interview/hearing is inadequate and causes
frustration for both, asylum seeker and the representatives of national
authority especially when dealing with emotionally charged situations.
The higher rate of removal orders in cases where videoconferencing was
problematic is not in favour of this method of interpretation.

The Member State is at liberty to choose whether a written translation of
the relevant information or oral interpretation is provided as long as the
context and content is understandable for the third-country national, and
he/she understands his/her current legal situation. The provision in Arti-
cle 5 of the recast Reception Conditions Directive 2013/33/EU requires
Member States to make all reasonable efforts to provide for a translation
into a language the person concerned actually understands and the non-
availability of interpreters may only be a valid excuse in cases of ext-
remely rare languages for which there is an objective lack of inter-
preters. However, the Member States shall make available generalised
information sheets or reference books explaining the main elements of
the standard form in at least five of those languages which are most
frequently used or understood by illegal migrants entering the EU
Member States.
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Information gathering

In the process of interviewing and processing the third-country nationals
asylum applications, not only the information provision, but mainly the
information gathering is of particular importance. Language provision is
not only the fundamental human right entitled to every third-country
national crossing the borders (legaly or illegaly) of the EU Member States
but from the perspective of the EU Member States it is also perceived as
a mean of gaining relevant information that may facilitate further coope-
ration between the affected Member States in case the intelligence is
derived from the data gained during the interview with the third-country
national and may result in possible threat to security of the respective
Member State and as such reach the European or international level. The
above-mentioned situation may be experienced in case of illegal border
crossing by group of third-country nationals having previous criminal
records in one of the Member States. In such situation, the alert will be
raised and necessary steps will be taken in order to prevent further
criminal activity within the territory of the Member States. In relation to
terrorist activities as one of the most topical issues of the present days, the
analysis of political orientation, cultural background, or socio-economic
situation is performed during the asylum procedure.

In particular, the cultural background is nowadays perceived as a threat in
most of the receiving societies as in most cases the third-country nationals
being granted asylum are not easily incorporated into the society of
receiving Member States. For the above-mentioned reason, the public is
not perceiving the migration (especially irregular migration) as a bene-
ficial factor contributing to the economic growth of the country. Within
the public discourse, illegal migrants pose a threat to national security and
throughout the media there are well-documented cases of clashes between
citizens of receiving state and third-country nationals. In general, alien
third-country naitonals — in terms of language and culture, are being
stigmatized. Concerning the recent events (worldwide), the perception of
third-country nationals as the terrorist bands are widespread around
Europe.

Also for the above-mentioned reasons, the EU Member States increasin-
gly acknowledge the need to collect and share information and migration
intelligence with different interested parties, which can facilitate regional
cooperation in addressing migration and border management issues, and
the development and harmonization of common policy (IOM’s Immigra-
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tion and Border Management Division, 2022). Migration intelligence is
derived from a systematic analysis of migration data and operational
information. (IOM’s Immigration and Border Management Division,
2022) However, it is also important to note that not all migration
intelligence is threat based. The EU Member States in joint approach
participate in systematic collection of migration data, gathering
intelligence and developing risk analyses in accordance not only with the
European legislative frameworks but also with established national
legislation and frameworks while at the same time taking into
consideration international standards. By participating in joint activities
and tasks, the data collection within the border management process is of
particular importance. The data gathering is verified and validated via
shared databases and operational systems.

Diagram 1: Management of migration data

Development of strategic Development of proactive

Efficient collection of intelligence border management
migration data ) t procedures and evidence-

Accurate analysis of risks based migration policy

Source: IOM'’s Immigration and Border Management Divison, 2022.

The importance of high quality interpretation/translation services, espe-
cially during the interview with the third-country nationals is stressed by
the fact that all the information provided by the national to the competent
authority of the EU Member state should be precise and accurate as it
reflects not only the current needs

of the third-country national but also thanks to the exact information and
data the profiling can be managed as regard to the political or religious
orientation, family background, ties to particular individuals (living in the
country of origin or within the territory of the hosting country) that may
be wanted or related with the organized criminal groups, etc. If there are
obvious problems with the interpretation/translation services or the
quality of provided services is not sufficient, complications may easily
occur having significant impact on the life of third-country national and
the consequent actions of the competent authority where even expulsion
from the hosting country may be the result. The gained data are constantly
gathered and analysed, however, if the data are not precise, the results
may also be misleading.
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Information provision

The protection of the fundamental human rights guaranteed under the
ECHR in relation to the language assistance is in practice interpreted on
the basis of Member States needs and possibilities. The language-related
provisions are drafted in a broader sense, thus giving the way to broader
interpretation, e. g. being ‘promptly” informed can cover the time period
from 10 minutes to 24 hours, also the very use of interpreter is also a
subject to different approaches as it is not clear if the interpreter should
assist the authorities from the moment of arrest or through the next stages
of detention (Nikolajova Kupferschmidtova, 2021). And even the com-
mon framework of the language assistance is grounded in the ECHR and
the EU Directives, the European Court of Human Rights (ECtHR) may
help to narrow down various interpretations from the Member States and
adopt more unified way throught the language provision as the ECtHR
judgments function as a reference to the future court decision-making also
at the national level of the respective Member States.

Challenges related to the language issues have been raised in a number
of cases — till the beginning of the year 2022 there were 193 apparent
violations of Article 5 §2. However, there were only 46 cases marked as
the key cases. For the purposes of the present contribution, the viola-
tions of Article 5 §2 related particularly to the following issues were
analysed:

a) information in language understood (31);

b) information on charge (13);

¢) information on reasons for arrest (109);

d) prompt information (89).

The numbers in the brackets indicate the number of the judgments of the
ECtHR directly related to the violation of Article 5 §2. As the number of
the judgments was significant, the further selection was performed not
only on the basis of violation of Article 5 §2 criterion but further the
current Member States of the EU being the parties involved in the cases
criterion was also implemented. Furthermore, only the judgments that
appear to be crucial in shaping the provision of language assistance were
taken into consideration based on the thorough analysis of all 193 cases
with 46 cases marked as key cases. The cases form part of ECtHR
HUDOC database. The number of cases are indicated as of April 2022.
The selected judgments also reappear in the Court’s Assessment section
in the latter judgments as the respective judgments of key cases were
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cited as Principles laid down in the Court’s case-law. The following
cases/judgments were considered as the core ones having impact on the
language provision in terms of fundamental rights and freedoms entitled
to third-country nationals arriving into the territory of the EU. The
judgments are publicly available through the website of the ECtHR and
are part of Case-law section. The following key cases are given along
with the reasons of their importance being underlined and subsequently
commented on:

- the case of Conka v. Belgium, Judgment of 5 February 2002, No.
51564/99, the Grand Chamber ruled as follows: "Given that the
applicants were not given information on available remedies in their
language, there was only one interpreter available for many people and
no form of legal assistance at the detention centre, there was no realistic
possibility of accessing a remedy". The Court confirmed that one
interpreter being available for many people is not sufficient. The case also
stipulates that a group of people cannot be taken into account as an entity,
therefore, the individual approach is obligatory not only for the purposes
of legal assistance but consequently even in regard to language assistance.
Thus, granting the language assistance equal status as legal assistance.

- the case of Rusu v. Austria, Judgment of 2 October 2008, No. 34082/02
as the Court reiterated that paragraph 2 of Article 5 contains the
elementary safeguard that: "(..) by virtue of paragraph 2 any person
arrested must be told, in simple, non-technical language that he can
understand, the essential legal and factual grounds for his arrest, so as to
be able, if he sees fit, to apply to a court to challenge its lawfulness in
accordance with paragraph 4. Whilst this information must be conveyed
“promptly” (in French: ‘dans le plus court délai’), it need not be related
in its entirety by the arresting officer at the very moment of the arrest".
As mentioned in connection with the time framework for the provision of
information and consequently also for the language assistance required in
this matter, it is obvious that the obligation to provide information
‘promptly” is understood as being provided as soon as possible and
additionally by the arresting officer. This judgment, however, does not
take into account the language competence of the arresting officer.

- the case of Husain v. Italy, Judgment of 24 February 2005, No.
18913/03 the Court notes that the right to the free assistance of an
interpreter signifies that an accused has the right to "(..) the free
assistance of an interpreter for the translation or interpretation of all
those documents or statements in the proceedings instituted against him
that it is necessary for him to understand in order to have the benefit of a
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fair trial (...)" However, paragraph 3 (e) does not go so far as to require a
written translation of all items of written evidence or official documents
in the procedure. In that connection, it should be noted that the text of the
relevant provisions refers to an "interpreter", not a "translator". This
suggests that oral linguistic assistance may satisfy the requirements of the
Convention.

- the case of Diallo v. Sweden, Judgment of 5 January 2010, No.
13205/07 - in the third section of the ECtHR judgment, the right to
language assistance is built on the level of legal aid and must therefore be
granted at the investigation stage, i.e. immediately upon arrest at the
police station.

- the case of Vizgirda v. Slovenia, Judgment of 28 August 2018, No.
59868/08 — the Court denied the claim of the applicant that he was not
provided with the language assistance in his mother tongue as the
proceedings were held in Russian language of which the applicant has a
good spoken command even he was not able to write in Russian. The
person’s own language would in principle be his or her mother tongue
but, if the person had a command of another language, the use of the latter
could suffice for oral communication in the proceedings. Thus, the right
to language assistance does not solely imply that the language assistance
has to be provided in the mother tongue of the third-country national.

The rights concerned are obviously intended to represent minimum
standards. The language-related assistance is in practice a subject of
interpretation from the perspective of the individual countries. Through
the case-law of the ECtHR it is shown how the provisions on language
assistance can be developed to some extent. Frequently, the language
issues are raised together with complaints under Article 5 and 6 and
occasionally in conjunction with Article 14 (prohibition of discrimi-
nation). Even though the Court has rarely found a violation solely on
account of language issues, the above-mentioned cases have given it the
opportunity to lay down the basic principles in passages that represent a
consolidation of the applicable case-law (Brannan, 2010).

Sense of safety
The EU envisions safe and peaceful society and strenghtens the
importance of safety as one of the most important elements of wellbeing

of the EU citizens. When it comes to feeling safe, human beings think
about their physical self first. Keeping ourselves and our close ones safe
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is the most important element of human survival, but it is also vital to our
ability to thrive. For those very basic needs, the collective enforcement of
certain rights for every EU citizen was established in the form of the
Convention for protection of human rights and fundamental freedoms.
According to the procedural safeguards, every human being within the
territory of the EU Member states is entitled to the rights listed in the
Convention as the main aim is to address and reduce vulnerabilities. The
same applies to the field of migration where respective secondary
legislation Directives address the issues related to third-country nationals
stay within the territory of the EU. The legal framework set at the
European level provides a platform for the implementation of the
measures related to detention, including on alternatives to detention,
provision of technical assistance and training for immigration/border
officials, police officers and staff at detention facilities on migrant’s
human rights, provision of culturally sensitive services, and occupational
health and safety issues for staff.

The overall shortage of staff, in particular interpreters/translators/media-
tors significantly affects respect for fundamental human rights and
freedoms and the right of third-country nationals to communicate in a
language they understand, whether for procedural purposes or in day-to-
day communication in detention centers. Despite this fact, it is admirable
that as early as 1950, the Convention on protection of human rights and
fundamental freedoms took into account the needs that are extremely
relevant at the time of the waves of migration. The migration crisis was
not taken into account in the drafting of the Convention, and life outside
the legal or procedural acts (for the purposes of the article in the
intentions of providing interpretation/translation services). However,
respect for the rights enshrined in the Convention must also be ensured in
the context of detention centers, especially when regarding the need to
communicate and not to achieve diverse solutions within countries, whet-
her taking into account the political, economic or cultural specificities of
the EU countries. The Convention provides a general framework which is
the starting point applicable to the development of current legislation at
both national levels of the Member States and the EU level.

Conclusion

The above-mentioned legislative documents at the international,
European level and national level of the respective EU Member States
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serves as a tool that’s main aim is to reduce inequalities and facilitate safe
treatment of all human beings within the territory of the EU. The same
applies in regard to migration and mobility of people, including through
the implementation of planned and well-managed migration policies.

To facilitate a dialogue between individual EU Member States, exchange
of effective practices and promotion of information-sharing among
relevant partners as well as among countries is one of the main goals of
the EU policy in the field of migration, making the intercultural commu-
nication one of the most important tools in achieving this goal. However,
the effective communication plays an important role not only at the
political level, but also among the ordinary citizens coming into contact
and exchanging the information, making the understanding a pivotal
element in avoidance of conflict and misleding interpretations.

The right to language assitance belongs to the fundamental rights gua-
ranteed by the ECHR and is also very well grounded within the secondary
legislation of the EU, thus being binding to all Member States. Thanks to
the ECtHR case-law more light is shed on the provision of such services
and the scope of their use is specified for the needs of the future cases.
Questions related to the form of services being provided for the purposes
of asylum procedure remain in the hands of national authorities of the
individual Member States and their preference — oral vs. written form, as
long as it can be submitted to the ECtHR as a proof for potential proce-
edings. However, the relevant information is required to be provided
within the scope of 24 hours since the person is detained in the detention
facility as the right being informed is also one of the procedural
safeguards. The exact time of the information provided for the above-
mentioned purposes is highly dependant on the language competence of
the police officer performing the arrest as from the case-law the prefe-
rence of providing the information at the moment of arrest is declared.
The official language of the country of origin of the third-country national
is in most cases taken into account when interpreting into the language a
detained person can reasonably understand. The individual approach is
favoured and the physical presence of the interpreter is preferable from
the asylum seeker perspective, however, hard to achieve from the pers-
pective of the national authorities. The choice of interpreter remains in
hands of the national authorities based on the national legislation of the
individual Member States. The common framework in regard to quality
assurance of interpretation services and the qualification for individual
interpreters remain an unanswered question as the qualification criteria
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vary across the Member States. In regard to the number of interpreters
being available for the group of third-country nationals (indefinite number
of people) the limits are not explicitly set. However, based on the
judgment of 5 February 2002, No. 51564/99 related to the case Conka vs.
Belgium, one interpreter for many people is not in line with the obligation
to assess individually each of the cases. The extent of the information
provided should allow the third-country national to understand the legal
remedies and his current legal status.

All things considered, detainees located in detention centres face serious
challenges to their human and procedural rights that are hindered by
difficulties related directly to language access issues. Language (and also
cultural) mediation is set as a human right to which institutional compli-
ance is still not satisfactorily responsive and especially in case of frontline
countries not very effective as the burden regarding the number of mig-
rants arriving to the frontline countries is enormous and very hard to tackle.
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MEDIA AS AN INSTRUMENT OF STRATEGIC
COMMUNICATION IN ARMED CONFLICTS

Miroslav Mitrovié!, Nenad Perié?

Key Words: Abstract: This paper discusses strategic communication in con-
strategic flicts, through correlations between politics and the media, and
communication, on the basis of the activities of strategic communicators. The
media, relations between the media, politics, foreign policy, bearers of
public opinion, strategic communication in the context of armed conflict, more
gatekeepers precisely armed interventions, are examined. Strategic communi-

qués have been identified in the conflicts: political entities, inter-
national organizations, non-governmental organizations, social
movements, army, and terrorist organizations. Previous studies
have shown that even though the impact depends on the phase of
the conflict and its duration, the action's most substantial effect
is between political structures and military entities. Through the
analysis of media content, topics and narratives that were bro-
adcast during the NATO aggression on the FRY in 1999, an ana-
lysis of the connections of strategic communicators, the achieved
effects and their impact on achieving the goals of the inter-
vention was performed. Special attention was dedicated to the
contents of the report and missing topics, in the function of crea-
ting public opinion in support of aggression. The conclusion is
that administration of USA and NATO had the most substantial
influence on the control of information in the "politics-media-
politics" cycle.

Introduction

he relationship between communication and power is a topic
that has been present in the works of philosophers and theorists
of social sciences for centuries. Even Aristotle considered rhe-
toric, along with economics and strategy, to be one of the
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structural factors of political power (Cope & Sandys 2010). Despite the
fact that the methods, carriers and contents of communication have chan-
ged over the centuries, it can be said that in the broadest sense,
communication is basically a struggle for power and position. [Chris-
tianson-Galina 2017].

Strategic communication is a term used to denote the highest level of
engagement of an organization’s communication achievements in advan-
cing its mission [Hallahan et al. 2007]. In the context of conflict, commu-
nication has the role of gaining psychological superiority over the adver-
sary, and is part of a modern strategic approach to conflict management
and warfare. From the point of view of the level of importance and
influence on the realization of the functions of the state within the con-
flict, communications related to defense and security are viewed as
strategic communications. In the context of national defense and security,
strategic communication can be identified with any activity, statement,
message, description and action of the armed forces of the state that
affects the perception and opinion of the population that witnesses it, both
in the area where operations are conducted (directly) and to the widest
world (indirectly) [Helmus et al. 2007:171].

Strategic communication is one of the expressions of the state's power and
represents an instrument in the political and security realization of nati-
onal interests. In the context of contemporary conflicts, it is an expression
of hybrid action that can have an offensive and defensive character. The
main goal is to influence public opinion with the aim of changing atti-
tudes towards cultural and political values [Mitrovi¢ 2019a]. Basically,
the evident forms of strategic communication are systemic propaganda,
public diplomacy and strategic advocacy [Mitrovi¢ 2019b]. Strategic
communication aims to modify the ideas, emotions and behaviors of
members of target groups, ie sections of the public [Taillard & Giscoppa
2013]. Strategic communication towards one's own and international, as
well as the opposing public is most effectively carried out through
modern media [Jungblut 2019], and one of the key preoccupations of
mass media is influencing public opinion and creating media narrative
and agenda [Peri¢, Krasulja, Radojevi¢ 2011]. "Practically, in the context
of the war, the media evolved from a transmitter of information into a
subject of strategic communication aimed at achieving dominance"
[Mitrovi¢, Peri¢ 2021: 98].
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Strategic communicators in armed conflicts

National or state strategic communication in conflicts is realized through
the actions of the subjects of strategic communication. According to Jung-
blut, there are six types of strategic communicators in conflicts: (1) poli-
tical actors, (2) international organizations, (3) non-governmental orga-
nizations, (4) social and civic movements, (5) military organizations, and
(6) terrorist organizations. [Jungblut 2019].

Political actors, as strategic communicators, view media reports as an
instrument for shaping public opinion, use the media to increase public
support for political decisions and policies, and as a basis for justifying
military interventions and wars. In addition, there is a tendency of polit-
ical actors to shape the international media information scene as a means
of influencing foreign public opinion, and thus potentially influencing the
foreign policy of other nations.

International organizations have less focused goals, primarily due to the
often divergent interests of different member states. The most general
goals that international organizations communicate through the media are
the promotion and maintenance of peace, economic development and
international cooperation, and the establishment of dialogue in conflicts.
In achieving these goals, the media have the role of emphasizing the
necessity of the existence of an international organization and providing
funds for their work, although the proclaimed goals do not have to be
correlated with the goals that are achieved in practice.

Non-governmental organizations (NGOs) are very heterogeneous, thus
their goals are very different. According to conditionally grouped goals,
they can be divided into two categories: normative goals (social values,
interests and rights of citizens, post-conflict consolidation of society,
general security issues in post-conflict and conflict societies) and
instrumental goals aimed at providing resources for the organization. By
striving for a participatory presence in the media discourse, NGOs are in
fact constantly promoting their mission and results, in order to motivate
potential and existing donors. [Jungblut 2019:28-30].

Social and civic movements are organizations created around a common

set of beliefs on the basis of which they participate in political and / or
cultural conflicts [Diani, 1992: 1]. In the context of conflict and media
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influence, their exposure is mainly in the domain of anti-war reports, pro-
tests and activities. The goal of their access to media reports is self-pre-
servation, because without media visibility, the movement finds it diffi-
cult to reach the public, and thus future members.

Military organization is an important and unavoidable strategic communi-
cator to the media within the conflicts. The main goals of military organi-
zation are to defend the country and its citizens from (potential and alleged)
external threats or (potential and alleged) internal threats, and in certain
cases the goal is to protect the population of another country [Kutz 2014].

Maltby distinguishes six forms of military strategic communication, each
of which is related to a set of specific organizational goals and directed
towards a specific segment of the target public [Maltby 2013]:

1) Striving to convince the political elite that a military operation justifies
spending financial costs and possible human losses.

2) It addresses its own national public, with the goal of convincing its
own population that a military operation is necessary. In this way, the
military organization seeks to ensure the legitimacy and support of the
public, especially when it comes to interventions in foreign territory
[Hammond 2000].

3) Communication with the population in the conflict zone during the in-
tervention, with the aim of conveying the message that the operation brings
peace, stability, economic development and democratic governance.

4) Communication with members of the armed forces, where they moti-
vate their members by explaining to them that the operation is supported
by the general public, and that it is morally and socially valuable.

5) Communication with families and other groups closely associated with
members of the military, clarifying the necessity of the operation and
their participation in supporting members as a significant contribution to
the positive outcome of the conflict.

6) Communication towards the opponent, by which he is convinced that
the operation is organized and professionally led, enjoys international
support, that financial and other resources are provided. Strategic commu-
nication with the enemy aims to reduce his morale, readiness to resist and
to reduce the support of allies.

Terrorist groups carry out politically motivated activities, and their goals
in strategic communications are legitimization, fundraising and gaining of
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supporters, justification of violence, visibility in the international arena
and gaining support. [Weimann & Winn 1994].

Sublimating the above, strategic communicators can be defined as
advocates who address the media in order to convey their message in
public discourse. At the same time, they usually do not give an objective
presentation of representative facts about current events, but distribute
messages that coincide with their view of the conflict, ie goals in conflict.
In this case, strategic communication can be defined as the purposeful and
deliberate use of convincing communication efforts in achieving the
impact of news on the course and outcome of public debate, which leads
to the realization of a particular policy [Jungblut 2019:21]. This is po-
ssible primarily due to the fact that the public perception of events abroad
is mostly indirect, that is, the conflict occurs outside our direct sphere of
experience, so the media influences the public perception of the conflict
[Baden & Meyer 2018]. According to the essence of the impact, these
strategic communications are ultimately focused on political and foreign
policy decisions, which raises the question of the interaction of media and
politics in conflicts [Habermas 2006].

Strategic communications and media: policy-media-policy cycle

Strategic communication in the context of conflict is expressed through
the correlation of media and politics in the function of influencing public
opinion, with the aim of gaining support for achieving the goals of stra-
tegic communicators. The "policy-media-policy" (PMP) cycle, according
to which changes in the political environment lead to a change in media
performance, which further leads to a change in the political environment
[Wolfsfeld 2013] is the basis for developing a model that includes aspects
of gatekeeping.

Namely, PMP is a model of cyclical nature, which emphasizes the efforts
of strategic communicators to distribute messages to the media in order to
influence them and to achieve their goals. At the same time, reporting
alone is not the goal, but the effects that are achieved on the audience.
Furthermore, the PMP cycle represents the relationship between the poli-
tical environment and media discourse, because in a political environ-
ment, political power can be transferred to dominance over the news.
Applied to the production of news, Gatekeeping Theory deals with the
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question of which event and information about it is turned into news,
while the media allows fictitious events to be promoted to which indi-
viduals and social groups react strongly, because these events are intense
and real for them [Peri¢, Krasulja, Radojevi¢ 2011].

In his study, which analyzed the correlations between politics and the
media from the point of view of strategic communicators in conflicts,
Jungblut confirmed the functioning of the developed model of influence
"politics-media-politics" (PMP), emphasized media influence on the
preparation of political decisions, the complex function of the 'informa-
tion guardians' and that political organizations and the military have the
strongest influence and that the influence of strategic communicators
depends on the phase of the conflict and its duration [Jungblut, 2019].

A graphical representation of the general cyclical impact model of policy-
media-policy (PMP) developed with the information control function is
shown in ¢urype that follows.

Figure 1. Cycle of interdependent influence of politics and media with
developed function of gatekeepers [according to: Jungblut, 2019:89]

/ Strategic Communication @

—
Political Media
Environment Performance

Media Effects

)
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Application of the developed PMP model to the case of
NATO aggresion on fry 1999

The modified cycle of PMP influence applied in the NATO aggression on
the FRY in the spring of 1999 was analyzed. The analysis includes
aspects that had a media reference, and in accordance with that, the most
influential subjects are listed who created the media environment and
achieved an effect on public opinion.
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Political strategic communicator. The US Presidential Administration is the
leading and most important strategic communicator within the NATO
aggression on the FRY in 1999. According to Smith, the strategic commu-
nication conducted by the Clinton administration at the time had two main
goals: the fight to gain support of the US public opinion regarding the
bombing and the fight against anti-American propaganda in Serbia [Smith
2009]. In addition, the aggression was launched imme-diately after the
process of reviewing President Clinton's suitability for the post, so the
attack on weakened and the war-torn FRY allowed him to present himself
to the public as a strong and determined leader [Kutz 2013]. With a strong
lobbying approach of Albanian interest groups deeply incorporated into po-
litical and economic structures close to the then US presidential admi-
nistration, as well as individual, personal economic interests of high repre-
sentatives of this administration - all these are clear motives for a strong
media campaign of political strategic communicators [Mitrovi¢ 2017].

International organizations. On several occasions before the NATO aggre-
ssion on the FRY, the United Nations was a testing ground for the debate
regarding the situation on the field. However, there was a deep division
among the permanent members of the Security Council according to the
way the problem should be resolved, which contributed to the UN being
actively involved in the conflict only in its mature phase. As a body dele-
gated by the international community, the OSCE established a Verification
Mission, which was tasked with monitoring, recording and reporting on
conflicts and human rights violations of all parties. After the conflict bet-
ween the members of the terrorist KLA and the security forces of the FRY
in the village of Racak, on January 15, 1999, there was a media escalation
of the thesis about the alleged Serbian crimes. Namely, after the end of the
conflict and the withdrawal of FRY security forces from the area around
the village of Racak, Albanians changed their clothes in civilian clothes and
removed their weapons [Krivokapi¢, 2019: 31-32], thus simulating a crime
against civilians. The head of the Verification Mission, American diplomat
William Walker, is urgently brought to the alleged scene of the alleged
crime, accompanied by a French television crew. In a live broadcast, Wal-
ker reported to NATO Commander for Europe, General Wesley Clark, that
the scene of the alleged massacre was "the most horrible thing he has ever
seen in his life" [Peri¢ 2019: 357]. After visiting the location of the alleged
massacre in Racak, before any expert forensic analysis and without
consulting anyone in Washington, Walker said at a press conference that it
was a massacre and a crime against humanity. The effect of this statement
was very strong, and acted as a catalyst for Western public opinion, beca-
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use it was not difficult for "spin doctors" to carry out their intentions, as
Serbs have long existed in the Western public as "on-duty culprits" [Peric,
Kajtez 2013]. With the help of the prepared journalists, the news immedi-
ately spread over the planet, provoking a wave of condemnation of the
Serbian people [Peri¢ 2019:357]. Also, the NGO Human Rights Watch
jumps in to help Walker by reconstructing the incident of the brutal crack-
down of police forces on the basis of the statements collected from
Albanian witnesses, reinforcing impressions by stating that “on many of the
23 bodies there were traces of torture”. The German government even
increased the crime in Racak in media reports in order to gain the support
of the Parliament for participation in the intervention [Smith 2009:11].

Non-governmental organizations. In January 1999, a total of eleven
NGOs operated in Kosovo and Metohija, forming the International Coun-
cil of Kosovo NGOs. During the NATO bombing, from March to June
1999, almost all NGOs moved to the former Yugoslav Republic of Mace-
donia (FYROM), where they worked together with NGOs from FYROM
and Albania to help refugees. With the withdrawal of the YA from the
territory of Kosovo and Metohija and the establishment of the UNMIK
administration, about 400 NGOs were engaged in the territory at different
time intervals and intensity by the end of 1999. Management of the work
of a large number of NGOs is enabled by the establishment of the
Executive Committee - ExCom, which consisted of six elected represen-
tatives of various organizations. American NGOs dominated, while
smaller NGOs dropped out of the structure over time [Currion, 2010].

Social movements. As early as the beginning of the 1990s, the media
actions of Albanians have been aimed at drawing the attention of world
agencies to the alleged selective endangerment of the health of Albanian
youth. Such scenes, despite amateur production and grotesquely bad
acting, have traveled the world, with the aim of highlighting to the public
the alleged threat to Albanian youth by Serbs. In the preparation of the
Western society for the realization of the separatist goals of the Albanians
from Kosovo and Metohija, the student movement was especially active,
after the formation of the Independent Student Union of the Albanian
Pristina University (ISUPU) in February 1997. The declared goals of the
movement were to win the support of influential Western diplomats, "to
intervene in resolving the Kosovo problem through diplomatic means,
before the escalation of the open conflict, and based on the efforts of
Albanians to get rid of the Serbian occupiers." [Nika 2018:173].
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The army. The strategic communicator in the conflict was represented by
NATO. In his address to the nation on the occasion of the launch of
Operation of Allied Powers on March 24, 1999, the US President stated
that its three main goals were: "proof of the purpose of NATO, preventing
further bloodshed in Kosovo and inflicting serious losses on FRY forces
in order not to endanger the people of Kosovo" [Smith 2009:16]. Rather,
NATO's goals were (1) to dismantle Yugoslavia's competitive socialist
economic system, (2) to gain control of valuable mineral resources, and
(3) to gain control of the future energy distribution network (Ekemam
2017:4040). The actions of NATO communicators in the first half of the
aggression were aimed at eliminating the possibility of indications that
the NATO bombing caused an intensified refugee wave, but was pri-
marily aimed aat stopping Serb forces in ethnic cleansing, as well as
repairing damage in the public caused by hitting civilian targets and the
Chinese embassy in Belgrade. Despite the fact that the performance was
not systematized, it was successful according to internal opinion, pri-
marily on the basis of the previously created negative public attitude
towards President MiloSevéc, which had lasted since the beginning of the
conflict in the former SFRY [Smith 2009].

Initially, the NATO Public Relations Center could not adequately respond
to the demands of a synchronized political media message, due to the fact
that the situation on the ground did not develop in accordance with plans
[Lambeth, 2001], but also due to poor organization and staffing of the
Center itself. That is why the PR Media Operation Center (MOC) was
established with outposts in NATO headquarters in order to provide
assistance to the NATO spokesperson (Schreiber et al., 1999: 80). About
30 members worked in the MOC cells on the following tasks: 1) planning
and coordination of cells responsible for strategic aspects of public rela-
tions, 2) media monitoring and evaluation of media reporting, 3) support
to the cell for internal communication within the NATO Strategic Co-
mmand SHAPE Liaison Cell in order to provide the necessary informa-
tion for the work of the staff of the Center, 4) Writers and Research Cell
responsible for placing stories-reports-testimonies created by ghostwriting
[Jertz 2001: 83].

Terrorist organization. According to all the characteristics of its action,
the KLA predominantly used terrorist methods and tactics of struggle.
Since the beginning of 1998, the KLA had carried out numerous attacks
on security forces and civilian targets, killing and abducting large
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numbers of police officers and civilians of all nationalities. Due to all the
above, the KLA was placed on the list of terrorist organizations by the
UN Security Council Resolution [UN 1998]. Initially, the administration
also characterized the KLLA's activities as terrorist, but since mid-1998,
the situation has changed and it began to enjoy its support [Craig 1999].

At the same time, the KLA is intensively carrying out terrorist actions
with the aim of provoking the response of the FRY security forces. The
goal was to provoke the strongest possible response that would send
civilians into exile, which would be a reason for military or "huma-
nitarian" intervention. Critical debates in the Senate and Congress show
that the position of political structures in the United States was not
uniform in terms of relations with the KLA [Corn 2001]. Nevertheless,
the opposition political structures did not have enough influence on the
creation of general public opinion, so the KLA was simply left out of the
list of topics, and its crimes remained far from known, especially to the
US audience, but also to most Western European countries.

Analysis of media reporting on the war in fry — end of april 1999

The analysis of the most influential print and electronic media in the Uni-
ted States, in the last week of April 1999, provides an insight into the
environment created to gain public support for the bombing of the FRY
[Vincent 2000]. As specially determined topics, terms in the function of
variables of strategic communication are treated [Vincent 2000:326-335]:

Terrorism: The broadcast message is clear and based on its interpretation
in accordance with the ideological and institutional requirement, and
reads: "Terrorism is free, it represents the terror of Serbs against
Albanians, abuse of neighbors, women and children; the inspirer of terro-
rism is the dictator Slobodan MiloSevi¢, whose actions endanger the
whole world and its order, and if he continues, it can develop as an
uncontrolled epidemic, so the only way is to stop him and prevent him
from further action. The role of "cure" against "terrorism" is played by
NATO, which alone can stop this "evil" [Vincent 2000:328]:

Fear: A constant factor in presenting refugees and their stories. The use of

terms describing aspects of fear has the potential to reinforce drama and
further emphasize atrocities that have taken place in Kosovo.
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Rape: Media content used the variable "rape" in the construction of narra-
tives depicting the maximum absence of humanity in the performance of
Serbs. This is a stereotype based on an earlier matrix of creating prejudice
against Serbs as rapists [Hammond 2000, Peri¢, 2019].

Guilt: In the context of guilt, all troubles and evil, according to the
narrative of the observed media, come from Serbs. It is an interesting case
when the report states that the victims of the NATO air strike near
Djakovica, Albanian civilians, ever after a clear acquaintance with the
fact that the attack on their column was carried out by NATO aviation,
loudly and aggressively accuse Serbs of attack [Hammond 2000].

"Evil" Serbs and "dictator" MiloSevi¢: Language constructions using
"terror", "rape", "guilt", "fear" lead to portraying Serbs as absolutely evil,
and their leader is the personification of the dictator. This approach
allows the creation of a network of simultaneous reports that quote each
other, so the audience is congested and accepts the claims as true. In that
situation, for the public, nothing else is a logical solution but to use eve-
rything possible against so much evil, more precisely to use the NATO
military machinery. In this way, public opinion supports the actions of
their armies, recognizing that thus, part of their national identity (army)
and thus themselves (but from their living room), are fighting against the
evil of the world. The media distributes simple and seemingly logical
information to the audience, without the possibility of reviewing the
opinion, statement or claim, and without the opportunity of hearing the
answer from the other (Serbian) side [Vincent 2000].

Crazy, irresponsible and calculated behavior: In order to realize the
construct of irrational behavior of Serbs, the descriptions use synonyms:
brutal, barbaric, rude, criminal, devilish, infernal, immoral, ruthless, evil,
perverse, painful, relentless, non-Christian, crazy, demonic, etc.

Missing topics. In addition to the strong influence on the control of
information, in some cases there were also those that portrayed the
situation differently. Namely, it is noticeable that there was avoiding and
ignoring of topics that objectify the situation. Thus, the causes of the
conflict and the genesis of the problem are not considered at all, as well as
the abandonment of negotiations in Rambouillet by the Albanian side.
The immediate reason for aggression, the "Racak case" in spite of indi-
vidual reports of independent journalists remained "invisible". Efforts
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were made especially to prevent any negative connotations of Albanians.
Thus, despite specific allegations and evidence of links to organized
crime and drug trafficking, KLA funding went unnoticed. [Vincent
2000:334]. Ignoring "missing topics" has also proved effective in linking
the KLA to terrorism and direct links to al-Qaeda and Osama bin Laden
or the forced mobilization of Albanians by the KLA [Vincen 2000:335].
Some reports regarding the negative connotations of the KLA were in the
form of interviews, which emphasized the subjectivity of the statements
and relativized the "sin" of the KLA. According to objective views, the
media in the United States were obsessed with reporting on the crimes of
Serbs against Albanians, while the fact that Albanians contributed to
raising tensions was completely suppressed [Vincent 2000].

Conclusion

The media have a strong stimulating effect on the creation of public opi-
nion. In the context of wars and security issues, the media are a powerful
weapon in creating an image of reality with the public, encouraging
fictional, indirect, but powerful experiences, and becoming particularly
effective in the event of a state of war [Stauber 2013]. The media is a
powerful tool for mobilizing the nation in relation to participating in
armed conflict, because "in modern times, societies are highly integrated
in terms of communication, through the mass media." [Buschmann 2001:
102]. “Thus the last conflicts of the previous centrury were characterized
by large information-communication-propaganda actitivites in order to
provide the support of the public’ [Peri¢ 2008: 172].

In the case in question, the media in the USA predominantly strived to
simplify the story as 'pro and con', thus creating a strong relations towards
that topic, ie creating support for the war against FRY. Since the public
can be descrbied as the broadest form of democratic government or the
'ultimate democratic authority' [Schudson 2008:13], it is evident that its
power influences political elites in creating political decisions. With this
in mind, there exists undoubtable reverse influence of media and politics,
with clear and evident position of the 'information controlers' who based
on various motives and reasons influence the message and topics in the
media. “We are faced with media institutionalization of the victims as the
argument of support to war engagement, by creating patterns of victims
and heroes thus influencing public opinion to support the military action®
[Mitrovi¢, Peri¢ 2021:99].
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Strategic communicators are subjects of communication who, through
their engagement, strive to achieve their key interests. Strategic commu-
nicators have been identified in the conflicts: political entities, interna-
tional organizations, non-governmental organizations, social movements,
the military and terrorist organizations. The administration of President
Clinton (political strategic communicator) and NATO (military strategic
communicator) had the strongest influence on information control in the
politics-media-politics (PMP) cycle. Other subjects had a supporting role
and did not visibly, significantly or systematically influence the creation
of themes or narratives.
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is not at all simple. The global (economic-political) order is
burdened with numerous challenges. Political relations are a
crucial factor in the global order. However, the oscillations in the
financial and energy markets at the global level are increasingly
determining the global order. In addition to these, the security of
the global order is affected by other social phenomena and acti-
vities - terrorism, corruption, but also plebiscite decisions. Multi-
national companies, as companies operating on a global level,
are particularly sensitive to political risk and are therefore very
careful when entering new, primarily markets in transition
countries. The paper aims to point out the main factors that lead
to the emergence of political risk, but also to enable the percep-
tion of the same in the process of building a stable and sustain-
able global order. Having in mind the set goal of the paper, the
method of content analysis indicates and defines the essential
elements of the concept and the importance of extensive consi-
deration of the same. Using the statistical method, the authors
present the quantitative aspects of political risk.
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Introductory consideriation on political risk

ue to the large number of factors that affect the entire social
system of a country and that affect the position of the national
economy in the regional and global context, it is not easy to
define the term political risk. Depending on the field and
purpose of the research, the philosophy of political risk can be approached
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from several perspectives. Namely, political risk can be viewed as: ,,1) pure
political or non-economic risk; 2) the possibility or probability of
interrupting the operations of foreign companies in the host country due to
a change in the political constellation of power; 3) unwanted influence and
interference of the national government in the process of functioning of
economic entities; 4) discontinuity in the business environ-ment resulting
from political changes, which have an impact on profits and goals of both
domestic and foreign companies; 5) instability of the national economy and
society in general, as a consequence of radical political changes in a
particular country* (Sottilotta 2013, p. 3-4).

One of the largest scientific and educational databases, Investopedia,
presented its view of political risk in the following definition: “The risk of
non-return on investment due to political changes or political instability is
the political risk* (Chen, 2020). The instabilities that have an impact on
investment projects, in terms of their reduction or collapse, result from
changes in government, legislatures, as well as from foreign policy, fore-
ign economic and the changes in the military and security spheres. For
that reason, political risk in modern international economic relations is
also referred to as geopolitical risk.

In researching the issue of political risk, Christoph Weber used the
definition that had been used by Pricewaterhouse Coopers — PwC in their
projections, according to which political risk implies any “political
change that changes the expected outcome and the value of a particular
economic project, which results in a change in the probability of achi-
eving business goals in the lower sense (p. 7). At the same time, Weber
introduces the classification and typification of political risk into 1) exter-
nal and 2) internal political risks. External political risks include all unfor-
eseen circumstances concerning the wider (external) business environ-
ment of the company, regardless of whether it is the influence of the
market itself, a part or society as a whole, or they are of a political nature.
Weber classified external risks into two groups: geopolitical risks and
risks arising from international agreements. Internal risks are a conse-
quence of the company's internal environment, ie they are an integral part
of the business process. These are mainly the risks based on information
and communication technology, human resources, but also individual
parts of production. Weber saw internal risks from the perspective of the
European Union, so he classified them into the following categories: the
first is legislative (and regulatory) risk; democratic and plebiscite risk is
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the second group, while the third group of internal risks includes legal and
administrative risks (Weber 2010: 7-9).

Dealing with the issue of political risk, Stojkovi¢ and Raicevi¢, based on
numerous research papers, view political risk as “the probability of loss
due to political instability in the buyer's country, which may cause the
cancellation of contracted transactions or otherwise affect the buyer's
ability to perform their obligations* (p. 167).

Having in mind the presented definitions, ways of perceiving and the
approach to the concept of political risk, it is clear that it can be viewed in
a narrower and broader context, from political, but also economic and / or
legal aspect, which indicates the multidisciplinarity of the concept. In an
extensive context, Agmon Tamir has formulated one of the most accep-
table definitions. According to him, “political risk means all unforeseen
changes in political factors that affect relative prices in trade in factors of
production, goods and services, which are caused by actions and reactions
of government and other political factors in trade between two or more
countries” (p. 7). In an intensive context, political risk implies the chan-
ges that have occurred exclusively through the activities of political ac-
tors, but which do not have significant influences in other social spheres.

In the domicile conditions, great attention was not paid to political risk
until the actualization of European integration processes. Thus, Ostoji¢
sees political risk as “any activity of the state that results in a decrease in
the value and capital of the company” (p. 15). On the other hand, Dasi¢
and Kari¢ point out that political risk is one of the biggest obstacles to the
free movement of capital, but also that there are investors who are willing
to take risks and do business in uncertain business and social environ-
ments. Such investors and capital are guided by the logic of making high
profits with high risk, and in theory and practice it is known as specu-
lative or usurious capital. (Dasi¢ 1 Kari¢ 2009, str. 193). In an extensive
sense, PusSara devoted more detailed attention and analysis to political
risk. Namely, this author pointed out the importance and impact of poli-
tical risk in international economic relations and the consequences it has
on the domicile state and economic entities and their position in the
global and national market (PuSara 2001, str. 614-647). In addition to
these, the work of Staki¢ and Bara¢ provides a good basis for political
risk analysis. These two domestic theorists approached the philosophy of
political risk from the angle of macro risk of the state, ie in a broader
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context, and presented it as part of the overall risk of one country (country
risk). Like the previously mentioned Pusara, these two point to the impact
of this type of risk on the financial sphere of society and the overall
economic policy of the state, but also on the potential of creating financial
crises (Staki¢ i Bara¢ 2010).

Dimensions and elements of political risk

The analysis of definitions leads to the classification of factors which
condition the occurrence of political risk and/or affect the increase of the
general level of the same. Thus, all the factors can be classified into two
large groups: 1) factors related to the state and 2) factors related to
economic entities.

All factors related to the state can be grouped into the following catego-
ries: 1) economic, 2) social, and 3) geographical.

Economic variables that have a significant impact on the level of political
risk are: fiscal discipline, exchange rate, resource base, as well as the
capacity of the state to respond to foreign economic shocks. Fiscal deficit is
a basic indicator of fiscal discipline. It is most often expressed through
gross domestic product. The general trend, after the global economic crisis
(2007-2009) in all countries of the world is controlled public spending.
Public finances must be spent on profitable and propulsive projects and
industries, and the costs incurred by the public sector must be properly
projected. The conduct of exchange rate policy is a key macroeconomic
issue. The choice of the type of exchange rate largely determines the state
of the economy of a given country. When it comes to the resource base of
the state, it should be noted that naturally rich countries generally do not
have problems with economic instability - and therefore the political risk is
lower. The best example of the use of natural resources in the function of
growth and development of the national economy is certainly the United
Arab Emirates. Although they are situated in the traditionally crisis-prone
Middle East region of the UAE, they have used their oil wealth in the right
way. They used the revenues from the sale of oil to improve their
technological, financial and human resources. Today, the Emirates are at
the very top of the world's tourism, technology and financial power. Gross
domestic product per capita in 2021 was over 43,500 US dollars (IMF,
october 2021). Unlike most Middle Eastern countries, the UAE is
characterized by multiculturalism and they can be proud of the fact that
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almost all the world's religions successfully exist in their climate. The
state's capacity to respond to foreign economic shocks (crises) is
increasingly being expressed in conditions of global interdependence and
conditionality. If the available resources of the state are large and at the
same time properly distributed, crises from the external environment will
not affect the state. However, if a country behaves as Cuba, Iraq or North
Korea do, regardless of available resources, it will be marked as an area of
high political risk. Isolation in economic and/or political terms cannot
improve the macro performance of the state in international relations.

Social factors refer to religious, linguistic and ethnic diversity and the
security sphere. In addition, they include political dogmatism. There are
few countries in the world where religious or ethnic differences do not
cause conflicts and tensions. On the other hand, the list of countries that
are possible arenas for religious conflicts is long. Serbia and its general
external environment are an example of that. Religious diversity has
created social tensions between Serbs and Albanians in the southern
Serbian province. The culmination of the religious conflict on the territory
of Kosovo and Metohija reached its peak in 1999. Political dogmatism
can also produce social unrest in a society, whether it is multiethnic or
not. In addition to these, one of the very important social factors that can
significantly affect political risk is corruption.

Geographical factors very often coincide with social ones. Namely, a
hostile macro environment can increase the degree of political risk.
Border disputes imply the presence of political risk, and it increases
significantly if the state is prone to international incidents.

Risks concerning companies can also affect the political and business
climate of the country. The risks related to the company can include: the
character of the industry, the level of technical and technological
development and investment in research and development, the degree of
competition, the form of ownership and the nationality of management.

The state can mark certain economic branches as strategic for the economy
and society development. In such situations, favoring one or several of them
in relation to other economic branches, results in a boycott of unprivileged
branches or companies from that activity. Competition, management and the
prices of products or services of favored industries are under the direct
control of the state, which can have a great impact on both the population
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and potential investors. On the other hand, these same favored branches or
companies are subject to numerous state regulations.. For example, any in-
vestor needs a longer period to enter the Serbian mining sector than entering
the electronics industry. The mining sector requires first preliminary (sci-
entific) research, then experimental (trial) production, and only after con-
sultations with political and economic authorities regular production is
approved, more specifically excavation and exploitation. The success of a
certain economic entity depends on the achieved level of technical-techno-
logical development as well as on the investment in new research. Despite
the availability of adequate resources, if the technical level of a particular
business entity is at a low level, development opportunities are limited. What
is even more disastrous in this situation is the poor quality of the product or
service. Otherwise, high-tech and sophisticated companies do not have
problems with the quality of their products, which provides them with stabi-
lity in the market. The level of competition is another factor that is related to
economic entities. Oligopolistic and monopolistic market structures can dis-
courage private capital from investing in certain industries, so that companies
do not have a chance to survive in such conditions. The ownership structure
of a company can sometimes be a major obstacle to the functioning of
economic life. When the company is owned by the local population or
capital, there is a greater possibility for joint investments with the local po-
pulation rather than abroad. This is the situation in economies with pre-
dictable circumstances. In a situation where the company's management is
purely foreign, there is a risk of capital being sucked out. This can directly
affect entire economic sectors if the company is in a monopoly position.

All the above indicates that political risk can be viewed from the micro
and macro aspects. From the micro aspect, it is observed from the level of
companies, while the macro aspect requires an overall analysis of risks
that may affect the international position of the state and its companies.
The general characteristic of risks from both groups is that they are in a
cause-and-effect relationship. Every micro risk has a reflection on the
macro, and vice versa.

In the global conditions of life and work, each category, in addition to its
micro and macro aspect, gains one more dimension — global. Thus, in the
case of political risk, one can speak of global political risk. This
dimension is becoming increasingly important, because global market
players (nation states, institutions, multinational and any other form of
enterprise, individuals and groups of individuals) are so interconnected
and interdependent today that, for example, the US mortgage crisis has
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very quickly and easily been reflected on the financial markets in Europe,
Asia, Africa and / or South America and in some countries grew into a
general social crisis. Also, the crisis in Ukraine may again introduce
bipolar division in the world and produce far greater negative
consequences for security and society in general, not only in the region of
Eastern Europe, but in the whole world. The Ukrainian crisis is an
example of how the national problem, due to the cultural-civilizational,
identity and political aspect, first gained a bilateral character, and with the
inclusion of the countries of Western Europe and the United States of
America, a global character. Ukraine has become a testing ground for the
demonstration of geostrategic interests of the world's leading powers —
Russia, the United States and Western Europe (Talovi¢ & Milosavljevic).

Global risks that encourage the emergence and development of political
risk are: terrorism, wars, civil unrest, cybercrime, economic crises of
regional and global proportions, high levels of poverty of the total popu-
lation (pauperization) in developing countries, anti-globalization move-
ments, environmental problems and more.

The practice of modern international relations has not fully confirmed the
neoliberal idea guided by its main idea that free trade will make the world
richer and more peaceful. In addition to the idea of creating a single world
space, the world continues to face expresseed tendencies — polarizations,
social and political tensions, religious and ethnic conflicts. Risk is present
everywhere. (CrojkoBuh, 2022.) Uncertainty and risk are the main cha-
racteristics of the modern world, which is why the world is increasingly
called a risk society.

Economic crises represent the legitimacy of the capitalist system. The
global economy, based on deregulation, is prone to periodic crises whose
consequences are devastating for humanity (Stojkovi¢, 2011). The con-
stant widening of a gap between the rich and poor, and the increasing
escalation and legalization of violence, war and interventions, is making
the planet a common place of risk. The concept of neoliberalism, which is
based on profit and interest, cannot ensure lasting peace and security on
Earth. The Third World countries were automatically the center of crises
and conflicts. The continued existence of the division into Third World
countries in international relations can be treated as a risk.
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The above indicates that political risk can be viewed from an economic, po-
litical and social point of view. The following factors can be generalized as
key factors influencing the country's level of political risk in international
economic relations: “government stability, socio-economic conditions,
investment and investment profile, internal conflicts, external conflicts, co-
rruption, military influence in politics, religious tensions, respect for the
constitution and the law, ethnic tensions, democratic accountability and the
quality of bureaucracy and administration* (Ostoji¢, 2010, p. 19-20).

Political risk assessment

Political risk assessment is one of the most important moments in the pro-
cess of a company entering a foreign market. All actors of international
relations in the process of strategic planning assess the political risk of a
particular geopolitical environment.

There are different approaches and methods that include different techni-
ques, theories and ways of drawing conclusions about a particular geopo-
litical environment. The importance of the geopolitical environment can
be illustrated by the latest example and the crisis of the “Ukrainian state
that has become very relevant in the last quarter of a century due to global
changes on the international scene and the new vacuum in the post-Soviet
space* (Milosavljevi¢ et al., 2017. p. 36). Political risk assessment techni-
ques can be divided into subjective and objective.

The subjective assessment of political risk is performed by various experts
and experts from several areas of social life. These are economists, lawyers,
business psychologists, political scientists, diplomats and the like. Grand
tours, Old hands and Delphi are the basic ways (techniques) of subjective
assessment of political risk. A common feature of subjective methods is
that information about the market and the state is collected from a wide
range of sources, through various channels and social actions.

Proponents of objective methods are of the opinion that the quantification
of their analysis cannot be compared with the subjective feelings of indi-
viduals or groups because the emotional component of a person can cause
errors that are not easy to correct later. Objective methods are based on
strict adherence to methodology and models, as well as the accuracy of
statistical data. The methodologies of world-renowned organizations do
not differ much. The most common variables that determine political risk
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concern the domicile political and governmental system, relations with
political organizations within the national framework, then crucial econo-
mic indicators are included, as well as the process of integration into the
world system and ethical and religious stability of the observed country.
The most important organizations that deal with political risk assessment
at the global level are the United States Political Risk Assessment Agen-
cy, the World Economic Forum (WEF) and Marsh McLennan. From the
WEF perspective, the variables that are crucial for summarizing a coun-
try's political risk are: “contractual agreement repudation, country econo-
mic risk, currency inconvertibility and transfer risk, expropriation risk,
legal and regulatory risk, sovereign credit risk, risks from strikes, riots
and civil commotion, the risk of terrorism and the risk of war and civil
war® (Marsh, 2022.) The scores for each of the mentioned variables range
from 0.1 to 10, where a score of 10 represents the absolute presence of
risk and the inevitable worst case scenario, while a score of 0.1 is the
absolute absence (non-existence) of risk of a particular variable. The
cumulative value of all variables is classified into one of five categories:
1) very low political risk (< 2.1); 2) low political risk (2.1 — 4.0);
3) medium level of political risk (4.1 — 6.0); 4) high political risk (6.1 —
8.0) 5) very high political risk (8.1 — 10).

The following tables and graphs present the variables that affect the level
of political risk in the countries mentioned in some way in the paper.
These are Serbia, Ukraine and the United Arab Emirates.

When it comes to Serbia, the intensity of political risk in the first half of
2021 is uniform. Comparing the values of the variables from the
beginning and the middle of 2021, it can be noticed that there are no
expressed risks that can increase the overall value of political risk. Taking
into account the parameters from the previous classification, it can be
noticed that Serbia is in the category of a country with a medium level of
exposure to political risk. The total value of political risk measured by
this method is 4.13, which means that Serbia is on the verge of countries
with low and medium political risk.
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Table 1: The value of political risk variables in Serbia

Variables February 2021  July 2021

Strikes, Riots & Civil Commotion 5,1 5,0 4
Terrorism 2,4 2,4 =
War & Civil War 3,2 3,1 l
Country Economic Risk 4,6 42 l
Currency Inconvertibility & Transfer Risk 3,8 3,7 4
Sovereign Credit Risk 5,2 5,0 l
Expropriation 4,4 4,4 =
Contractual Agreement Repudiation 4,6 4,6 =
Legal & Regulatory Risk 4,8 4,8

Source: Marsh, 2022.

From a security perspective, the basics of variables that affect the increase
in the overall level of political risk are at the low risk level.. This is
primarily about terrorism and potential war events. The third component
of security that affects the increase of political risk are strikes, riots and
civil unrest, the coefficient of which has a medium level of risk. This
variable is high for several reasons. The first and basic is the
dissatisfaction of the population with running the country in pandemic
conditions. Great resistance was offered to the process of compulsory
vaccination against Covid 19. This situation is characteristic of most
countries in the world that have expressed the intention to introduce
mandatory vaccination and protection during the pandemic. The variable
’strikes, riots and civil commotion® in Serbia is rapidly gaining in value
due to certain decisions of the authorities, such as a permit for preliminary
research and exploitation of newly discovered ore — jadarite. Civil unrest
caused by the presence of global corporations from the mining sector has
encouraged environmental organizations to social disobedience.

However, the legal sphere has the greatest influence on the cumulative
value of political risk in Serbia. The medium level of risk of the variables
“expropriation, contractual agreement repudiation and legal and
regulatory risk® shows the passivity of the authorities in the context of
changing the legal system. These variables have had constant values for
several years and represent the highest risk in terms of the total value of
political risk in Serbia.
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Figure 1: Graphic representation of political risk variables in Serbia
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When it comes to Ukraine, it should be emphasized that for the whole
decade, this country has been the scene of great geopolitical, geostrategic
and military-security pretensions of the former sides of the bipolar world
(Milosavljevi¢ 2014, 2017). On the one hand, Russia is trying to regain
key geostrategic territories that have been Russian territory from a histo-
rical perspective, and remained part of Ukraine after the collapse of the
Soviet Union.

Table 2: The value of political risk variables in Ukraine

Variables February July 2021
2021

Strikes, Riots & Civil Commotion 5.4 5.5 T
Terrorism 4.7 4.6 l
War & Civil War 6.5. 6.5 =
Country Economic Risk 6.1 5.7 l
Currency Inconvertibility & Transfer Risk 5.8 5.8 =
Sovereign Credit Risk 7.0 6.9 l
Expropriation 5.3 5.3 =
Contractual Agreement Repudiation 6.2 6.2 =
Legal & Regulatory Risk 5.7 5.7

Source: Marsh, 2022.

The West, on the other hand, embodied through the partnership of the
United States and Western European countries in the NATO alliance,
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seeks to curb the further development and influence of Russia on the enti-
re territory of Europe with its economic and political influence in Ukra-
ine. The clash of interests of the former poles of the world has led to the
situation that the total coefficient of political risk in Ukraine is 5.8 and it
is classified as a medium-risk country with a tendency to grow. The situa-
tion is aggravated by high risk factors for war and an increased risk of
strikes, riots and civil unrest. The culmination reached its peak with the
military intervention of the Russian security forces, which began at the
end of February 2022. Since then, the variables of political risk in Ukra-
ine have been "in the red* and are considered an insecure state.

Due to the active involvement and aspiration of Ukraine towards mem-
bership in the EU and NATO, the Alliance and the EU support Ukraine in
the economic and legal-political context. Security support in terms of
engaging NATO resources in the fight against the Russian armed forces is
lacking. Since the outbreak of the crisis in Ukraine and the annexation of
Crimea to the Russian Federation, the relations between the West and Ru-
ssia have deteriorated significantly. In the first half of March 2022, with
the help of instruments of hard power with economic characteristics, the
West tried to prevent Russia from making plans. Economic relations that
have been shaken due to the political and situation a-round Crimea have
almost been terminated. In the diplomatic context, cooperation is almost
non-existent. Namely, the UN Security Council rejected the resolution
condemning Russia's invasion of Ukraine, because it is logical that Russia
vetoed it. An attempt at such a resolution within the United Nations is
again creating the division of the world into poles, but this time several
poles have been crystallized. Thus, the world today is divided into
supporters of the West, then allies of Russia, politically and economically
neutral states and a very important fourth pole of a politically neutral state
with the aspiration to continue economic cooperation with Russia. The
diplomatic conflict between Russia and the West has been going on since
2014, when the G7 members agreed to disband the G8, that is, to expel
Russia from this world form. This dispute between the two sides will
continue until the positions are harmonized and a joint solution is reached
on Ukraine.
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Figure 2: Graphic representation of political risk variables in Ukraine
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The United Arab Emirates is an example of good governance. Geographi-
cally, the UAE is in a traditional crisis area. Several decades ago, the
neighboring emirates have been exposed to very serious political and
security threats and problems. Although energetically significant, OPEC
members from the Middle East region have been exposed to significant
political, economic and military interventions. Despite that, the Emirates
managed to build a system that will not confront the most important cen-
ters (political and military).

In the next, table 3 the determinants of the overall political risk of the
United Arab Emirates are shown. The total coefficient of political risk of
the Emirates is 3, which means that the UAE is ranked among the coun-
tries with low political risk. The risk of potential rejection of contractual
obligations is at the level of medium values. However, this should be
taken with a grain of salt because the legal system of the Emirates is very
complex and is based on the dualism of the national and federal systems.
The United Arab Emirates is one of the few countries that has remained
immune to the numerous economic and political crises that have gripped
the world in the last few decades. They base their development and fore-
ign policy on natural resources and economic cooperation with all coun-
tries in the region and the world. The dual legal-political system has cre-
ated the diametralism of politics and economics, but in international
relations, priority is given to economics, politics of neutrality and non-
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alignment. Having this in mind, as well as the fact that domestic policy is
conducted by combining sharia instruments, where sharia does not have
the status of law, and Anglo-Saxon legal norms, it has led to the creation
of a strong and stable economic and political situation at regional and
global level.

Table 3: The value of political risk variables in the UAE

Variables February  July 2021
2021

Strikes, Riots & Civil Commotion 2.8 2.8 =
Terrorism 3.2 3.1 l
War & Civil War 2.9 2.9 =
Country Economic Risk 33 2.9 l
Currency Inconvertibility & Transfer Risk 2.2 2.2 =
Sovereign Credit Risk 2.4 2.2 l
Expropriation 2.4 2.4 =
Contractual Agreement Repudiation 5.5 5.5 =
Legal & Regulatory Risk 33 34

Source: Marsh, 2022.

Figure 3: Graphical representation of political risk variables in the UAE
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Political risk and multinational companies

From the perspective of multinational companies, any decision of a poli-
tical nature made by the host country, which may have negative business
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connotations, is considered a political risk. Political decisions can affect
the business of multinational companies in different ways. All of them
can be divided into several categories: very harmful political decisions
that affect the complete withdrawal from a particular market, harmful
decisions that are reflected in the adoption of legislation restricting, cont-
rolling and/or directing business activities, and less harmful decisions
concerning the impact on certain areas of business.

When it comes to very harmful political decisions, multinational compa-
nies are most afraid of the outbreak of revolutions, civil war and the
process of nationalization of property. The group of harmful political
decisions includes decisions on banning the movement of capital, limiting
the value of real estate, increasing income taxes, the participation of state
bodies in the work of top management and the like. As less harmful deci-
sions we can identify aspirations or negligence of the state towards
transport infrastructure (which is one of the preconditions for successful
business of multinational companies), the insufficient development or
lack of financial market, but also the decisions of local governments
regarding increasing utility taxes.

In general, when multinational companies plan to expand into new
foreign markets, they look at political risk from a micro and macro angle.
From a macro perspective, the actions or decisions of holders of political
functions that may increase political risk affect the business of all foreign
and domestic companies. When, due to the implementation of certain
political decisions, intentional or unintentional damage is inflicted on
certain economic sectors, more specifically on industrial branches, it is a
matter of micro-political risk. Political risk in the micro context affects
and is directed only at individual companies and is a matter of protec-
tionist measures.

Some of the most devastating decisions of a macro nature are expropri-
ation and internal conflicts. On the other hand, micro-political risk can be
caused by corruption in certain parts of the economic sector or individual
actions against foreign companies. All these risks, regardless of character,
can lead to significant tangible and intangible losses.

The case of Cuba can serve as an example of political risk in a macro con-
text. Namely, Fidel Castro took over the power in this island state in
1959. Guided by communist ideas, he carried out general nationalization
and expropriation in the agricultural and industrial sectors. The compa-
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nies at the time were mostly owned by wealthy Americans and Englis-
hmen. The Cuban government took over large plantations of sugar cane,
tobacco and lemons under its jurisdiction. A small number of companies
were insured against this type of risk, so the entire business was left to the
Cuban political leadership. To date, none of the companies has received
compensation, and foreign relations between the two countries were
terminated in the same year, only to be re-established in 2015.

The key question that arises is whether there is protection against political
risk? Namely, it cannot be eradicated, but it can be minimized.
Multinational companies have created several ways in the process of
protecting their business and capital. These are classic researches of state
risk, then direct negotiations with the holders of political power of the
host country and the purchase of insurance against political risk as one of
the most modern ways of protecting foreign business.

Concluded considerations

Political risk is an unavoidable factor in modern international (economic)
relations. The multidisciplinarity of the concept stems from its intense and
extensive nature, and therefore, in addition to the original, political, it also
has an economic and social sphere. In general, political risk is any politi-
cally motivated act by the authorities that results in a disruption of the
business and/or social climate.

In modern circumstances, the global order is burdened with numerous
challenges. The beginning of the 21st century was marked by security,
economic and energy crises. Political risk (generally and as a summary
category) has become increasingly important in the multipolar division of
the world.

The situation in Ukraine shows the importance of political risk from a
global perspective. The bilateral crisis of geostrategically and geoecono-
mically important countries easily leads to the creation of global security
and social crises. On the other hand, following the practice of the United
Arab Emirates and relying on the geoeconomic concept of conducting
national policy, many countries can greatly improve their international
position and contribute to the establishment of a safer global order.
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Assessing the political risk within the national borders with the variables
that determine it, one tries to point out the problems that the countries are
facing, but to maintain the security of the global order as well.
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Abstract: The relationship between the distribution of fossil fuels
in recent decades has greatly influenced the geopolitical situ-
ation in the world. We are witnessing numerous revolutions,
sanctions, and wars in crisis areas of countries rich in oil and
gas reserves, which resulted in the radical devastation of some
countries’ economies and enormous emigration from war-torn
areas. On the other hand, the struggle for supremacy in the ener-
gy market between the West and the East is intensifying, especi-
ally because many countries importing fossil fuels have turned to
the diversification of procurement risks, primarily gas, and then
oil. Many countries Turkey, Iran, Ukraine, Venezuela, Germany,
and Bulgaria have faced various pressures and challenges impo-
sed by the West. In the case of Iraq, Libya and Syria, wars were
inevitable. A review of the past period and the growth of political
tensions in Ukraine in recent years, and especially the months,
indicate that a new war on European soil is imminent. This time,
the interests of the great powers from the West and the East are
more obvious, and there are more reasons for the conflict, in the
sense of dinlomacv or war.

Introduction

s is well known, all economic activities require energy
consumption. Today, in addition to the scientific and
technological process, the share of oil and gas consumption as
fossil fuels has the largest share in almost all countries. Of
course, in addition to oil and gas, nuclear energy, coal, and renewable
energy sources are also used. Several economies base their economic
dynamics mainly on nuclear energy, but this number is significantly
small. However, most economies around the world base their economic
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activity on fossil fuels, primarily oil and gas. Therefore, it is quite logical
that both oil and gas represent the "bloodstream" of every economy,
especially the economies of the European Union, (hereinafter abbre-
viated the EU).

What is typical for EU countries is that almost all of its members are
import-dependent on gas, some to a lesser and some to a greater extent. In
this paper, the authors present their views on the risk of import dependence
and the challenges of diversification of gas import risks that EU member
states face during the war crisis in Ukraine. In this regard, and for a
multifaceted projection of a very complex problem, the paper contains
several titles, interrelated, and historically related to the current topic and
events in Ukraine. After an introductory review of the literature, the
chronology and structure of gas import dependence of EU leading countries
are presented. With this approach at the very beginning, the authors want to
point out the necessity of gas imports, the implications of gas import, as
well as the importance and severity of the problems faced by the EU energy
sector. The authors try to present how complex and difficult it is to solve
the problems of import dependence and challenges in diversifying the risks
of gas import by presenting a series of arguments regarding the EU's eco-
nomic and military-political dependence on the United States (hereinafter
abbreviated the US), but also from Russia. The current cross-section of the
EU's unenviable position on the geopolitical scene represents a concrete
outcome of the long-term strategic processes that are constantly taking
place in the political, economic, and military spheres between the US, on
the one hand, and Russia, on the other. Whether the EU is on its knees in
terms of gas imports, and whether the unity within the EU is geopolitically
sustainable, is discussed in the final part, where the authors present their
views through discussion and provide optional outcomes.

The necessity of importing fossil fuels into the EU — literature review

The recession in 2008, which has spread from the US to other economies in
the world, maybe worse than the Great Recession of the 1930s. Accor-ding
to many experts, “in 2008, the US economy entered a recession because it
recorded a real decline in economic activity in two consecutive periods”,
(Siljkovic, 2010). Many countries are making some strategic decisions to
emerge from the crisis and reduce its consequences. When it comes to energy
sources on which economic activity is based, the beginning of the 21
century was marked by a sharp jump in the average price of oil on the
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international market, (Tverberg, 2012). In addition, the price of oil is
accompanied by the price of gas. As attention has been paid to the policy of
using alternative energy sources in the last three decades since the onset of
the economic and energy crisis in 2008, savings and alternative energy
sources have become increasingly important, (Mirkovic et al., 2018)

At the EU level, primary energy production in the EU was 17.7% lower in
2020 than in 2010. The general downward development of primary
energy production in the EU can be attributed, at least in part, to efforts to
decarbonize the energy system and improve energy efficiency. In 2020,
the pandemic especially affected primary energy production (OPEC,
Annual Report).

But what is the basic structure of primary energy production in the EU? Pri-
mary energy production in the EU in 2020 was distributed to several
different energy sources, of which the most important are renewable energy
sources, with more than one-third (40.8%), followed by nuclear energy with
30.5%, 14.6% of coal and lignite, natural gas with 7.2%, and oil with 3.3%,
(Organization of Petroleum Exporting Countries, hereinafter OPEC, Annual
Report). It is obvious that fossil fuels with a share of over 25% in the
production of primary energy in the EU cannot be easily and quickly
excluded, and their import in the future is implied, (OPEC, Annual Report).
Gradually, crude oil is abandoned and replaced by other energy sources. The
use of nuclear energy and energy from renewable sources requires a highly
skilled workforce and profession, enormous investments, and a lot of time.
Although renewable energy sources are conducive to environmental pollu-
tion and the greenhouse effect causing drastic changes in weather around the
world, their benefits can only partially solve the problem of import depen-
dence on fossil fuels, so far. Finally, the participation of natural gas in
primary energy production is in line with EU energy policy, and it was
initiated by accepting the Kyoto Protocol commitments, all to reach the
target level of decarbonization, environmental protection, and gaining time
through transition and renewables energy, (Veselinovic, 2015). Additionally,
natural gas contributes to heating and transportation in the EU economy, and
the amount of domestic gas production can’t meet the increasing demand
level in the EU. The amounts of the largest EU natural gas importers and
analysis are represented below, (table 1).

The positions of the largest gas producers and consumers within the EU
are the most important for the sustainability of the EU energy policy, in
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the first place the companies in the German economy. Regarding this it
involves enabling a path for a long-term supply involves a distributers
determination and selection, all this based on a well-defined marketing
strategy and decision-making units in the EU, (Dvornik, 2018). Accor-
ding to Veselinovic “One of the main functions within a company is the
marketing area, and it is of the utmost importance and relevance of having
an already established and well-functioning department of marketing
within the company, which would implement proper, just-in-time, and a
step ahead of competitive marketing strategies”, (Veselinovic, 2020). As
the carrier of the EU economy and the positions of other members, deci-
sion-making units impact long-term energy sustainability and marketing
strategies among the EU.

Import dependence on natural gas of the leading countries of the EU

Decades ago, the import of natural gas into the EU was over %. Some co-
untries have been chronic, for many years, dependent on imports of this
energy source. The extent to which EU members are generally dependent
on gas import can be seen below, in table 1 and graph 1. Table 1, shows the
four decades of gas imports from the largest importers within the EU, in
mil. standard m®>. We can see that during the period 1980 - 2020, the im-
ported quantities of all large importers increased, primarily in Spain, Italy,
Austria, and the Netherlands. The German economy, as bound by the entire
EU economy, and vice-versa, also recorded an increase in imports of over
65% for the observed period. Oscillations in gas imports were observed for
the taken period only in the United Kingdom (hereinafter UK) and
Belgium, but the outcome is similar as in other countries.

Table 1. Largest natural gas EU importers and largest world exporters, for
1980 — 2020, (m standard m?)

Country/Year 1980 1990 2000 2010 2020
Germany 51.650 57.450 76.200 88.884 155.493
Italy 14.370 30.930 57.630 75.348 66.227
Netherlands 3.200 2.270 12.600 16.970 53.255
France 20.900 29.310 42.320 46.199 46.140
UK 10.800 7.330 2.200 53.850 43.933
Belgium 11.920 9.630 15.950 31.330 42.696
Spain 1.870 4.440 16.730 36.270 32.838
IAustria 3.010 5.220 6.120 7.530 13.250
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Total world import 198.950  308.920  639.860 990.009  1.244.401
Russia 48.489 97545  186.620 209.7600  199.928
United States 1270 24400  6.820 32187 149.538
Qatar 0 0 14.040 107.437  143.700)
Norway 257500  25.180,  48.910 100.544 112951
Australia o 5210  10.200 24698 102562
Total world export 203.800 317220 630.743  1.002.557 1.243.784

Source: OPEC - Annual Report of World Gas Importers and Exporters, available at
https://asb.opec.org/data/ASB_Data.php, accessed on 24.4.2022

In recent decades, the share of natural gas imports in the EU has been
over 80%. Graph 1. shows the percentage of natural gas imports to the
EU, as well as the percentage of natural gas imports of all EU members
individually (2021). This clearly shows how dependent the EU, as well as
its members, are on gas imports. Currently, the EU imports 83% of
natural gas, while the proportion of imports of this energy source in the
EU members varies concerning the overall percentage of gas imports into
the EU.

Graph 1. EU natural gas import dependency in 2020/2021 Source:
M 2020 m2021 @ Share of natural gas in the overall energy mix (2020)
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Despite to relatively low percentage of contribution (7,2%) in primary
energy production, natural gas is a very demanded energy good in many
EU members. Highly import-dependent EU countries are Malta (100%),
Sweden (100), Latvia (100%), Spain (100%), Portugal (100%), Estonia
(100%), Belgium (100%), Slovenia (100%), Greece (100%), Luxembourg
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(100%), Finland (100%), Bulgaria (98%), France (97%), Italy (97%),
Czech Republic (96%), Germany (94%) %), Poland (86%), Croatia
(74%), Ireland (71%), Slovakia (71%), Hungary (69%) and Lithuania
(68%). The EU countries that are half or partially dependent on natural
gas imports are Austria (51%), the Netherlands (35%), Denmark (25%),
and Romania (20%), while Cyprus (1%) ranks last in this series.

Graph 1. also shows the share of natural gas in the total energy
consumption of each EU member state for 2020 and 2021, which further
indicates the importance and role that this energy source has in each EU
member individually. In this regard, we single out Italy (43%), Hungary
(41%), the Netherlands (40%), Germany (27%), Austria (27%), and
France (20%).

This means that natural gas is of special importance for the above-
mentioned countries because it occupies a significant place in the total
energy consumption, i.e. one-third of the total energy consumed. Taking
into account that this share at the EU level (24%) is about one quarter, the
above-mentioned values of the mentioned countries are mostly above the
EU average. In France, this value is slightly below the EU average thanks
to a large number of nuclear power plants (54), which greatly contribute
to the total energy consumption of this country. However, natural gas
with its participation is not negligible.

Concerning this, what problem is? Out of 100% of imported gas, 25%
falls on gas imported from Russia. At first glance, 25% of imports from
Russia at the general level may not indicate the seriousness of the
problem, but if we look at the levels of participation in EU countries, as
well as the fact that imports of natural gas are largely related to
international diplomacy and various geopolitical interests, it will be seen
how complex this problem is. Table 2. gives an overview of percentages
of gas imports from Russia by the most affected EU economies in 2020,
and proportions did not change for many years.

Natural gas arrives in the EU via several routes, the most important of
which is through the distribution network of gas pipelines through
Ukraine and Belarus, where natural gas is distributed from Russia
throughout the EU.

In addition to this option of gas supply, the EU can be supplied with
alternative gas pipelines from other countries, through seaports, also
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major gas exporters, primarily the US and Norway, but also Australia,
Algeria, etc (see table 1). EU does so, by importing certain amounts of
gas from Norway (21 %) and the USA (6%), and Algeria (12%).
However, the long-term arrangements of these gas exporters with other
countries are more complicated and risky. In addition, quantitatively
limited transport by sea, as well as higher gas prices, do not provide an
optimistic answer to the question of whether the supply of gas to the
growing needs of the EU on these routes is reliable, sufficient, and
economically viable.

Table 2. Gas importers of EU members from Russia in 2020

Gas import from Gas import from
EU member RllSSiE:l, in % EU member Russilzl, in %
Finland 100% IAustria 60%
[Estonia 100% IPoland 50%
Latvia 100% Germany 45%
Bulgaria 100% IRomania 30%
Slovakia 100% Italy 28%
Czech Rep. 80% Holand 24%
Greece 75% Belgium 24%
Lithuania 70% [France 24%
Hungary 65% IDenmark <75% *

* Imported from Germany
Source: Source: OPEC - Annual Report of World Gas Importers and Exporters, availa-
ble at https://asb.opec.org/data/ASB_Data.php, accessed on 24.4.2022

Since the establishment of the European Economic Community, as a
forerunner of the EU, all members have had a positive trend of economic
growth, and the need for gas and oil has increased. According to the IEA
(IEA - International Energy Association Builten), domestic product
growth of 10% in energy-dependent countries over 60%, results in a 5%
increase in energy dependence, if energy efficiency does not change
(OPEC, annual report). The EU's import dependence on natural gas is
mainly determined by the import dependence of individual members, to
which we pay special attention. It is reflected through the link between
the unequal import dependence of EU member states, the unequal
contribution of EU members to the EU's economic and political
potentials, and the fact that energy-exporting countries use their superior
position to pursue their interests that puts the EU in a complex
geopolitical situation. In this regard, it is clear the EU's geopolitical
position depends on itself, but also Russia and the US. Many EU
members, some of very important for the EU, are import-dependent on
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Russia, while many EU members depend on the US economically and
military-politically, and in some cases on the US and Russia as well.

Implications of diversification of gas imports into the EU

Different geopolitical factors impact different decisions on choosing
suppliers. Therefore, the policy of diversification of energy supply risk
doesn’t only imply the purchase of fossil fuel from imports by several
suppliers, but also the direct and coordinated substitution of energy
sources, that would be imported, to other energy sources that are
produced, such as nuclear energy, (Umbach, 2010). As in all other
branches “In a realistic environment of supplier selection and evaluation,
a decision-maker must take into account different uncertain factors”,
(Paunovic et al., 2017).

Many EU members have sought to diversify oil and gas imports in
previous decades, but the most common choice of procurement has been
Russia, due to its huge reserves of these energy sources, reliable
infrastructure, and convincingly lower, and therefore competitive, prices.
In such circumstances, EU members had not many choices in procuring
essential energy sources. However, gas positions are not only
strengthened by Russia. Other producer countries are doing the same,
from the Persian Gulf to the rest of the world, in Africa, North and South
America, and Australia. In today's circumstances, the international
market, in addition to Russia, is dominated by the US and Norway, as
well as OPEC member countries. In the meantime, the strengthening of
Russia and other countries (China, Brazil, India, Turkey) recently, as well
as their taking on active roles in the world economy, politics, military
moves, diplomacy, and the politicization of energy relations, became
inevitable. The entire course of these changes took place at a time when
the EU was facing the consequences of the economic, financial, and
political crisis, which resulted in the UK leaving the EU. New
circumstances put EU policy in a situation where it has to react to new
geopolitical circumstances. The dominance of Western transnational
companies has been replaced by partnerships and dominance of national
companies of energy countries, (Djuki¢, 2014).

It i1s important to point out that there are big differences between the

members in the field of contribution to EU policy. For example, the GDP
contribution of each EU member is not the same. Furthermore, the
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participation of each member in the functioning of the EU Parliament, as
an influence in taking the EU's position in international diplomacy, is not
equal, either. Energy imports can be complicated and are an unavoidable
part of international diplomacy. Namely, the logistics and supply chain of
gas and oil has been developed so that it passes through countries that are
marked as friendly countries to gas and oil exporters/importers, and thus
represent partners in international diplomacy. Also, countries that are
import-dependent on gas and oil, often can’t find themselves in a position
to defend their economic, military, and political interests. There are many
examples where energy-exporting countries with their gas position
condition importing countries with "voluntary" barter deals, promoting its
industry, especially dedicated ones.

The United States and Russia's impact on the EU's strategic problem
in diversifying the risk of gas imports

Although the geopolitical situation regarding the relations between the US
and the EU, the EU and Russia, as well as between Russia and the US, is
very complex and dates back for many decades. In the 20" century,
especially before, during, and after World War II, relations among
Western countries became stronger. After the Japanese attack on Pearl
Harbor in 1941, the US decided to go to war and defeat Germany together
with allied countries. At the same time, proposals to establish
supranational institutions in finance, trade, and politic at the global level
were on the table even before the start of World War II. Two proposals
dominated, pro-European and pro-American. World War II stopped
everything. After the war, supranational institutions were established on
the territory of the US, and Europe, but also on other continents. A
number of these supranational institutions, as time will show, will be very
influential on the governments of many countries. Through dialogues and
the adoption of the format and content of the statutes of supranational
institutions, the basics of decision-making protocols were defined. All are
based on the capital role of the founding countries, and not on the
population that each country would represent, thus contributing to
democratic decision-making. The first proposal was in favor of countries
for which capital is not a problem, i.e. the US, but also countries that are
in the shadow of US politics and economy. The second proposal was in
favor of the countries of Europe, later the countries of the European
Economic Community i.e. EU. If we take into account that all foreign
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exchange and gold reserves, as well as other valuable assets during the
war were transferred to the UK and then to the US, it can hardly be said
that European countries had choices and influence in negotiations on the
statute and functioning of future international and supranational
institutions. After the war, the United Nations (hereinafter UN), the
International Monetary Fund, the World Bank for Reconstruction and
Development, and the General Agreement on Tariffs and Trade
(hereinafter GATT) were founded. GATT was temporary until the
negotiating countries agreed on a consensus. GATT, as the forerunner of
the World Trade Organization, lasted from 1947 until the end of 1994.
Namely, although of a temporary character, one bloc of countries led by
the US did not want to give up on the negotiations on the statute and the
manner of making decisions for the future World Trade Organization. In
the end, the persistence of the US paid off, and in 1995 the World Trade
Organization was founded.

Within all supranational institutions, the US has had a huge and decisive
influence on functioning and decision-making, primarily based on
invested capital, which gave them a crucial right to vote through the
statute. Also, many member countries of these institutions, but also
partners and allies of the West, followed both their own and US interests.
By contributing to the functioning of all international institutions
mentioned above, except the UN (due to the UNSC, Russia, and China
being permanent members), they took the benefit on Western countries,
especially the US and UK.

Later, other international and regional financial institutions were formed,
such as the European Investment Bank, the European Bank for
Reconstruction and Development, the European Central Bank, the Paris
and London Clubs, the Inter-American Development Bank, the African
Development Bank, the Asian Development Bank, the African
Development Bank, etc. All these financial institutions, both global and
regional, are organized on similar principles, and decisions on
membership, lending, sponsorship, and providing any support in the
economic, monetary, political, and even military-security fields can
hardly be made without consent. US representatives are present in the
governing and/or monitoring bodies of these institutions. The EU leading
countries have also seen their interest in this, and through cooperation
with the US, directly or bypassing, they are participating in, so to speak,
protocol activities, led by the US representatives. In this way, the US has,
over time, built a very complex and efficient mechanism that works in a
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direction that only the US and its friendly countries are suited to. It should
be noted that the US has close and partnership cooperation with OPEC
member countries, which are very influential in the oil industry, for
example, Qatar. Through cooperation with Qatar and other OPEC
members, the US is in a position to influence the decisions made within
the OPEC association, which directly and often decisively affect the
changes in oil prices on the international market. As time has shown, in
this way, the US and its allies have provided an effective system through
which the US has managed to install countless additional institutional
instruments in each country of interest. All this influences various
decisions, and thus often influences sovereignty and independence -
decision-making by weaker countries.

On the military-security level, immediately after World War II, military
alliances, the NATO (NATO — North Atlantic Treaty Organization, 1949)
and the Warsaw Pact (1955) were formed. With the collapse of the USSR,
the Warsaw Pact disintegrated (1991), and many former members of the
Warsaw Pact joined the NATO, which over time influenced the growth of
tensions between Western and Eastern countries, primarily Russia. In the
meantime, the US has built military bases throughout Europe, and under
the NATO doctrine and allegedly defense policy, primarily installed
nuclear missiles in Germany, Italy, and Belgium, but also started the
construction of the so-called defense missile shield across the Baltic
countries. It sounds ironic, but the NATO statute states that this alliance is
defensive. Russia has complained countless times after the accession of
the Baltic countries to the NATO pact, especially after the beginning of
the construction of the missile shield, and then it was Ukraine's turn to
join NATO. The situation boiled over, and Russia reacted. To preserve
the security distance, as well as its strategic position on the gas and oil
market, it is making a strategic move and attacking Ukraine.

Decision-making in the field of energy should be a sovereign right of any
country. Many countries, especially those rich in oil and gas reserves, and
militarily weaker or without strong allies have faced a series of
obstructions, stops, and sanctions by international financial institutions. If
these measures did not yield results, the Western countries used radical
measures by launching NATO mechanisms, to realize their interests in the
field of economy and energy. Iraq, Iran, Syria, and Libya have faced these
challenges in the past.
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The previous review can only elementary explain the relations between
East and West, but that does not diminish the obviousness of the current
situation on the geopolitical scene. To this, we remain the fact that 80% of
natural gas from Russia to the EU was distributed through installed
capacities in Ukraine and Belarus, from 1973 until 2022. In recent years,
new Nord Stream 1 gas pipelines were built by Russian and EU
companies, followed by Nord Stream 2, but also Turkish Stream 1 and
Turkish Stream 2, which will supply EU countries, Turkey, and the
Balkans, independently of Ukraine, (Djukic, 2014). With its new gas
infrastructure, Russia sought to bypass Ukraine, a candidate for NATO
membership. Thus strengthening its position as a sovereign gas distributor
for the EU, and indirectly its security position.

Today's circumstances in Ukraine and Europe indicate that these relations
are very disturbed and reached their peak, such as have not been seen
since World War II. The current events in Ukraine represent only the
consequences of the relationship between the great powers and the
economies, which are fighting for their interests, each in its way, violating
international law and the conventions of war. For example, one of the
official arguments why Russia carried out aggression against Ukraine is
because Ukraine didn’t indicate that it wanted to fulfill the obligations
from the agreement signed in Minsk, after the war in 2014. It is generally
known that the US in public, also secretly encouraged and helped the
authorities in Ukraine, otherwise pro-Western, not to implement the
Minsk agreement. In this way, the US consciously influenced Ukraine to
be attacked by Russia. It is interesting that the US authorities, earlier
during the elections, publicly supported the pro-Western government in
Ukraine, which won the elections.

Western countries, led by the US, UK, and the EU, need access to fossil
energy, to maintain regional and global dominance in the economic and
security field. After all, whoever has access to and control over the
production and distribution of oil and gas has a great influence on the
outcome of negotiations on any topic. Hence, Western countries have
long had an enviable negotiating position on the geopolitical scene, which
they have been building for decades through the aforementioned alliances
and supranational institutions, while their access to and control of
essential energy sources in the world is partial and debatable. On the other
hand, lying on its entire surface in gas and oil fields, Russia has long felt
threatened by these circumstances, especially because the principles of
international law have not been respected for several decades (Kovac and
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Popovic, 2013). The struggle for supremacy in the energy market between
the US and Russia as gas exporters, primarily for buyers of the EU
market, is more than obvious. The US dislike EU countries or their allies
depending on Russian gas, (Siddi, 2017). While gas was delivered
through infrastructure in Ukraine, it was acceptable for the US. As the
Nord Stream 1 and 2 projects came to an end, pressures on Ukraine and
Germany intensified synchronously. Pressure on Germany from the US
intensified. The Trump administration has put tremendous pressure on the
German government, but also on the governments of other EU member
states, to allocate significant savings and assets for NATO membership.
Before that, during the Barack Obama administration, an affair broke out
with the wiretapping of German Chancellor Angela Merkel, at a time
when Germany was deciding to approve the construction of an additional
gas pipeline Nord Stream 2. The moment when the Nord Stream 1 and 2
projects were brought to an end, pressure on Germany intensified.
Germany relented, and may not have had a choice at the time, and there
was a deliberate delay in the field of bureaucracy on the German side. As
a consequence of this, the Nord Stream 2 gas pipeline did not necessarily
receive a license and consent from the Germany commission.

It is also important to note that Germany has historically had strong ties
with Russia, but it has been severely affected since the Second World
War, especially since the fall of the Berlin Wall. This does not mean that
the strategic-partnership relations between Germany and Russia cannot be
renewed. These relationships have experienced both ups and downs.
There is no doubt that the strong economies of the West, above all the US
and UK, are worried about the possible renewal of partnership ties
between Germany and Russia. For that reason, it is not illogical why the
US and UK are very cautious towards Germany.

The crisis and the war in Ukraine put the relations of the Western
countries, the US, and the EU to the test. At the very beginning, this unity
seemed strong. Although strong, when the decision to ban the import of
gas and other energy sources from Russia came on the agenda in a series
of sanctions imposed on Russia, Germany was among the first countries
to protest, and Hungary immediately supported it. These two countries
have signed a long-term contract with Russia for gas delivery. Courage,
but also awareness of the importance of energy diversification for
survival, but also economic growth, some countries have not lost.

On the other hand, Russia, aware of its potential, positions, and built
infrastructure, does not hesitate to use gas as a political weapon to achieve
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its goals. Russia's gas infrastructure, in addition to gas pipelines across
Europe, has been expanding in Eastern Eurasia, Turkey, China, and other
Asian countries for years, so geopoliticians in Russia have thought of
diversifying distribution channels if one or more countries decide to give
up the supply of Russian gas. Russia permeates security goals but also
strives to enable itself to have a long-term impact on EU economies,
which are import-dependent on gas, primarily Germany. This is proved
by the disrespect of the principle of reciprocity on the part of Russia. The
principle implies mutual investments between companies from the EU
and other countries. Namely, if economic entities of non-EU countries
want to invest and operate in the EU common market, it is necessary that
the countries they come from also integrate the principle of reciprocity
into their legislation, and enable EU companies to run their business
based on reciprocating. In practice, this principle has only been partially
realized. When it comes to Nord Stream 1, with a capacity of 55 billion
cubic meters (m3) per year, and put into operation in 2012, the principle
of reciprocity was partially respected by participants. This project was
created based on mutual cooperation between Russia and the EU.
Gazprom, Witterstal, E.ON, Gasuin, and GDF companies formed Nord
Stream AG, with Gazprom owning 51% of ownership. Over time,
Gazprom expanded its capacities by appropriating the German Vingas,
1.e. gas storage facilities in Germany and Austria. Across the Baltic Sea,
the diversification of gas distribution routes from Russia to Germany has
been diversified, and it can be said that relations between Russia and
Germany have moved in a positive direction. Respect for the principle of
reciprocity, as much as possible, has borne fruit. There was deeper
cooperation between Russian Gazprom and German Wintershall and
E.ON. Just as Russian Gazprom was allowed to take over a 50% stake in
Vingas, so Wintershall was allowed to gain gas and oil fields in Siberia
through a stake in partner companies. However, Lithuania, Latvia,
Estonia, and Poland, which are strongly influenced by the US, have begun
to protest, demanding higher fees for gas transit. Among other things,
Lithuania and Poland have already built liquefied natural gas terminals
that they plan to import from the US, at the same time reducing gas
import dependence on Russia. In some instances, there has been a
reduction and even interruption of gas supplies from Russia to Germany
and other EU countries. It should be reminded that Germany is re-
exporting imported gas from Russia to other EU members (for example,
Denmark), and such moves by Russia are reflected in other countries as
well. Further, the realization of the Nord Stream 2 project, doubles the
capacity of gas distribution from Russia to Germany, France, the
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Netherlands, and other EU countries, up to 110 billion cubic meters per
year. Crossing the territorial waters of Russia, Finland, Sweden,
Germany, and Denmark, with this project, but also with the new war
events, Ukraine has financially and security-wise distanced itself from
regional economic and energy flows in the long run. Thus, the maneuvers
made by Russia, but also by some EU countries, indicate that Russia can
use the gas network as an instrument for exerting influence in favor of
defending its interests. Another example goes in favor of this statement.
After Russia's aggression against Ukraine, Western countries began to
impose a series of sanctions, from banning trade with Russia to blocking
the accounts of Russian companies and banks, to banning trade in Russian
rubles. In this way, the space for the economic activities of the Russian
economy narrowed significantly, and the demand for the Russian
currency dropped significantly. To protect its economy from the imposed
sanctions, Russia decides that the importing countries have to pay in
rubles if they want to order and buy its natural gas. Thus, Russia wants to
ensure certain stability of its currency on the international financial
market and reduce the risk of depreciation of its growth domestic product,
which has begun to suffer the consequences of the imposed sanctions.
Thus, the moment when Bulgaria and Poland refused to pay Russia for
gas in rubles, Russia immediately stopped delivering gas to these
countries. In this challenge regarding the supply of gas in the newly
created geopolitical circumstances, Poland stood out with its strong
position. With its long-term arrangements with the US regarding the
supply of LNG, as well as the installed terminals for the reception and
storage of LNG, Poland has managed to reduce the risk of gas imports
from Russia. Also, Poland has managed timely to find a solution to
overcome the challenge, through the Yamal gas pipeline. Supporting
rejections, the EU only intensified the further growth of gas prices on the
international market. The price of gas increased by 20% within 24 hours.
Therefore, the unity inside the EU energy policy doesn’t exist. This
increase in price impact other EU gas importers from Russia. That there is
no unity within the EU among members on the implementation of a
unified policy in the field of energy and international diplomacy, indicates
that some EU members (Hungary and Slovakia) do not plan to suspend
gas supplies from Russia, paying in Russian rubles, violating adopted
sanctions packages introduced to Russia by the EU. It turns out that gas as
a political weapon of Russia gives results, at least in the short term.
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Possible outcomes

The facts are that Russia uses gas, but oil as a political weapon, primarily
through its national companies and infrastructure for energy distribution.
As special support to this, Russia has at its disposal a very powerful army
that will be used to provide the above-mentioned mechanism. On the
other hand, Western countries have a much wider range of instruments
through which they can, directly and indirectly, achieve their economic,
energy, military, security, and other geopolitical strategic goals. In
addition to the NATO and other bilateral and multilateral partnerships,
and as previously described, there are global and regional supranational
institutions in the different spheres. Western countries support each other,
and in return receive support from major powers in the economic,
security, and political spheres. Partial or complete abandonment of such
cooperation would mean actions in the form of retaliation for the
disturbed cooperation, such as the example of Turkey. The South Stream
gas pipeline, which was supposed to double the capacity of the already
built Blue Stream gas pipeline, was stopped due to US pressure, primarily
on Bulgaria, but on Turkey as well. After the failed coup in Turkey,
which had the unofficial support of some people from the US, Turkey
corrected its geopolitical position about the US, and in the field of energy
and security policy partially turned to cooperation with Russia. Instead of
South Stream, in cooperation with Russia, the Turkish Stream gas
pipeline was built. Also, Turkey bought serious weapons systems from
Russia. Immediately afterward, the US stopped the delivery of the most
modern planes, based on contracts signed by the US and Turkey, and
Turkey had paid. Even, membership in NATO can not secure pure
security. Therefore, the US treat unreliable partners just based on their
interests.

Given the long-term and complex processes in EU-US relations, but in
the relations of developed EU countries with Russia, the question arises
whether the EU is sustainable in the long run in terms of unique energy
policy? Is the EU on its knees? Is any reliable path? Obviously, in front of
the EU are twice? The first is to maintain and strengthen relations with its
strategic partners in all spheres of its survival and development strategy.
Especially in the sphere of energy policy and diversification of energy
imports. However, by partnering with the US and UK, the EU puts itself
on the front line ahead of a very determined Russia, which does not
hesitate to defend its political, economic, security and energy interests by
all means. On that path, the EU faces the challenge of how to maintain

94



Milan Veselinovic, Marija Paunovic - CHALLENGES OF ENERGY'...

unity between developed, import-dependent, and older EU members, and
new ones, which depend to a considerable and even greater extent on the
US. The second path provides the EU with a secure supply of gas and
other fossil fuels but puts it at a disadvantage when it comes to
deteriorating relations with the US, but and newly admitted members who
are heavily influenced by the US militarily and financially. We add to this
that the relations between the EU on the one hand, and the US and UK, on
the other hand, are in the shadow of leaving the EU by the UK, as well as
a series of above-mentioned problems and scandals between the EU and
the US. Also, the fact remains that the EU countries have a land border
with Russia, while the US is at a relatively safer distance. It remains to be
seen what the outcomes of strategic relations will be, and what decisions
will be made on the geopolitical scene in the near time, especially about
resolving the current gas crisis. All this, with the hope that the current
tectonic events on the geopolitical level do not represent an introduction
to the Third World War.
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The aim of this scientific paper is to point at many obstacles
Western Balkans need to cross in the accession process and that
the declared will and candidate status, as a consequence have,
for the EU making additional pressure and asking for new
conditions to be met, and for the Western Balkans going down
the road with no end destination in sight.

Introduction

he countries of the Western Balkans are a group of countries
that were offered the opportunity to join the European Union
more than two decades ago. All the time, these countries are
going through processes of various forms of transition and
gradual fulfillment of conditions on the way to the European Union.
Despite all the efforts, the road is not easy at all, nor without delays. The
causes of this situation are numerous, partly as a consequence of the inter-
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nal policies of the candidate countries, and they are significantly helped
by the inconsistent policy of the European Union and its member states
towards this region. Declaratively, the accession process supports demo-
cratic reforms in candidate and potential candidate countries, but due to
its unwillingness to deal with the process of substantial reforms in
candidate countries in the midst of an internal crisis, the European Union
is shifting its focus to stability. At the moment, there are no indications
that all member states have a common vision of the speed and desirability
of further enlargement of the Union, especially in the Western Balkans.

Today, the EU is facing numerous internal crises, so the circumstances in
which it needs to expand, compared to previous enlargements, are bur-
dened with numerous problems. Nominally, the Copenhagen criteria are
formal criteria for membership that should be met by any country that
intends to become a member of the European Union. They are defined as
political, economic and administrative / institutional: 1) stable institutions
that guarantee democracy, rule of law, human rights and respect for and
protection of minorities; 2) a functioning market economy capable of
coping with competition and market pressures in the European Union;
and 3) the ability to take on the obligations of membership, including a
commitment to the goals of political, economic and monetary union.
(Downloaded: “Conclusions of the Presidency”, European Council, Co-
penhagen, 21-22 June 1993, https://www.consilium.europa.eu/media/
21225/72921.pdf, 12/03/2022, p. 13.).

In practice, in relation to the mentioned Copenhagen ones, the countries
that want to join the Union are faced with far more complex requirements,
there are more chapters and reference points, a balance clause has been
introduced and criteria are constantly being changed. The process is fur-
ther burdened by a multi-year moratorium on enlargement and the mar-
ginalization of the issue on the EU's agenda, the Union's lesser focus on
the Western Balkans, all with declining support for further enlargement
and growing Euroscepticism in member states. At the same time, the EU
accession process in the Western Balkans is threatened by modest econo-
mic growth and growing poverty, as well as institutional inefficiencies in
the implementation of European standards and values, followed by
declining support for EU accession and accession-related reforms. How to
encourage European integration processes and deal with the influences
that undermine these efforts in these circumstances is a question that the
countries of the Western Balkans must inevitably address.
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The enlargement procedure itself is designed to complicate the countries'
faster progress in the process of approaching the Union. As the progress
of the candidate countries on the progress of the member states is unani-
mous, every further step of that progress is subject to blocking any of
those states. Member States that way often seek to resolve bilateral tensi-
ons in their favor through conditionality. In this way, the space for arbi-
trary behavior of the member states of the European Union is large, ha-
ving in mind the fragmentation of the accession (and join in) process and
thus the numerous opportunities for conditioning.

Apart from the mentioned problems and already known difficulties in
uniform observance of rules and norms in all areas of the Union's action
and all member states, the accession process is additionally burdened by
the fact that the European Union today is not the same community as it
was thirty years ago. The number and diversity of members has drasti-
cally increased, and at the same time the scope of the European Union's
activities has dramatically expanded. Discussions have become common-
place about the justification and sustainability of continuing integration
according to the current model of mandatory involvement of all member
states in all areas of European Union action. More specifically, European
Union officials, in contacts with candidate countries, speak in support of
accession, but do not make decisions in the Union's institutions that
would undoubtedly support it. In this way, the enlargement process is
there, but for the candidate countries it is practically difficult to achieve.
It can be unequivocally concluded that the enlargement processes so far
have been simpler, shorter in time and with far fewer conditions, and thus
the possibility of blocking (with rare exceptions) candidate countries from
member states (according to: Keserovi¢, 2012).

Enlargement policy from the perspective of key actors -
a cross-section of the situation

The leaders of the EU and the Western Balkans have repeatedly discussed
the future membership of Serbia, Bosnia and Herzegovina, Montenegro,
Albania, Kosovo and Northern Macedonia (according to: “Comparative
security sistems of neighbouring countries: similarities, differences end
cooperative” 2018). EU member states have issued a declaration reaffir-
ming "unanimous support for the European perspective of the Western
Balkans", as well as support for an "enlargement process" based on
"credible partner reforms". During the six decades of its existence, the
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European Union (or formerly the European Community) has been at a
crossroads several times, but never before has it been the target of so
many different crises (financial, euro crisis, migrant, Brexit, identity cri-
sis, war in Ukraine) endanger its foundations. Member states are conside-
ring different scenarios for the future of the European Union, but what is
important for the countries of the Western Balkans is where the issue of
enlargement in the transformed European Union lies. Although assuran-
ces come from Brussels that enlargement will not be abandoned, it is
obvious that this issue is not on the Union's list of priorities at the mo-
ment. This further leads to the rise of Euroscepticism, which has fertile
ground in the Western Balkans region.

The achievements so far in terms of Euro-Atlantic integration of the
region, and in the opinion of the member states, are modest, which leaves
room for new conditions, requirements, and even pressure on the
candidate countries. At the same time, there are real dangers (Kosovo and
Metohija, dysfunctional B&H, slow transfer of power in Montenegro,
new conditions that Bulgaria imposes on Northern Macedonia...) that
could shake the security support for the stability of the Western Balkans.

European Union. The European Union is the only actor in the Western
Balkans region, where it has applied a wide range of foreign policy
instruments since the early 1990s: diplomatic and trade measures, finan-
cial assistance, civilian and military missions, and enlargement policy,
which is its most successful foreign policy tool. It is an indisputable
success that the policy of enlargement of the European Union has had an
impact on the transition process of the countries of Central and Eastern
Europe. The great crisis of the European Union is more than a decade-
long process conditioned exclusively by internal reasons. The main driver
of the crisis is the difference between the high goals of integration pro-
jects and inadequate institutional, legal and political capabilities to achi-
eve these goals (Samardzic, 2018). In practice, this difference is reflected
in the dysfunction of recent integration interventions (monetary union,
common foreign and security policy, judicial and police cooperation),
which as a rule leads to the dysfunction of many areas of previously
achieved degree of integration. Today, Union officials say almost unifor-
mly that enlargement will continue after the Union itself is reformed. It is
an unknown long period. In the meantime, the basic function, as well as
the content, of the enlargement policy has changed. It has no purpose to
expand the Union's integration process to other European countries,
because the process itself is uncertain, but to ensure that those countries
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remain in the sphere of Western influence and domination in the new
security and geopolitical constellation. For the candidate countries, the
question remains open, otherwise politically unsettled: why not revise the
stabilization and association process that should prepare the country for
full membership, in the direction of better general adaptation to changing
circumstances.

The accession process, it turned out, contains numerous shortcomings
whose roots lie in the very structure of enlargement policy, and in the
nature of mutual relations between the European Union and its member
states, on the one hand, and candidate countries, on the other (Radi¢
Milosavljevi¢, 2017). The Stabilization and Association Process, created
for the countries of the Western Balkans two decades ago, has from the
beginning left room for the European Union to unilaterally, according to
its own discretion and needs, define the conditions for admission. The
obvious arbitrariness in the policy of conditionality, the over-ambitious
idea of stabilization and democratic consolidation, the tutoring and hege-
monic attitude of the Union towards the candidate countries, as well as
the now clear prolongation of the process, have led to loss of credibility
and fatigue on both sides.

The new enlargement strategy of the European Union from 2018 defined
the issues of rule of law and civil liberties, infrastructural connections,
digitalization, strengthening common security in relation to the issue of
mass refugee waves, pandemic COVID 19, war in Ukraine, as dominant
in meeting formal conditions for accession to the Union. In this way, the
enlargement process is becoming politically more uncertain, and the Wes-
tern Balkans is increasingly defined as an area of security concern, rather
than an area that is desirable and useful to integrate into the EU. Thus, the
EU strengthens the negative perspective of this area to remain the peri-
phery, waiting room, outpost, and the field of geopolitical game of great
and powerful actors (forces).

Great Britain and the Western Balkans. With the exit from the European
Union, Great Britain is in the process of reconstructing its foreign policy,
which has so far relied on three pillars of "satellite relations" with the
United States, the predominant influence on Commonwealth countries
and membership in the European Union. Exit from the EU raises the
question: what will be the new British approach not only to the European
Union, but to Europe as a whole. Immediately after the Brexit referen-
dum, Britain began to emphasize that the terms Europe and the EU are

101



- SECURITY CHALLENGES OF MODERN SOCIETY - Dilemmas and implications

not synonymous, and that it wants to pursue a policy of presence in Eu-
rope, but not as an EU member. By changing the nature of relations bet-
ween London and Brussels, it is possible that the emphasis on somewhat
different priorities in the process of these integrations will change.

SAD and Western Balcans. Transatlantic relations are in the process of
deep reconfiguration, they are fundamentally changing, but their complete
collapse is not to be expected. This process affects the position of South-
east Europe as a whole, and the Western Balkans in particular, as a politi-
cally very unstable part. On one hand, the adoption of a new (major)
strategy that would significantly limit action in regions that are not of key
security priority (e.g. the Western Balkans) could mean that the United
States leaves this area to the security coverage of the European Union and
its most powerful members which, faced with their own internal prob-
lems, would then more or less successfully compete for influence with
other regional and global actors such as Russia, Turkey or China. The fact
that US President Joseph Biden, in a conversation with European Commi-
ssion President Ursula von der Layen, expressed strong support for the
continuation of the Western Balkans' accession to the European Union,
confirms that the United States will continue to be present in the Western
Balkans.

France and the Western Balkans. French President Emanuel Macron
called on the countries of the Western Balkans to have a clear perspective
on joining the European Union, advocating a "strong and independent
Europe" and a new "security order" for Europe with NATO in relation to
Russia. "We need to get a clear perspective on joining the Union within a
reasonable time," Macron said in a speech at the European Parliament in
Strasbourg. "We need a strong Europe that can respond to climate,
technological, digital challenges, we need an independent Europe that will
decide its own future and not depend on other forces," he said. presenting
France's priorities during its six-month presidency of the Council of the
European Union.

Russia and the Western Balkans. With its foreign policy, Russia seeks to
ensure the strengthening of the country's position as one of the three most
influential actors in modern international relations in the changed
geopolitical picture of the world, along with the United States and China.
Russia's main proclaimed goal is the promotion of trade and economic
interests and the protection of national security. Russia is also acting in
the Western Balkans in terms of economic cooperation, but also in terms
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of military-technical cooperation. The most favorable outcome for Russia
would be the creation of a group of military neutral countries in the
Balkans, which are the former Yugoslav republics with Serbia in the first
place. Russia sees Serbia as a country with a state-building tradition and
integration potential, which would be a relatively solid stronghold for
Russia to defend its interests in Europe with its cultural and historical
closeness, public support, unresolved Kosovo and Metohija issue and
uncertain European future and "frozen" the conflict in Southeast Europe,
the resolution of which could, to a large extent, depend on relations
between the United States and China. For Russia, the Balkans are still a
zone of geostrategic, political and economic, that is national interest.

Turkey and the Western Balkans. Current Turkish foreign policy pays
great attention to the Western Balkans. For Turkey, the increased
influence in this region is a support for a stronger rooting of its presence
in Europe. Turkey's Balkan activities are focused on countries with a
predominantly Muslim population and countries with a significant
minority belonging to this religion (Bosnia and Herzegovina, Albania,
Macedonia and Serbia).

China and the Western Balkans. Throughout its turbulent history, the
Balkans have attracted the attention of global powers. The People's
Republic of China joined the traditionally interested forces by
strengthening its political and economic position at the beginning of the
21st century. Viewed from this angle, China's growing role should not
pose a threat to integration processes. However, some European leaders
have expressed fears that China's presence will jeopardize the European
Union's efforts to democratize the region.

NATO and the Western Balkans. NATO Headquarters in Brussels
continuously emphasizes that this is a region of strategic importance, and
that this organization remains fully committed to the stability and security
of the region by continuing to support the Euro-Atlantic aspirations of
countries outside the Union, especially by maintaining a presence in
Kosovo and Metohija and strengthening relations with Serbia. The United
States intends to seriously respond to the danger of a spiral of risk in
certain parts of the region, which can easily turn with the coming anti-
Western influence of Russia, China and Turkey.
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The countries of the Western Balkans on their way to
the EU without a certain end

The European integration of the Western Balkan countries is still
"pending". Three dominant developments in the Western Balkans are the
focus of EU institutions. These are constant oscillations in the process of
normalization of relations between Belgrade and Pristina, the end of the
almost three-decade-long dispute between Macedonia and Greece (ended
with the signing of the Prespa Agreement on June 17, 2018). The third
event in focus is the elections in Bosnia and Herzegovina. Numerous
factors have contributed to the slow Europeanization of the Western
Balkans: post-conflict societies, weak states characterized by a lack of the
rule of law, developed organized crime and corruption, illegitimate
institutions, weak governance capacities, and statehood challenges. We
will consider what this looks like on the example of individual candidate
and potential candidate countries.

Serbia and Kosovo. We also tie Kosovo to Serbia, because there is no
generally accepted position on the status of the southern Serbian province,
as seen by Serbia and some EU member states on one hand, and
independent states as seen by the United States and most EU member
states on the other. When it comes to the dialogue between Belgrade and
Pristina, the head of the EU Delegation to Serbia, Emanuel Joffre, said
that it was important to resolve all open issues, and that Belgrade and
Pristina should use the opportunity to reach an agreement on
normalization of relations (Joffre, 2022). Therefore, reaching a mutually
acceptable solution for Kosovo is crucial for Serbia's EU perspective.
Therefore, EU officials insist on making progress in the dialogue.
Numerous problems stand in the way of progress, and the most significant
are the non-implementation of all agreements reached so far, especially
the Brussels Agreement. At the top of the pyramid is the formation of the
Union of Serbian Municipalities, which Serbia insists on, but also mutual
recognition, which the provisional authorities of Kosovo insist on.
Minority rights, freedom of movement, church property, missing persons
and economic development complete this list of priorities. The world
crisis due to the Ukrainian-Russian conflict has further complicated
Serbia's position on the road to the EU. Serbia voted for a UN resolution
condemning the Russian invasion. For that, it received only courteous
recognitions in the form that the Union welcomes this vote, that Serbia
continues to be an important partner of the EU. But, as a candidate
country for EU membership and a government for which EU accession is

104



Dragomir Keserovié, Maja Glamocanin - ENTRY OF THE WESTERN...

a priority, Serbia would have to progressively fully harmonize its foreign
policy with the European Union. We want Serbia to be with us, even in
these difficult times, and to comply with EU statements and measures to
counter Russia's obvious aggression, and we welcome all steps in that
direction. So, they insist on sanctions against Russia, which is
unacceptable for Serbia. Analyzing the achievements so far, we conclude
that Serbia, and with it Kosovo, remain far from joining the Union in the
future, although technically, negotiations are underway, Serbia
periodically opens new chapters and fulfills what is possible and
acceptable to it (http://www.Euractiv.rs/srbija-i-eu/13328,11/12/2018).

Bosnia and Herzegovina. The event that is currently in focus and that the
EU and the USA are working on is the elections in Bosnia and
Herzegovina, which will certainly only confirm the negative trends and
tendencies within the country so far. Reform of electoral legislation has
been buried in unrealistic demands by ethnic leaders, with no indication
that any changes are taking place. That is why the perspective of Bosnia
and Herzegovina's membership in the European Union will continue to be
overshadowed by the evident strengthening of the influence of certain
actors, such as the Russian Federation and Turkey. The latest BiH
Progress Report lists a number of problems with the country's institutions
and non-compliance with laws and regulations.

Twenty-seven years after the war, Bosnia and Herzegovina is increasingly
an object rather than a subject of international relations, primarily due to
the inconsistencies of the present international actors with and without
mandates. Since the only serious attempt at constitutional reform that
failed in April 2006, Bosnia and Herzegovina has been permanently
facing internal daily political blockades justified by strongholds within
the BiH General Framework Peace Agreement. As a country that has
expressed its determination to become a member of the European Union
in the first years after the tragic conflict, Bosnia and Herzegovina has
been suffering for more than two decades from inadequate, inefficient and
often biased actions of the established governing structures of the
international community (EUFOR, NATO), which seriously jeopardizes
both the integration process and the prospect of membership in the Union.
With the international protectorate established now, albeit unofficially,
that is not possible. The very course of the implementation of the Dayton
Agreement, as well as the social and political relations it generates,
indicate that it is increasingly clear that there is no practical starting point
in a functioning democracy, but that it is, on the contrary, a generator of
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systemic anomalies. In essence, the European Union itself is slowing
down integration processes, increasing Euroscepticism and undermining
its credibility, and pushing Bosnia and Herzegovina away from accession.
Montenegro. When it comes to Montenegro, the country that most often
qualifies as a leader in the process of integration of the Western Balkans,
with a deep polarization of society, all these problems are expressed
(Weber, 2019). In Montenegro, for almost thirty years, the same people
have been both the bearers of reforms and the main causes of the state's
captivity. The only success that Montenegro can boast of in more than
fifteen years of negotiations on full EU membership is the opening of
negotiation chapters and fulfillment of technical preconditions for
integration, which at the same time do not mean institution building and
strengthening the rule of law.

Northern Macedonia. Northern Macedonia was the first country in the
region to sign the Stabilization and Association Agreement in 2001, and
in 2009 Skopje officially received positive recommendations for starting
accession negotiations. The European Commission has put Northern
Macedonia on the list of the 20 greatest achievements of the EU in recent
years. Northern Macedonia has completed reforms in 12 months,
thoroughly implemented agreements with Greece and Bulgaria, and is
now an example of co-operation and friendship in the region. In previous
years, the country has moved to a new negotiation methodology, but still
faces new unprincipled problems and bureaucratic positions that are
becoming a stumbling block for the prosperity of Northern Macedonia on
its path to EU membership. Today, 20 years later, Northern Macedonia is
still waiting in the European Union.

Forecasts of problem development in the future

Two decades after the creation of the Union's new approach to the
countries of Southeast Europe, the Stabilization and Association Process,
the process itself, which provided a membership perspective and EU
enlargement policy, has lost credibility. Apart from the general idea that
the Western Balkans should be pacified through the stabilization of the
political and security situation within and among the countries that belong
here, at the time of creating the process, it was not clear what exactly it
would mean. In particular, political conditions have arisen, such as
demands for the return of refugees, full co-operation with the Interna-
tional Criminal Tribunal for the former Yugoslavia, respect for internati-
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onal agreements, regional co-operation, normalization of relations with
Pristina. Policies in the freedom, security and justice sectors are
particularly important for the accession of the Western Balkan countries
to the EU because of the region's image as a source of instability, as well
as the lessons learned by the European Union after enlargement to
Bulgaria and Romania and later Croatia.

From the very beginning, the relationship between the European Union and
the countries of the Western Balkans has been established as a relati-onship
of superior and subordinate instead of a relationship between equal
partners. The described maintenance of the candidate countries in a semi-
independent position from the European Union is probably one of the
biggest negative consequences of the accession process. The process of
joining, therefore, contains numerous shortcomings. Their roots lie in the
very structure of enlargement policy, as well as in the nature of mutual
relations between the European Union and its member states, on the one
hand, and candidate countries, on the other. The reason for that lies in the
pronounced dominance of the European Union, which has the opportunity
to establish or terminate such a relationship at its own discretion, with the
arbitrary creation and change of conditions and rules. Therefore, the prob-
lem in the relations between the European Union and the associated states,
1.e. non-member states that are in contractual relations with the Union, lies
in the undemocratic nature of this relationship with significant limitation of
autonomy and influence on the constitutional order of the state.

When it comes to the countries of the Western Balkans, this problem is at
its peak. In addition to the Community law regulations that are subject to
harmonization in the associated countries, a number of different, often
unacceptable, conditions have been developed for the countries of the
Western Balkans. The Stabilization and Association Process, created for
the countries of the Western Balkans two decades ago, has from the
beginning left room for the European Union to unilaterally, at its own
discretion and needs, define the conditions for accession and accession.
Obvious arbitrariness in the policy of conditionality, over-ambitious idea
of stabilization and democratic transition and consolidation, tutoring and
hegemonic attitude of the Union towards candidate countries, as well as
the now clear prolongation of the process have led to loss of credibility
and fatigue on both sides (Radi¢ Milosavljevi¢, 2016). The attitude, better
to say the slogan, that the European Union has no alternative was used in
the domestic political space by domestic political leaders, but occa-
sionally also by EU representatives, in order to predominantly emphasize
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the importance of European integration. An alternative to full mem-
bership in the European Union and the severance of all relations with it,
would lead to the exposure of the candidate country to the influence of
other global actors, especially Russia and China.

It is clear today that the policy of conditionality as a key instrument in the
European Union's relations with the countries of the Western Balkans has
not yielded adequate results. More importantly, due to the way it was
organized with absolute favoring of political stability, with the asymmet-
ric nature of mutual relations, together with the objective circumstances in
which Europe found itself, it began to produce negative effects in support
of undemocratic practices and authoritarian regimes and fatigue from
enlargement and accession (Eriksen and Fossum, 2015). Predictions about
the possible date of the next enlargement are not optimistic, but in its
attempt to give optimism to the otherwise obviously blocked enlargement
process, the European Commission determined 2025 as a possible year of
the next accession. Even if the next enlargement takes place this year, it
will be a consequence of the calculation of the member states of the
European Union that the costs of enlargement for the Union are less than
the benefits it would achieve (Communication from the Commission to
the European Parliament, 2018). An equally bad scenario as early accessi-
on would be one in which enlargement would be further delayed pending
the actual readiness of candidates for membership. This would mean that
candidate and potential candidate countries remain non-members with the
obligation to continuously accept and apply the rules and norms of the
European Union without participating in their adoption. In that way, they
would continue the arduous process with an uncertain end and unpredic-
table difficulties. Non-member status has its serious shortcomings, but
full membership, which involves participating in policies in which candi-
date countries have no interest or higher costs, is not the best solution.
This is supported by the examples of numerous exceptions that the current
member states of the European Union have made in terms of participation
in certain policies, of which the economic and monetary union and the
Schengen visa regime are the most obvious.

Despite all the shortcomings of the process, for now, giving up mem-
bership is an unlikely scenario. The Union still manages to convince the
countries of the Western Balkans that the "European path" is the only
right one, implying full membership, but without guarantees in terms of
deadlines. There is no doubt that the countries of the Western Balkans
have economic and political interests in participating in certain policies of
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the European Union, but not an interest in being "forever" in the waiting
room, without any indications of the completion of the accession process.
For now, there is a "stick for disciplining" the candidate countries, and
there are no "carrots" or only traces of them.

Conclusion

The countries of the Western Balkans are, each in their own way, on the
path to the EU. One European politician said "either Europe will lend a
hand or someone else will do it" (referring to China, Russia). EU leaders,
with the consent of Western Balkan leaders, adopted a declaration at the
EU-Western Balkans summit unequivocally supporting the Western
Balkans' European perspective and reaffirming their commitment to the
enlargement process based on "credible partner reforms", stressing the
importance of strengthening integration and Member State by the Euro-
pean Union itself. "The EU reaffirms its commitment to the enlargement
process and the decisions taken on the basis of credible partner reforms,
fair and strict conditions and the principle of its own merits. "We will
further strengthen our joint engagement in order to initiate political,
economic and social changes in the region, while recognizing the progress
that the Western Balkans have made," the declaration said. The European
Union has proposed strengthening the security and defense of the Western
Balkans so that the region can join the bloc strongly. This is the moment
to "revive the process of EU enlargement" and for the formal negotiations
for joining the bloc to begin as soon as possible, said Joseph Borelj
(Tanjug, March 14, 2022). Although everyone agreed that the countries of
the Western Balkans belong to Europe, the call of some members to give
an indicative, if not a fixed date, to the countries of the Western Balkans
for their accession to the Union was not supported. The biggest opponents
of speeding up the process are France and the Netherlands.

The new methodology, adopted in February 2020, stipulates that no chap-
ter can be closed until the transitional benchmarks are met. The countries
of the Western Balkans have opted for a new methodology for joining the
European Union. Until recently, the Stabilization and Association Process
and enlargement policy in general were perceived as the most successful
foreign policy of the European Union, so it is not realistic to expect the
European Union to give it up or reduce it in any way. A faster way out of
the long-standing and unfavorable status of non-members would mean for
the candidate countries to limit the possibilities of arbitrary and hegemo-
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nic relations in which they participate as a subordinate party. An approach
that would allow candidate countries (and potential candidates) to choose
the areas in which they would participate in integration would increase
their degree of autonomy, which has been seriously undermined by the
current regime of the accession process. If this would eliminate or reduce
the possibility of conditionality in political areas, not only would unlock
progress in technical chapters, but it would make the candidate countries
aware that they are responsible for their own democratic reforms (Radi¢
Milosavljevié, 2017). The accession of states to the European Union
depends on meeting strict "legal, political and economic" criteria, said
David McAllister, president of the European Parliament's Foreign Affairs
Committee. The new strategy of the European Union for the Western
Balkans emphasizes that the strategic goals are "strengthening the reform
will in the six countries of the Western Balkans and renewing the political
engagement of EU members" in the Western Balkans. "The specific date
of accession for the new members of the European Union will depend
exclusively on when each country fully meets the strict legal, political and
economic preconditions." These countries will join the European Union
"only if they implement comprehensive reforms". Six Balkan countries
are expected to "strengthen the rule of law, fight corruption and organized
crime and guarantee media freedom". In addition, "bilateral conflicts in
the region must end as soon as possible." These are just some of the
repeatedly emphasized demands of Brussels towards the countries of the
Western Balkans, and their final list has no end in sight.

In the process of joining, the issue of differentiated integration in general
is mentioned more and more often, even the one that would start in the
phase of joining, i.e. accession (https://ec.europa.Eu/commission/sites
/beta-political files/white paper on the futur of europe en.pdf). Such an
integration model would limit in advance a number of policy areas and
the countries involved in them (Leruth and Lord, 2015). It is not good for
the methodology for joining the European Union to change when the
country is already deep in negotiations, said the member of the European
Parliament, Tanja Fajon. According to Fajon (2022), “if the methodology
were to change, it would not be good, because the European Union has
lost a lot of credibility because of it. The European Union will remain
fully focused on the integration of the Western Balkans, following the
goals of the Enlargement Strategy, and will focus on further strengthening
the Union and intensifying its enlargement policy.
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Insight into the diversity, advantages and disadvantages of the model of
relations with the European Union (More in Sieglinde Gstohl, “Models of
external differentiation in the EU neighborhood: An expanding economic
community?”’, Journal of European Public Policy, Vol. 22, No. 6, 2015 ,
pp- 854-870.), it is possible to open opportunities to accept the fact that it
is possible to build successful and mutually beneficial relations with the
Union without membership as it was conceived so far, i.e. through mem-
bership in some other form.

The new geopolitical situation caused by the war in Ukraine may bring
perspective, but not the accelerated path of the Eastern Partnership coun-
tries to the European Union. And the countries of the Western Balkans
should not expect shortcuts "because of the situation". A new political
debate within the European Union on enlargement is taking place in the
light of the war in Ukraine and warnings about the possible "overflow" of
Russia's undermining influence on Ukraine's neighbors and the Western
Balkans. "The war will increase the pressure to improve the process of
joining the Balkans and to make those ideas relevant for Ukraine,
Moldova and Georgia, as well as for the six countries of the Western
Balkans." In Brussels, they also say that they are aware that the member
states, advocates of joining the Western Balkans, will certainly "take
advantage of the new situation" and demand faster accession of the
Western Balkan six. "This may bring new impetus to the accession of the
Western Balkans, but member states that insist on meeting the criteria for
joining the EU will continue to do so, regardless of the new geopolitical
reality," Brussels concluded.

The Prime Ministers of Slovenia, Janez Jansa, and Poland, Mateusz
Morawiecki, called on EU leaders to draw up a plan according to which
Ukraine, Georgia and Moldova, as well as the countries of the Western
Balkans, would join the European Union by 2030. The European
Commission, which has an executive role in the enlargement process,
says that nothing has changed in the Union's approach so far, but also
notes that the political will of member states can change the path to EU
membership - to speed it up and slow it down. Also, the messages that
can be heard from Brussels are that there will be no enlargement of the
European Union for at least the next five years, because no country in the
Western Balkans is ready for membership.

In conclusion, the European Union, and especially the member states, do
not have harmonized positions regarding enlargement. Individually, some
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of the institutions of the European Union and some of the officials, often
emphasize the perspective and commitment to admission, but persistently
insist on the list of revised and added conditions. The countries of the
Western Balkans are committed to accession, but are deeply buried in the
process itself, which is gaining new demands day by day. All their achi-
evements are not seen by giving recognition in the form of shortening the
European path, but it is even prolonging. Brussels is persistently asked
that the candidate countries consistently follow the European Union in
every situation, regardless of their individual state interest (e.g. the
request for Serbia to impose sanctions on Russia). For now, apart from
declarative support, there are no visible indications about the end of the
process that will lead to membership, conditions are multiplying, de-
mands are becoming stricter, behavior under scrutiny has been subjected
to very often unfounded criticism. Survival on the path to accession is the
ultimate goal for the countries of the Western Balkans, but for now, its
end is not in sight. Take it or leave it, the decision is up to them.

References

1. European Council: “Conclusions of the Presidency”, European Coun-
cil, Copenhagen, 21-22 June 1993, https://www.consilium.europa.
eu/media/ 21225/72921.pdf, 12/03/2019, p. 13.

2. European Commission, “White Paper on the Future of Europe:
Reflections and Scenarios for the EU27 by 2025”,COM(2017)2025,
1 March 2017, https: //ec.europa.eu/commission /sites /beta-political/
files/white paper on the futur of europe en.pdf).

3. Eriksen O.E. Fossum, J.E., (2015): “Introduction: Asymmetry and the
Problemof Dominance”, in: ErikO. Eriksen and John Erik Fo-
ssum(eds), The European Union’s NonMembers: Independence Un-
der Hegemony, Routledge, London and New York, p. 3.

4. Parliament, (6 February 2018): (“Communication from the Commi-
ssion to the European Parliament, the Council, the European
Economic and Social Committee and the Committee ofthe Regions:
A credible enlargement perspective for and enhanced EU engage-
ment with the Western Balkans”, European Commission, COM
(2018) 65 final, Strasbourg, , p. 2).

5. Euractiv, "EU compromise solution - Serbia opens two chapters",
http://www. euractiv. rs/srbija - 1 -eu/13328- EU compromise solu-
tion - Serbia opens two chapters, 11/12/2018.

112



Dragomir Keserovié, Maja Glamocanin - ENTRY OF THE WESTERN...

6. Dostani¢, S., Keserovi¢, D. (2018) Comparative view of the security

sistem of bordeers between Bosnia and Herzegovina and the republic
of Serbia. In: International Monograph of Scientific-research Inter-
disciplinary Project: Forca, B., “Comparative security systems of
neighbouring countries: similarities, differences and cooperative”,
325-358. No. ®IT AX/BE3/0917-0318/2017-2018, ISBN 978-86-
81088-01-2

7. Keserovi¢, D.(2012): ,,Sistem bezbjednosti EU*, textbook, FBZBL,

NUBL, Banja Luka

8. Ladevac, 1., Jovic-Lazic, A. (2014): "Protection of human rights - a

prerequisite for EU membership" in: Challenges and perspectives of
EU membership, Institute for International. Politics and Economics,
Belgrade, p.255-269.

9. Leruth, B.and Lord, C. (2015): Differentiated integration in the Euro-

pean Union: a concept, a process, a system or a theory, Journal of
European Public Policy, Vol.22, No.6 pp.754-763.

10. Radi¢ Milosavljevié, 1. (2017): "Problems of relations between the

11.

12.

13.

14.

15.

European Union and candidate countries and flexible accession as a
possible way to revive enlargement policy", Faculty of Political
Science, University of Belgrade, Belgrade.

Radi¢ Milosavljevi¢, 1. (2017): "Conflict of Stability and Democracy
in the Process of European Integration of the Republic of Serbia", in:
Marko Simendi¢, editor (s). Democratic resistance to the norma-
lization of authoritarianism in Europe, Association for Political
Science of Serbia and the Faculty of Political Science, University of
Belgrade, Belgrade, p. 257-271.

Radi¢ Milosavljevi¢, 1. (2016): "The Impact of the Crisis on the
Politicization of the Enlargement of the European Union", in:
Samardzic, S. and Radic Milosavljevic, 1., (eds), European Union:
New and Old Dimensions of the Crisis, Faculty of Political Science,
University of Belgrade, Belgrade, p. 93—102.

Samardzi¢, S. (2018). The great crisis of the European Union has
changed the function and content of the enlargement policy. In:
Balovi¢, S. (comp.), Scientific Conference: "Western Balkans as the"
rest "of a united Europe: everyone's and no one's country?",
Belgrade, December 6, 2018 (editor Srdan T.

Sieglinde Gstohl, (2015):“Models of external differentiation in the
EU’s neighbourhood: An expanding economic community”, Journal
of European PublicPolicy, Vol.22, No.6, pp.854-870.
Schimmelfennig, F., Leuffen, D. & Rittberger, B., (2015): “The
European Union as a System of Differentiated Integration:

113




SECURITY CHALLENGES OF MODERN SOCIETY - Dilemmas and implications

Interdepen-dence, Politicization and Differentiation”, Journal of

European Public Policy, Vol. 22, No. 6, p.2. end pp.764—782.

16. CIP - Cataloging in Publication - National Library of Serbia, Belgrade

17.

114

341.217.02 (4-672EU: 497-15) (048) 327 (497-15) (048), Scientific
Conference, (2018): Western Balkans as the "rest" of the united
Europe: everyone's and nobody's country? Belgrade, December 6,
2018 [editor Srdan T. Kora¢]. ISBN 978-86-7067-258-1 - Abstracts
COBISS.SR-ID 27095374

Veber, R., (2019): "Montenegro in the process of European
integration - what can we learn and apply from the experience of the
German economy?", Lecture, Mediterranean University.



Milovan R. Suboti¢, Ivan R. Dimitrijevi¢ - IDENTITIES AS ABUSED CATEGORY...

UDK: 327.56(497)(082)

IDENTITIES AS ABUSED CATEGORY IN BALKAN
CONFLICTS
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Key Words: Abstract: Various types of identity differences, such as religion,

identities, ethnicity, language, and a range of other cultural particularities, ha-
religion, ve often served as a support to conflicts in the context of insurmoun-
ethnicity, table differences. Conflicts in the former Yugoslavia (SFRY) are just
the Balkans, one of the most obvious examples of how similarities are neglected or
conflicts put in the background in conflict circumstances, with differences

emphasized and presented as insurmountable. The politics of intole-
rance and intangible ethnic and religious identities also contributed
to the outbreak of civil war in the 1990s and to maintaining of mis-
conception about its inevitability. With recognition of the fact that
key identity differences in the former SFRY countries are those
related to religious and ethnonationalist narratives, the paper pri-
marily deals with their determination, characteristics and degree of
success of the extremization of Balkan societies. Insights gained thro-
ugh comparison of their inflences from the 1990s are included within
the cognitive system of their influence at this moment. Based on the
formed beliefs and behavior stereotypes of different actors who use
identity specifics as a ,,provider* for achieving political goals, the
paper draws the following conclusions. Manipulation of identity
specificities in the Balkans is continued three decades after the begi-
nning of the conflict in the former SFRY countries. Areas most
intensively affected by this type of manipulation are exactly those that
repre-sent the most security-intensive regions, such as Bosnia and
Herzegovina and the area of Kosovo and Metohija. Based on what
we know about variability and development, and about different
degree of success of the abuse of these identity characteristics, the
paper offers some of the models for overcoming the problem.

Introduction

he subjective content of our own experience is constantly chan-
ging, but a certain core of our personality which is hard to
describe, remains the same despite all the changes to which we are
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exposed externally or which we create ourselves. In psychology, this
sameness is called personal identity and it is extended to communication
with others to signify recognizing oneself in another person, and later in
the collectivity as well. Consciously or not, we simultaneously feel the
inner life of the other as our own. Philosophers also use the phrase “iden-
tity” for sameness, but only through the answer to the question: Am I the
same, that is, am [ “me — me” in various states? In philosophy, this notion
of identity always refers to a person, not to the ego or self. Even when the
term “personal” is used, it refers to a person's identity (Miri¢, 2001:52).

Generally, we define ourselves by referring to one aspect of our identity
that seems the most important to us, while neglecting or often not acknow-
ledging other aspects. Our identity thus “expresses the part of us that we
like the most and that we rely on in order to build ourselves” (De Benoist,
2011). Which part of us is the one that best defines us in our own eyes is
the question we seek answers to when we ask ourselves about our identity.

The sociological approach recognizes the collective identity as a feeling of
belonging to a certain social group. In other words, the identity seen this way
is a sociological category that serves to study the emergence, development,
and dynamics of social groups and movements. In one way, it is a constant
process of constructing symbolic peculiarities by which the social group is
characterized and legitimized. On the other hand, collective identity is a
“scientific category” that serves to better understand the totality of social
groups and movements, the various connecting factors that hold them
together, and the sense of interactivity and solidarity that flow from them.

Since the identity of a group insists on gathering “the same” on the basis
of uniqueness and differences, it easily becomes the prey of those who
will assume that uniqueness to someone else's uniqueness and confront it.
This is especially clear in the transfer of identity: from the identity of the
individual to the identity of the collectivity. The differences that collecti-
vities insist on - racial, religious, national, ethnic and similar, provide
significant opportunities for articulating and expressing conflict towards
others and different. The basis of the conflict between identities and a
person's (non)acceptance of identity classification is best described by
professor Jeroti¢: “The amount of free aggression resulting from lifelong
conflicts between the need for dependence and acceptance, whether
belonging to parents or their substitutes - group, tribe, idea, leader, or God
- and the need to be independent, free and on its own - will remain a
permanent human problem” (Jeroti¢, 2007:27). Bugarski also introduces
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conflict unequivocally into the field of identity when he says that identity
is “what all of us humans feel we own, what fulfills us, what determines
us, what governs our lives, that we are often inclined to stand up for it,
sometimes to fight for it, and even to wage wars”, and then adds: “how
little we know about what identity really is, how it works, what its struc-
tural elements are and how much it belongs to ourselves, how much we
are able to grasp it and manage it” (Bugarski, 2010:11).

In traditional societies, no one asks about their identity because it is taken
for granted and considered obvious. But when the identity of an individual
or a community is threatened, then the question of identity arises. This is
exactly the case of the contemporary ambience of Balkan societies, and
therefore the issue of identity is a hot political and ideological issue. Our
own identity combines parts that are inherited and those that we choose
ourselves. That is why we have national/ethnic and religious/confessional
identity (which will be the focus of this paper), racial identity, linguistic
identity, political identity, cultural identity, gender identity, professional
identity, etc.’ There are multiple traps we, as individuals and as collectives,
fall into when trying to understand the role of different identities in the
architecture of modern human relations and collectivities. Some of those
are: neglect or overemphasis on identity, a simplified approach to the probl-
em, as well as common (especially in the regional - Balkan context) and
extreme communitarian model* of identity understanding.

National and Ethnic Identity

For a long time, the issue of national identity did not play an important
role in political systems of Western Europe. However, because of incre-
ased immigration and other demographic factors, the ethnic and religious
heterogeneity of Western European societies has increased, while the
issue of national identity has come to the forefront of political debates.
That caused the conflict over the criteria of belonging to a nation.

3 Identity can also be viewed through the prism of collective respect, where the key
question is “whether collective perceptions of oneself are positive or not (Self/Other)*
(Lipovac & Dimitrijevi¢, 2015:91).

4 The communitarian model of understanding identity emphasizes the advantage of
community identity over the individual and thus opens the door to irreconcilability
between “identity-antipodal” collectivities.
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The rough division of theoretical understandings of national identity can
be summarized in the following two opposing meanings: primordialism
which is based on the principle that national identity is permanent, solid
and basic human category given by birth and colored by irrational fee-
lings, and instrumentalism, according to which national identity is chan-
geable, fluid, and brings benefits (MiloSevi¢-Pordevi¢, 2007). By the
way, some modernists see primordialism as a “Trojan horse of nationa-
lism in the academic sphere, whose relationship with nationalism is ref-
lected primarily in claims about the ancient origin and longevity of natio-
nal identity” (Katunari¢, 2007:24). The understanding of national identity
is predominantly primordialistic in societies that are late in national con-
solidation. Within these societies, “the understanding of national identity
by which state symbols and civic interest would take precedence over
origin and feeling was not redefined” (Milosevi¢-Pordevi¢, 2007:396).

In order to acquire a national identity, an individual must identify with a
nation, and that identification of people with those of the same nationality
affects both the shaping and maintaining their sense of national belon-ging.
Still, the consciousness of the people about themselves, together with the
built national identity, is still not nationalism. Only when “national cons-
ciousness grows into national ideology, then we are dealing with nationa-
lism” (Susnji¢, 2009:150). According to Susnjié¢ (2009), the transition from
a man to an ideologist is almost imperceptible. “It glorifies its people and
their glorious past, which leads to contempt for all other peoples and their
history, and there is no future ideology that could eradicate or deeply supp-
ress the ancient tribal instincts that express through nationalism” (p. 152),
Susnji¢ says, and continues: “major conflicts erupt over small differences,
preceded by organized hours of hatred” (p. 152).°

French philosopher and cultural critic Julien Benda (Benda, 1996), rela-ting
to nations as a particularly sensitive and offensive organisms, points out
that “nations have become sensitive as if they were persons - mothers,
fathers” (p. 25). In that manner, it is obvious that only in symbiosis with

> The term “permanent hatred” could be considered a novelty in conflict analysis,
explained by the fact that hatred is extremely intensely and consciously nurtured in the
public opinion of the conflicting parties. Susnji¢ (2009) gives an example of Rome
which “conquered the Greek miracle militarily, but not spiritually - a deep respect for
Greek culture remained” (p. 152).
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national(istic) ideology does nationalism gain meaning and becomes a
viable category.

Nationalism and related terms in a symbolic and witty way were descri-
bed by Savater (Fernando Fernandez-Savater Martin) in “Three Short
Reflections on Nationalism and Terrorism” (Savater, 2002:203). Ana-
lyzing “isms” he says that they indicate “not at all obvious emphasis on
something that is really obvious, just as words that end in ‘itis’ indicate
inflammation, and not the fact that someone has an organ”. In the same
manner, a person can belong to a certain nation without being a nationa-
list, just as “he can have bronchi without suffering from bronchitis”
(Asurmendi, 2002:207).

In the same way in which the national ideology crucially forms nationa-
lism, the beforementioned ethnonationalist ideology which can be viewed
as “narrow identity”, limits the coordinate system of ethnonationalists.
We observe ethno-nationalist ideology through its main characteristics, of
which the following are the most exposed: simplification (of otherwise
complex social reality), dichotomization (“those who are not with us are
against us”), rigidity (interpreted by ethnonationalists as consistency,
principles), demarcations (to know how far ours goes, and where “theirs”
starts), uniformity (uniformity enhances cohesion), degradation of the
rational (emotions before reason), populism (populism thrives best in a
society that is cohesive and uniform), anti-individualism (negation of the
individual right to diversity), moralism (morally is only what supports
group-national goals), traditionalism (closedness and turning to the past),
longing for immortality (good deeds for ethnos as a path to eternal life -
open flirtation with religion), biologism (so-called purity of ethnic groups
and nations, increase of the birth rate as a duty), extremism - radical de-
mands accompanied by “all and now” - an essential characteristic and in a
way, the content of many of the previously mentioned characteristics®
(Kecmanovi¢, 2014:118-133).

Also, through analysis of the characteristics that represent the “doctrine
documents” of the ideologues of ethno-nationalism, many of them show
closeness to religious identity characteristics. Indeed, if we moved ethno-

6 Characteristics (Kecmanovi¢) — descriptions of the abovementioned characteristics
(authors).
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nationalism to the ground of the youngest monotheism for easier under-
standing of the phenomenon, we could compare it with fundamentalist
branch of Sunni Islam - Wahhabism, because in their “guilds”, both iden-
tities inherit the so-called original or integral variety. Baring in mind that
ethno-nationalism forms the backbone of all secessionist movements, “ethno-
nationalist ideology is necessary to convince members of its target group that
their home country is not legitimate” (Pavkovi¢ & Radan, 2008:266).

In general, persistence on the national identity (of ethnic character) of the
Balkan peoples has led to a broader cohesive identification of the hitherto
key unifying factor — religion. Processes of ethno-national homogeniza-
tion that accompanied them were mostly motivated by the need to “create
simple and unambiguous identities in the population” (Suboti¢ &
Mitrovi¢, 2018:25), and to “erase the elements of the mixture, ‘pollution’
and any uncertainty that would threaten the newly created nation-states”
(Dejzings, 2005:54).

Religious and Confessional Identity

Religion is not only important for establishing an identity that would be
viewed exclusively as religious. It also has a capillary effect on other
individual and collective identities that arise and exist within a certain
social ambience. Because of that there is a similarity and a significant
connection between religious and national identity, especially because
they have a common content - patriarchy. Religion has an important role
in preserving patriarchy, and “deified patriarchal ideology” (Subotic,
2017:202) is one of key transmitters towards a regressive understanding
of religious and national identities. Identities based on the values of
religion and nation therefore often overlap and mutually strengthen, and
have a potential to, individually or mutually, mobilize, sustain and streng-
then national/religious communities.

Interactive relationship between nation and religion, i.e. researching the
degree of influence of religion on the establishment of national identity in
modern societies is a complex issue, which is especially clear in areas
permeated by unfinished relations between different ethnic and religious/
confessional characteristics. That is the case with Serbia, and with the
entire Balkans region. Perhaps that is why the religious affiliation of the
peoples in the Balkans, more than anywhere else in Europe, is the most
dominant part of their identity. Since different religions and denomina-
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tions exist in the region, the history of Balkans countries shows that
religion was essentially the main factor in differentiation of many national
communities, and also the most important factor in the establishment of
nations/ethnicities on Balkan soil. Although this can be debated, “many
analysts point out that religions, and their pervasive civilizations, have
stronger potential for conflict than those of nation-states in the recent
past” (Suboti¢, 2019:480).

The issue of religious/confessional identity, i.e. the increase in religiosity
in the last thirty years on the example of Serbia, but also other countries
of the former Yugoslavia, is best seen through the citizens’ answers on
censuses that included the issue of religion. The question related to religi-
ous affiliation was included in only four censuses after World War II, in
1953, 1991, 2002 and 2011. The religiosity of the population in these
censuses was examined only through confessional identification, while
the assessment of one's own religiosity, frequency and intensity of religi-
ous practice (which is considered a significant indicator of religiosity)
was not analyzed (Raduski, 2018).

According to the 1953 census, almost three quarters of the total
population of Serbia professes the Orthodox faith (71.7%), followed by
Catholicism (9.8%), Islam (2.5%) and Protestantism (1.8%), while other
religions were represented individually with less than 1%. A large number
of citizens declared themselves as atheists (13.4%), but the objectivity of
these data can be taken conditionally. At that time the atheistic ideology
was one of the fundamental values of the state system and because “even
the most innocent piety towards religious customs was condemned, it can
be rightly assumed that people were hesitant and afraid to express their
religious feelings publicly” (Proki¢, 1990:39).

Using the recommendation of the UN Conference of European Statis-
ticians, according to which religious affiliation belongs to the group of
additional and not basic identity characteristics, the communist authorities
avoided delegating religious expression in censuses until 1991, right befo-
re the collapse of the Yugoslav state. The results of that census are signi-
ficantly different from the one conducted almost four decades earlier.
According to data related to Serbia, the Orthodox faith in 1991 was profe-
ssed by 81.8%, Catholic by 6.4%, Islam by 2.9% and Protestant by 1.1%
of the population, while the share of other religions was significantly
lower. The biggest change occurred among atheists, whose share fell by
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more than six times - from 13.4% to 2.1% (Raduski, 2018). The culmi-
nation of global social events in the early 1990s (the collapse of one poli-
tical system and the emergence of another, the disintegration of the state
and heavy economic and social crisis), caused significant changes in the
religious consciousness of Serbian citizens. The trend of growing religi-
osity continued through the following decade. The 2002 census shows
that 91.7% of the population belongs to the Christian and 3.2% to the
Islamic faith, with the Christians being mostly Orthodox (85.0%), follo-
wed by Catholics (5.5%) and Protestants (1.1%). The least atheists (about
40,000 or 0.5%) were recorded, primarily due to political events in the co-
untry, and significantly less due to real religious beliefs (Raduski, 2018).

The results of the 2011 census showed the already established high
religiosity of the population of Serbia, with first citizens who declared
themselves as agnostics (0.1%), and a significant number of undeclared
(3.1%) were registered, which clearly reflects the social and political
climate in the country (Raduski, 2016:268).

According to these results, the increase of religiosity and its stopping at
high percentages from the last decade are a fact that we must count on.
However, as the data on the number of atheists from 1953 can be taken
conditionally due to the synecouristic calculation of the respondents at the
time, the same can be said about the “explosion of religiosity” from the last
three censuses precisely because being religious became part of main-
stream culture. That is why it is perhaps most correct to conclude that from
“declarative non-believers” we came to “declarative believers”. Also, in the
context of religious identities as antagonizing categories, it is important to
point out that it is not the religion that essentially antagonizes, but homoge-
nization in the name of religion. As the French academic Amin Maalouf
(Maluf, 2016) noted in his book "Deadly Identities" (Les Identités Meur-
trieres), “I am not dreaming about the world where religion would no lon-
ger have its place, but about the world in which the need for spirituality
would be separated from the need for belonging” (p. 103).

Therefore, in this context we can talk about the Balkan form of ethnic
privatization of religion, which resulted from its politicization. It is
difficult to draw a clear line between the abuse and use of religion for
purposes far beyond itself. However, given its already known and empha-
sized conflict potential, it is not difficult to push it into this dishonorable
and violent context of interest conflicts. As Despotovi¢ points out, religi-
ous organizations united with local levels of government often had two
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forms of expressing conflict potential. “One is the more obvious — mani-
fest form and the other less visible - latent form. The first is reflected
primarily in the visible connection of religiosity itself as a manifestation
of the connection of cognitive and emotional relationship to the Supreme
Being - God, while the second was expressed as a less visible connection
that provides a kind of exclusive guarantee for defending national and
cultural identity” (Despotovi¢, 2017:124).

National/Ethnic and Religious/Confessional Identities
in the 1990s Wars

In the broader understanding of the Balkan conflicts of the 1990s, there
are narratives according to which these conflicts are seen as religious
wars between the two denominations of Christianity and the Sunni branch
of the Hanafi madhhab under the youngest monotheism. However, if we
were guided by the premise that religious wars are exclusively those that
are fought over religious disputes and issues, then it could be rightly
concluded that the mentioned conflicts were not religious (or at least not
in a narrow, primary sense), because they were not guided by irreconci-
lable religious differences and the problems generated by that. That is the
reason they differ from some religious wars in the past. For instance,
religious wars in Europe during the 17th century would not have been
possible without the Protestant Reformation which was de facto a religi-
ous reform and transformation. Moreover, if we accept that “the impor-
tance of the religious dimension of a conflict increases in proportion to
the extent to which religious structures coincide with power structures in
a state” (Stobe, 1999:36), then it is clear that antagonisms in which the
former SFRY broke down are not the supporting example for that claim.

Until the end of the 1980s, the region was characterized by clear secul-
arization of the communist type, so the increase in religiosity at the end of
the same decade mostly coincided with the transition from a quasi-religi-
ous system (communism) to a system of nationalist ideology. Therefore,
“both communism and nationalism are often seen as religion, because
they represent certain symbolic systems to which any functional or sym-
bolic definition of religion could be applied” (Vukomanovi¢, 2004:129).

It seems that the main dilemma in determining the level of religious
participation in recent conflicts is the question of how we view modern
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religion, and whether we can separate faith/belief and religious and define
this presence more clearly. In other words, how exactly to distinguish re-
ligious from other forms of belief, because, by its nature, faith can be reli-
gious, but also non-religious. If beliefs, rites and rituals are the main ele-
ments of any religion, then it could rightly be argued that quasi-religious
systems, such as communism and nationalism, contain these elements as
essential and often central parts of their ideologies. As far as rituals are
concerned, we can already see the parallels between religious and politi-
cal rituals at the level of semantics, that is, recognizable ritual patterns:
“the rite of glorification of a religious, i.e. military and political leader in
his earthly, but also posthumous existence” (Vukomanovi¢, 2004:129).
This is certainly one of the answers to the question of how the military
leadership of the former SFRY ‘converted’ from the communist to the
nationalist quasi-religious matrix in such a simple way.

However, despite the many similarities between religious and quasi-reli-
gious systems, it is difficult to characterize the conflicts in the SFRY
unreservedly as religious or interreligious. Resolving this dilemma leads us
to the background of contemporary conflicts that have taken place and are
taking place around the world and the fact that most conflicts in the world,
in which religion is a factor, are not about religious issues. It is primarily a
matter of broader identity conflicts, in which religion can indeed serve as a
suitable differentia specifica which sometimes makes it easier to articulate
much more complex reasons for conflict, even an armed one.

Enzo Pace (Pace, 2009) also stands on this line of interpretation of the
problem when he says that “in the lap of all the world's great religions the
individuals and movements are created, that use a ‘religious compass’ to
draw cognitive maps to move the ‘mental mechanism of war’, and that is
the war that creates the Enemy to be fought and, let’s be honest, to be
destroyed” (p. 56). That is why, Pace continues, “political leaders, whene-
ver they lack convincing motives for waging war, reach for the sacred
values inherited by all members of given nation” (p. 55). In such an envi-
ronment of religion, using their apparatus of rituals and symbols, they
create a kind of theatrical play, in which, as Pace further points out, “the
drama of identity is shown, the drama of one's own people endangered
from the Enemy” (Pace, 2009:56).

In this way, religions engage in war events in the role of an effective social

means of communication which, in the depths of human feelings, convin-
cingly claims that resorting to violence is justified, sometimes even fateful,
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and inevitable. In these efforts aimed at defending the endangered identity,
conflicts with the enemy are presented as the struggle of Good against
(united) forces of Evil, thus gaining eschatological features. This model
was, without exception, replicated in Balkan wars of the 1990s. The quasi-
secularized society in which the atheist ideology of the communist type left
its recognizable mark on the political, national, cultural and religious sphe-
res, in the late eighties and early nineties, had to face mass ethnic mobili-
zation through forced identification of both religious and national.

Also, this was a confrontation with one's own religious “semi-literacy” in
almost all religions and denominations in the region, in which the propen-
sity for religious philetism and populism found its significant place. Due
to these complicated connections, and after the long-lasting politicization
of the religious (first in the communist and then in the nationalist ver-
sion), there was a subsequent imposition of religion to the conflict. Howe-
ver, war in former Yugoslavia 1991-1995 was more the result of political
and interethnic conflict. Religion appears in this war as an important ele-
ment of ethnicity, so both because of oversight and ignorance, in given
context it was perceived as an inter-religious conflict.

That the religious element, although woven into all the conflicts of the
1990s, was not so important (especially not crucial) is evident in the fact
that this aspect is not emphasized in either the Dayton Accords (1995) or
in the Stability Pact for Southeastern Europe documents. As Vukoma-
novi¢ (2004) notices, “in the Dayton Accords religion is mentioned (in a
very general sense) only in the Constitution and the Annex on Human
Rights, while in the Stability Pact religions and churches are not menti-
oned at all” (p. 132).

Where the phyletic potential of religion in the Balkans is clearly seen is the
understanding of war as a territorial issue. This was especially clear in
those cases where the territorial organization is inherent to the church
organization itself, as it was the case with the Serbian Orthodox Church.
Namely, in the war conditions holiness was more and more connected to
the territory, and much less to the spirituality and relations between people,
even when they were the same ethnicity and inhabited the same area.

The politicization of religion has obviously contributed to the religious

factor being present in many conflicts in the Balkans since the end of the
20th and the beginning of the 21st century. Although often cited as the

125



- SECURITY CHALLENGES OF MODERN SOCIETY - Dilemmas and implications

main reason, religious conflicts were most often a combination of com-
plex and covert interests of religious organizations, abused by major geo-
political factors and instrumentalized by ambitious local political leaders.
Whether it is philetic tendencies in Christian denominations or political
Islam, as a combination of nation and the teachings of the youngest mo-
notheism, the embrace of religious and ethnonationalist is the best des-
cription of abused identities in the Balkan frictions of the 1990s.

Unfortunately, recurrences of conflict are still clear today, entering the fourth
decade since the start of the wars in the former Yugoslavia. News about the
new Balkan identity conflicts does not come from an independent source, but
is published by “conflicted parties”, limiting them-selves to the conflicts in
which they participate. There is no doubt that these conflicts are interconnec-
ted, that they flow into each other and that they are better understood when
viewed together. Then it can be noticed that the main cause of these conflicts
and the main source of hatred that accompanies them are not the famous
Balkan differences from the ethnic, cultural or religious corpus, but rather
“universal” understanding of national identity by Balkan elites and its use to
achieve the same goals. The “inwards” policy of the Balkan countries is
reduced to the so-called identity policy, which reduces culture to the level of
instrument of such a policy based on national identities. As noted by social
anthropologist Stef Jansen (2020), while researching the lives of people in
contemporary Bosnia and Herzegovina, “by emphasizing (ethno)national
‘culture’, citizens of Bosnia and Herzegovina are primarily, if not exclu-
sively, portrayed in an identity register that is obviously primarily relevant
criterion for understanding life” (p. 24).

The matrix model according to which every nation that aspires to have the
status of a nation must, above all, have an autonomous and homogeneous
culture, sacrifice itself for it, fight and suffer for it in the face of those
who threaten its uniform identity. The fact that this task is mostly unrea-
listic and unachievable does not worry many Balkan political and cultural
elites, because this continuous “struggle” is enough to satisfy their aspira-
tions and to provide them with power and privileges. Also, the fact that
insisting on irreconcilability between different identities which seems
receptive to “different informal groups operating from the position of
violent non-state actors” (Milenkovi¢ & Suboti¢ 2017:55), also does not
attract attention and appropriate reaction from the authorities.

When these identity “battles” are compared in different countries of the
former Yugoslavia, we basically see the same strategy. It does not focus
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on the identity successes and victories of its collective, but deals with
“hostile” attacks on “our” identity and its sufferings. As he brilliantly
noted (Colovi¢, 2020), “victimization in this case has an advantage over
heroization, and even if there are heroes in these battles, then they are the
ones who, patrolling the identity borders, tirelessly report on enemy
attacks and incursions.” Thirty years after the disintegration of the former
state and the beginning of conflicts and wars, the national identities of the
newly formed Balkan states exist mostly in the sphere of endangerment,
suffering and cultural-political mobilization.

Instead of Conclusion — A Problem without the Solution?

Religious/confessional identity is, besides the national, the most important
part and an indicator of collective identity. Theoretically, it is possible for
this identity to be independent and not directly related to ethnic or national
affiliation. However, this independence is much more complex and ambi-
guous in practice. Given that religious classification strongly corresponds
to ethnic/national classification, it is difficult to avoid a situation in which
the religiosity of the individual inevitably has a certain meaning in ethnic
and national discourse. With respect of the modern approach to the emer-
gence of the nation, it is clear that religious identity is much older than
national, and as such, in certain historical epochs, was the most important
and only possible collective identity. Although the world is changing, and
science and technology continue to push the boundaries, identities such as
national and religious continue to be the companions of modern people,
and there is really nothing controversial about that.

What is disputable are persistent conflicts at national, regional and even
global level, that are justified by the irreconcilability between different
collective identities. Religious and national identities are undoubtedly
among those most often associated with conflicts “in the name of diver-
sity.” Without any dilemma, the Balkans are recognized as a region where
bloody conflicts were fought in the name of “insurmountable” identity
differences, and the rhetoric of local officials and mass media is still full
of rhetoric that points to the dangers to “our identity” by “their identity”.

The desired results in the field of reconciliation between identity-marked

conflicts in the Balkans region are lacking, not only due to non-confron-
tation with the past, but also due to the “regional pragmatism” of political
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actors. It is based on persistence in conflict rhetoric, which, aided by appro-
priate manipulative media techniques, is an excellent marketing move in
election campaigns. The problem is complicated by the fact that “the
countries of the Western Balkans are in a kind of permanent pre-election
activities, which are recognized by the local political elites as an ideal
opportunity to establish power through populism” (Suboti¢ & Dimitrijevic,
2018:81). Populist mantras with the range of manipulative identity tools,
distance Balkans’ societies from building a tolerant framework capable of
“nurturing different religious and ethnic identities, but also the right of indi-
viduals or groups not to belong to any of them” (Suboti¢, 2015:309).

Finally, if there is no clear will (external and internal) to promote bridges
between many “overly antagonizing identities”, these spaces will continue
to be condemned solely to ethnoculturalism or clerical culture as a means
of manipulating the specific goals of individual groups. Further, this cau-
ses that different ethnic, religious and wider - political identities, in such
an environment do not manifest themselves as connecting values. By tole-
rating the narrative of confronted identities, and often inciting differences
between them, the local political establishments make the dissolute poten-
tial of Balkan societies, which is based on identity differences, persist into
the fourth decade since the beginning of the conflict. The nations, peop-
les, and ethnicities that inhabit the Balkans in their eternal and recursive
exchanges of intolerance “persistently refuse to go beyond the ideolo-
gized and politicized space of symbolization which is marked as exce-
ssive in creation and stingy in processing, in other words - in vain and
incompetent” (Blagoni, 2018:107).

Awareness of the need for communication between different identities at
all levels of society is imposed as a condition of regional stability. With-
out it, there is no strengthening of trust and cooperation, nor the resto-
ration of trust in democracy and the institutions of the system. By the
way, the regional context (which some easily perceive as something that
will not have consequences for the rest of the world) can easily become a
problem that will “knock on some other door”. After all, doesn't the latest
example of a new war on European soil, which was created by Russian
interventionism “in defense of the identity characteristics of Russians who
inhabit the east and south of this former Soviet republic”, tell us exactly
that? This is another example of a conflict promoted by “insurmountable
identity differences” or unwillingness to accept that “others” come out of
the identity matrix to which we belong.
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Abstract: Security problems nowadays are mainly refered to secu-
rity challenges related to certain social, political and crimino-
logical phenomena. Security has been disrupted globally by many
events such as migrant processes, political crises, pandemics of in-
fectious diseases, but disrupted security is constantly badly affected
by the large number of illegal weapons that are uncontrolled in
free circulation on black illegal markets.Weapons circulating in
illegal flows commit the largest number of crimes in the world,
commit terrorist acts and such weapons pose the greatest threat to
the security, both of individuals and global level. Arms control,
proper and up-to-date arms registration and monitoring of citizens'
weapons must be imperative for every national state in the world.
Each copy of the weapon must be registered with the competent
authority, as well as information on the owners of the weapon.
Thanks to these up-to-date databases, it is easier to find potential
perpetrators of crimes, although most committed criminal acts
worldwide are carried out with weapons from illegal sources.

Introduction

ccording to the provisions of the Law on Weapons and
Ammunition®, a weapon is defined as a hand-held device made
or adapted so that under the pressure of air, gunpowder or other
gases or other propellants it can eject grain, shot or other pro-
jectiles, or disperse gas or liquid and other devices intended for self-
defense, attack, hunting and sports. The legislator does not consider
weapons for the humane killing of animals, tools and imitations of wea-
pons that do not use ammunition. According to the provisions of the Law,
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firearms are weapons that, under the pressure of gunpowder gases, eject a
projectile from a barrel. Firearms include machine gun, submachine gun,
automatic rifle, submachine gun, pistol, revolver, shotgun rifle (single-shot,
repeating and semi-automatic), smoothbore rifle (single-shot, double-shot,
repeating and semi-automatic), and combined rifle uncoated barrels),
pistols, rifles and revolvers with edge firing (small arms).

The legislator determines the existence of weapons with a short barrel,
which does not exceed 30 cm, and the total length does not exceed 60 cm.
The long pipe exceeds 30 cm, and the total length exceeds 60 cm.
According to the legal definition, an automatic firearm is a weapon that is
automatically loaded after a bullet is fired, and one press of the trigger
fires at least two projectiles one after the other without reloading manu-
ally. A semi-automatic weapon is a weapon that automatically reloads
after each bullet fired, and only one projectile is fired by pressing the
trigger. A rehearsing firearm is a weapon in which, after firing a projectile
by hand, a bullet from the magazine must be inserted into the barrel by
rehearsing. Single-shot and double-barreled weapons have no ammunition
depots or frames.

Air weapons are characterized by the firing of projectiles by compression
under air pressure. Tendon weapons include crossbows, bows, slingshots,
underwater rifles and similar weapons. The firing of the projectile is due
to the pressure of the tendon or spring. Convertible weapons are weapons
that only look like firearms and which, according to their construction and
the material from which they are made, can be used with a modification
for firing live ammunition.

The legislator also includes electric shockers and stun guns, which he
defines as hand-held devices that temporarily disable with the help of
high voltage. Gas sprays also have the character of weapons that disperse
irritating chemical compounds in acceptable units according to inter-
national standards.

The legislator include boxers, daggers, sabers, daggers, bayonets and
other means whose purpose is to serve during an attack. Weapons of
personal security include pistols, revolvers, gas sprays and stun guns.
Sports weapons include firearms, air weapons, cold steel weapons, strin-
ged weapons and are used for shooting and martial arts. An incapacitated
weapon is a weapon that has been permanently modified so that a pro-
jectile cannot be fired from it.
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Illegal arms trade

The arms trade, which does not take place according to the mentioned
principles of legality, is considered illegal trade. Weapons are mostly
procured from illegal sources if some illegal action is to be performed on
them, because weapons from illegal sources do not have a registration
number, so it is difficult to trace them. When weapons are procured outsi-
de legal procedures, a criminal offense is committed under Article 348 of
the Criminal Code of Serbia “Official Gazette of the RS No. 85/2005,
88/2005, 107/2005, 72/2009, 111/2009, 121/2009, 121/2012, 104/2013,
108/2014, 94/2016 and 35/2019), for which a prison sentence of six
months to five years is threatened for the basic form of a criminal offense.
The act is created during the unauthorized production, modification, sale,
acquisition, exchange of firearms, convertible and disabled weapons, their
parts and explosive devices.

A more serious form of this criminal offense occurs during the manuf-
acture, processing, sale, purchase and exchange of weapons from the "A"
category of firearms. For this form of crime, imprisonment ranging from
one to eight years is threatened, alternatively with a fine. The more serious
form referred to in paragraph three of this Article of the Criminal Code
arises if the subject of the criminal offense is a larger quantity of weapons
and a prison sentence ranging from two to twelve years is envisaged for it.
The same punishment will be imposed on a person who carries a weapon
without authorization (Manolov, 2019). Weapons or parts of weapons will
be confiscated from the person with whom they are found without
authorization.

The illicit trade in weapons and explosives is widespread in the Balkans.
The reason for this fact should be sought in the frequent acts of war, which
were present in this region, as well as the high crime rate and the activities
of organized criminal groups. On the other hand, the love of the Balkan
people for weapons is a special cult, which is associated with the turbulent
past of the people in the area and the need for weapons. When we talk
about gray arms markets, we do not mean only firearms, but also parts of
firearms, explosives and these means that were illegally procured, made,
sold or held. Also, ammunition is traded in these markets, which is also
procured, held and sold without authorization (Spalevi¢, 2013, p. 147).
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In the consistent fight against organized crime and terrorism, there is a
need for effective and coordinated measures and activities to combat
illegal production, procurement, possession, trade and smuggling of small
arms and light weapons and ammunition, as well as all other abuses and
negative phenomena. It is a very complex process that requires continu-
ous cooperation of all ministries and other state administration bodies and
civil society in order to achieve maximum performance, as well as coope-
ration at the international level. In order to minimize the illegal trade in
weapons, it is necessary to identify, prevent, prosecute and punish illicit
possession, misuse and trafficking of weapons, as well as ammunition and
explosive devices (Mazinjanin, 2016, pp. 22-24).

Gathering accurate, up-to-date and comprehensive information on all
aspects of arms control is already a priority for all developed countries
fighting the illegal trade in firearms. The regional survey on small arms
and light weapons conducted in 2018 found that the practice of data
collection in institutions is inconsistent and standardized, and that it is
often not possible to obtain the required level of detail, especially when it
comes to classifying data by age gender and semi-firearm holders. In
many cases, coordination of institutions has not been established, which
prevents the development of a sectoral review and adequate evidence-
based policies. Achieving the sub-goals within this goal will enable the
development of fact-based policies that provide a valid basis for an effec-
tive and efficient response to the danger of small arms and light weapons,
ie firearms.

In addition, better data collection, sharing and analysis will allow relevant
assessment analyzes to be overflew into knowledge (Antonovi¢, Marcetic,
2022). It will also provide risk management in combating the illicit trade
and misuse of firearms, which will contribute to intelligence-based
policing. In order to create gender-responsive policies, special attention
will be paid to collecting data disaggregated by gender and age.

The exchange of operational and strategic criminal intelligence data will
contribute to the systematic prevention and mitigation of threats posed by
firearms at the national, regional and international levels. Systematic data
collection and analysis to identify potential threats, risks, new issues and
opportunities will lead to new preparation and integration of measures to
mitigate and use relevant data and information in the policy-making process.
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The arms trade is especially represented over the Internet. According to
the data of the Ministry of Internal Affairs of the Republic of Srpska,
during 2021, 5,696 pieces of illegal weapons were seized: 306 long
barrels, 293 short barrels, 728 mines and explosives and 11,114 pieces of
ammunition 179. Recently, the so-called street sales of weapons are
increasingly being replaced by internet sales, sales through advertise-
ments, where weapons of dubious origin are openly offered for relatively
small sums of money.

Observed from the aspect of the connection between the phenomenon of
illegal trade in firearms, parts of firearms, ammunition and explosive
devices with the crime of money laundering, their connection should be
sought in illegal property gain, which occurs only in trade in firearms,
ammunition and explosive devices. According to the available infor-
mation, the illegal income from this form of illicit trade is extremely high,
and the persons who organize it or participate in it in any way, collect a
large income. Given the nature of the income generated in this way, it has
the character of illegal property gain, because it was acquired through
incriminated actions. What poses a special risk in this form of the gray
economy is the blatant connection between the arms trade and money
laundering with terrorism and the financing of terrorist activities (Antono-
vié, 2021, pp. 116-119).

Proceedings with illegal weapons

In the Republic of Serbia, the Strategy for the Control of Small Arms and
Light Weapons in the Republic of Serbia for the period 2010-2015 was
adopted in 2010. year ("Official Gazette of RS" No. 36/2010). According
to the provisions of this Strategy, small arms and light weapons are
considered to be any hand-held deadly weapon that ejects, launches, is
designed to eject or launch, or can be modified to eject or launch missiles,
under the pressure of explosives, except old weapons. In a broader sense,
small arms are intended for personal use and include, but are not limited
to, pistols, revolvers, rifles, submachine guns, and light machine guns.
Light weapons are those, as a rule, used by teams of 2-3 people, and
include, among other things, heavy machine guns, hand-held rocket laun-
chers, anti-aircraft systems and mortars up to 100 mm caliber.
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The mentioned Strategy states the indisputable fact that illegal produc-
tion, possession, traffic and trade in weapons actually accelerate related
phenomena, such as organized crime, violent behavior and terrorism,
which all have the ultimate consequence of creating insecurity for citi-
zens, disrupting sustainable economic development, creating a breeding
ground for abuse, developing crime, illicit use of weapons and endan-
gering the lives and bodies of others.

Weapons are supplied from illegal sources to forces that provoke internal
conflicts and the collapse of states. They restrict access to natural reso-
urces to certain groups and control the most important black market - the
narcotics market. Conflicts arising on these grounds are on the thin line
between conflicts between armed groups without military discipline and
criminal activities (Kotarli¢ et al. 2015, p. 252). That is, they are more
reminiscent of the conflicts of informal bearers of power of underground
illegal channels of trafficking in illicit drugs, for personal dominance in
illicit black markets.

In the Republic of Serbia, there was a sudden accumulation of weapons
during the period of the disintegration of Yugoslavia and the war on the
territory of today's Croatia and Bosnia and Herzegovina. Given that there
has been a reduction in the amount of military equipment and weapons,
they have found their way into the citizenry, through legal and illegal
offers on the market.

According to the Strategy from 2010, and according to the performed
analyzes, in 2008 there were 1,172,468 weapons in the possession of
citizens in the Republic of Serbia. In the period from 2005 to 2009, 6,191
criminal offenses were committed with the use of firearms. In the same
period, 6,284 pieces of illegal weapons were confiscated from citizens,
and 50,541 pieces of state-owned weapons were destroyed.

When it comes to combating the illegal trade in weapons, it is necessary to
refer to international acts, which have served as a legal substratum for our
country. The European Union has adopted a number of instruments and stra-
tegies, such as the Joint EU Contribution to Combating the Illicit Collection
and Trafficking of Small Arms and Light Weapons and Ammunition,
adopted in 1998; 2004 EU Common Position on Arms Mediation; The 2005
EU Strategy to Combat the Illicit Collection and Illicit Trade in Small Arms
and Light Weapons and Ammunition and the European Commission's 2005
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Plan to Support the Control of the Collec-tion and Trafficking of Small Arms
and Light Weapons and Ammunition in the Western Balkans.

The implementation of the EU Code has proven to be an advanced and
effective regime for the control of the collection and trade of small arms
and light weapons. The European Union proclaimed the EU Code and
demanded from the members, but also from the countries that join the
European Union, to apply it in practice. This is especially important for
the countries of Eastern and Southeastern Europe, where there were conf-
licts in the previous period, and they have significant quantities of small
arms and light weapons, so control of arms collection and trafficking is
very important from a security point of view (Kotarli¢ et al. 2015, p. 252).

The basic postulates in the legislation of the Republic of Serbia in the field
of dealing with and trade in illegal weapons are promoted by the 2010
Strategy. They are defined as goals of a specific nature. There are a total of
eight: 1) Creating conditions for effective implementation of national
legislation related to production, trade, marking and stamping, control of
exports and imports, fulfillment of conditions for possession and registra-
tion procedures of weapons; 2) Informing the public about the negative
consequences of abuse and educating citizens and legal entities on the risks
of weapons, as well as the legal regulations on the possession and domestic
and foreign trade of weapons; 3) Creating conditions for safe storage of
small arms and light weapons; 4) Planning and implementation of long-
term and regular actions of control of small arms and light weapons for the
purpose of their collection (legalization and handover) or deprivation and
destruction; 5) Identification of surplus stocks of small arms and light
weapons in the possession of the state and creation of material and financial
conditions for its safe disposal; 6) Strengthening cooperation at the national
and international level, in accordance with existing international docu-
ments; 7) Engaging civil society in support of the Strategy for the Control
of Small Arms and Light Weapons; and 8) Ensuring compliance with and
application of accepted or confirmed international documents related to
small arms and light weapons and harmonization of domestic regulations
with international and UN, OSCE and EU documents.

In 2020, the European Union adopted the EU Action Plan for Combating
Illicit Trafficking in Firearms for the period 2020-2025. The adoption of
this act was preceded by an extensive action by Europol and the French
and Dutch police in the summer of 2020, which cut off the work of a
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Dutch criminal group that traded in illegal weapons. Also, the riots that
took place in the summer of 2020 in France, pointed out to the police a
large number of weapons of non-origin that were in the hands of the pro-
testers. At the same time, in a police operation in Spain, a large network
of firearms dealers was disbanded, and on that occasion, 730 weapons
were seized throughout Spain and 21 people were arrested. These are all
examples of the real danger posed by illegal firearms. Extreme activists
are increasingly in the spotlight due to the accumulation of weapons. This
shows how firearms can increase the risk of serious and organized crime,
including terrorism. It is estimated that in the EU in 2017, 35 million
illegal firearms (56% of the estimated total number of firearms) were
owned by civilians. According to these estimates, the number of illegal
firearms exceeds the amount of legally owned firearms in twelve EU
member states.

The EU Action Plan is based on Europol's 2017 Threat Assessment of
Serious Organized Crime, which cites the availability of firearms in many
EU member states as one of the serious security risks. "Changes in the
way, routes and geographical areas affected by some criminal activities
may indicate some longer-term events and changes that affect crime." The
illicit trafficking, distribution and use of firearms "remains a major thre-
at". In particular, "the sale of disabled, re-trained and refurbished firearms
has increased," according to Europol estimates. Also, the already mentio-
ned problem of selling weapons over the Internet is pointed out, as well as
individualization in that criminal activity, in the sense that the arms trade
is no longer a specialty of organized criminal groups, but also individuals.

According to Europol data, in the period 2009-2018, 23 incidents were
identified in which there was a mass shooting in a public space in Europe,
where 341 people were killed. During 2015, Europol recorded 57 terrorist
incidents involving the use of firearms. During 2017, firearms were used
in 41% of all terrorist attacks, which was a slight increase compared to
2016 (38%). Recent Eurojust cases confirm that illegal firearms have
been used on several occasions in terrorist attacks and that networks of
traffickers have interacted with individual terrorists or terrorist
organizations. Coordination of cross-border investigations by Eurojust in
several cases led to the seizure of illegal firearms.

The Western Balkans have been identified as the area with the largest

number of illegal weapons in the EU, and it is therefore necessary to raise
the flow of information and intelligence between the EU and the Western
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Balkans to a higher level. Weapons originating from the Western Balkans
are most often used in terrorist acts committed in Europe. Mostly small
arms and assault rifles arrive on the European market through the Western
Balkans, and their prices are drastically lower than the price of weapons
coming from other illegal sources.

In order to combat the phenomenon of illegal arms trade, it is necessary to
raise the level of communication between EU member states. The diffe-
rent national concepts of the countries dealing with the illegal arms trade
must not be an obstacle to dealing with this problem, but on the contrary,
we should work on their synchronization and harmonization and mutual
convergent. On July 24, 2019, the European Commission sent twenty
reasoned opinions to the member states that did not provide reports on the
full transposition of the Directive on the control of the acquisition of
weapons into national legislation. In addition, in December 2017, the
Commission published an evaluation of the implementation of Regulation
(EU) no. 258/2012 on the import, export and transit of firearms for civili-
an use, which identified gaps due to uneven application. In April 2018, a
recommendation was adopted calling for the strengthening of EU rules in
order to increase the traceability and security of procedures for contro-
lling the export and import of firearms and cooperation between the
authorities in the fight against illicit trafficking in firearms.

Unfortunately, despite all efforts at the international and national levels,
the intelligence image remains uneven due to the lack of comprehensive
and comparable data on firearms seizures from across the continent (Mla-
denovi¢ et al. 2022). The exchange of information for intelligence and
profiling purposes is hampered by restrictions imposed by national law on
the exchange of information outside of specific investigations. The prob-
lem is also fueled by the lack of communication and coordination bet-
ween different institutions, within countries and internationally.

Twenty EU member states and four partners from the Western Balkans
have a kind of hotspot for firearms. However, hotspots are often not given
adequate responsibilities (for administrative control, data collection from
law enforcement, database access, monitoring, international cooperation
and forensics), as well as staff recommending best practice guidelines
developed by national experts. firearm experts. Also, as relevant, there is
the problem of unequal incrimination of acts related to illegal weapons.
This fact almost always leads to non-enforcement of laws and sanctions.
This also limits the confiscation of property acquired through the crime of
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illicit trafficking in firearms. Different national approaches make joint
cross-border actions, such as controlled deliveries, impossible.

The countries of Southeast Europe still have a pronounced problem of
synchronizing acts with the highest standards and ensuring effective
control of firearms. Synchronization involves the creation of national
databases, ballistic capabilities to provide conditions for stockpiles and
campaigns for the voluntary surrender of weapons. For these reasons, as
well as for the prevalence of many different and conflicting opinions,
which shifts from the domain of law to the domain of politics, coopera-
tion between the EU and the countries of Southeast Europe is not at an
enviable level (Zivoti¢ et al. 2020, p. 131).

However, the problem is not only with the countries of Southeast Europe,
which have a problem with legal synchronization and the existence of
political will to solve the problem of illegal weapons. This problem is also
faced by EU member states, as well as countries from the immediate vici-
nity of the union. In these countries, the illegal modification of maneu-
vering and gas weapons, the conversion of intimidating weapons into
firearms, is becoming more common, and new and more efficient patterns
of concealing such weapons are being developed. Thanks to the applica-
tion of modern technologies, much easier production of firearms has been
made possible in these countries, and at the same time new and simpler
mechanisms for transporting firearms and weapon parts via modern
"express mail" and courier services are being developed. Which above all
led to the transition from the export of traditional weapons of conflict
from the Western Balkans to the import of new weapons from Western
Europe to the Balkans or unmarked basic parts from the United States.
Armed conflicts in the EU's eastern neighborhood could also become new
sources of illicit arms exports to the EU.

Annual results of work in the fight against illegal weapons

In order to obtain the exact number of illegal weapons in civilians clothes,
it is necessary to consult the data related to the number of incidents with
weapons that occurred in the review year. These incidents should include
armed robberiesand murders, and the number of weapons seized from
criminal organizations should be taken as an important parameter.
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The data related to the seizure of weapons are not so accessible to the
public, but the Ministry of Internal Affairs announces them only after
a certain period of time has passed. After the assassination of the Prime
Minister, Zoran Djindjic, in March 2003, the police undertook a compre-
hensive action to find illegal weapons in the citizens. Voluntary surrender
of weapons was started first, without any sanctions for possession of ille-
gal weapons.

In this procedure, handing over weapons from the citizens to the police
gave different results by regions in Serbia, while we were left shy about
the data concerning western Serbia and Kosovo and Metohija. The
effectiveness of this action was conditioned by the political moment, the
degree of trust of citizens in state institutions and the police, national
homogeneity or heterogeneity of the environment, the approach of the
police during this action, as well as the structure of the population who
fled the war-torn area in the 1990s. Therefore, it should not be surprising
that there was such a large number of illegal weapons in Vojvodina,
because the area of Vojvodina was mostly inhabited by immigrants from
the areas where the war whirlwind raged.

The police then conducted a survey among citizens with the question
"How widespread are weapons in your area?" And the results of the sur-
vey were as follows.

Seventy percent of the respondents answered that everyone they know has
at least one weapon. These results were registered in eastern Serbia, and
Table two clearly shows that the region surrendered the least number of
weapons (only 428), which indicates that the data on the number of
surrendered weapons does not show a realistic picture, and that the most
armed areas are least accepted to take part in this police action.

Another question from the police survey was "Do you or a member of
your family own a weapon?" Respondents from eastern Serbia again
prevailed on this question, where thirty percent of them gave an affir-
mative answer. Also, the inhabitants of eastern Serbia expressed the
lowest level of trust in the police and the action of removing illegal we-
apons from the possession of citizens without imposing any criminal
sanctions (so-called amnesty).
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Regarding the estimates related to the number of illegal weapons in the
citizens of Serbia, a significant and close source should be mentioned
about suicides committed with the use of firearms. Also important are the
data concerning the committed crimes that included the use of weapons.
All indicators clearly state that there is a positive correlation between the
number of suicides and serious crimes with the number of illegal weapons
in the citizenry (Kilias et. al. 2001, pp. 439-440). In climates where there
is a high suicide rate with the use of firearms, there is at least one piece of
firearm in almost every family.

The Republic of Serbia has a high rate of legal weapons and we are
among the most armed countries in the world. In percentage terms, Serbia
has registered weapons in 42 percent of households, which puts us at the
very top of Europe. The high rate of armaments is more characteristic of
the United States, where there is a very liberal regime for the purchase
and registration of weapons. The strictest regime for the acquisition and
registration of weapons is in Great Britain, so it is not surprising that only
five percent of Britons legally dispose of weapons.

Solving the problem of illegal weapons in the EU

Only in 2020, the European Union adopted the Action Plan to Combat
Illicit Trafficking in Firearms for the period 2020-2025, which contained
indicators for assessing and monitoring the effectiveness of the action
plan to combeat illicit trafficking in firearms, with systematic collection of
data on crime and criminal law data from all law enforcement services,
such as police, customs, prosecutors and courts. These indicators confirm
compliance with legal solutions at the EU level and indicate the total
number of seizures, crimes committed, the number of initiated criminal
proceedings, convictions, the number of hotspots related to firearms, the
number of seized weapons, the total number of legalized weapons, the
number of disabled and destroyed weapons.

The main priority of the EU is the consistent integration of the Firearms
Directive into the legislation of the member states, as well as the corres-
ponding delegated and implemented acts. The aim is to integrate the Direc-
tive into the legislation of the EU partner countries in Southeast Eu-rope.
The EU's priority is to positively influence some new security thre-ats,
which arise from the illegal trade, possession and use of weapons, as well
as illegal production. Also, strict control of the import and export of wea-
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pons intended for civilian use must be introduced. This is done by checking
whether the import or export violates the provisions on bans on the import
or export of weapons from or to certain countries, then whether the import
and export procedure is carried out in accordance with EU re-gulations,
then control of gas and weapons imports for intimidation, which can easily
be turned into a firearm and the like. As one of the most important mea-
sures to combat the illegal arms trade, the EU is working intensively to
introduce whistleblowers in dedicated industries, which would duly report
any attempted abuse or illegal actions related to weapons.

Second EU priority is to enter information into the Schengen Information
System about lost, stolen weapons, as well as sold weapons that are beli-
eved to fall into the category of refurbished weapons. Also, every copy of
the seized weapon must be recorded in the Schengen Information System.
The EU supports initiatives that allow national authorities to search or
enter data into both the Schengen Information System and Interpol's
1ARMS, and calls on member states to respond to Interpol's call for
volunteers to test new features. The main goal is that all security-relevant
information is automatically merged into a single database that will be
available to those authorities to whom that information is important.

The EU will also take steps to initiate systematic and harmonized data
collection on firearms seizures and publish annual statistics, as it does in
drug seizure analysis. This would provide law enforcement agencies with
useful information, which will, above all, help them identify new trends
in illicit trafficking and form clearer risk profiles. Firearms can also be
traded on dark internet markets. The Commission will, at the suggestion
of the European Parliament, carry out a preparatory action for the
continuous monitoring of the dark internet.

The third priority is to increase the pressure on criminal markets, which
would practically complete the already identified hotspots for firearms with
complete and trained personnel. The focal points should be linked to the
UN Small Arms and Light Weapons Program and international monitoring
instruments. For better coordination, the EU Commission will publish a
reference list of focal points with clearly identified data and competencies.

In order to effectively implement this priority, it is necessary for all EU

member states to ratify the UN Firearms Protocol, in order to facilitate
their mutual cooperation and to prevent and suppress the illicit trade in
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and traffic in firearms. All member states must work to establish criminal
law standards on the illicit trafficking of firearms, as well as their illicit
production. The Commission calls on Member States and Southeast
European partners to improve co-operation between law enforcement
(customs, police and border control officers), but also co-operation with
prosecutors and forensic experts, in order to tackle the main sources and
routes of illegal firearms.

Within this priority is the control of the so-called. the dark internet and
offers to sell and buy weapons. In the process of monitoring illicit strata
of the Internet, the EU asked Europol for support, as well as all countries,
not only members, but also the countries of Southeast Europe to "patrol”
the Internet and combat illicit phenomena.

The fourth priority of the EU is to strengthen relations with countries that
are not members of the EU, but also those that are not territorial on the
continent of Europe. This especially refers to the countries of North
Africa and the Middle East, namely Tunisia, Lebanon and Jordan, with
which we need to upgrade relations in the field of arms tracking and arms
control. Special attention should be paid to Turkey, because it is one of
the most important countries engaged in the production of gas weapons
and intimidation weapons that can be easily converted into firearms.

Given the high risk of illicit firearms trafficking in Southeast Europe
(considered an area involving non-EU partners from the Western Balkans,
Ukraine and Moldova), the specifics of the region's geopolitical circum-
stances a large number and the types of national and international actors
involved, and the current instability in Eastern Europe, the 2015-2019
Action Plan Evaluation Report highlighted the need for a new action plan.
This was recommended by the delegates of all partners who attended the
third meeting of the Joint Committee of Firearms Experts of the European
Union and Southeast Europe, held in Brussels on September 24, 2018. The
evaluation report also stressed the need to include Ukraine and Moldova in
a broader harmonized framework of cooperation against common threats
posed by illicit trafficking in firearms throughout the region. This is also a
response to the Council's call for Ukraine to be involved in the relevant
operational action plans of the EU's cycle of organized and serious inter-
national crime. As regards Ukraine, the Action Plan will take into account
EU support for Ukraine's efforts to combat arms trafficking, ammunition
and explosives, in co-operation with the OSCE and SEESAC. The EU-
funded Commission supports activities in the frame-work of integrated
border management and the fight against trafficking, which also goes
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through the European Border Mission to help Moldova and Ukraine.
Council Decision (CFSP) 2017/2283 supports the ongoing work of Conflict
Armament Research in Ukraine (Risti¢ et al. 2020, p. 59).

Regarding the Western Balkans, France and Germany supported the work
on the 2018 Regional Map, which was the result of the participatory
approach of the EU's Balkan partners. On that basis, the EU proposed a
number of concrete measures from the mentioned roadmap, which espe-
cially concern the part of their financing. These actions, which specifically
refer to Southeast Europe, were defined by the authorities of the Western
Balkans through the development and adoption of a regional roadmap
attached to Council Decision (CFSP) 1788/2018. Leading towards the main
goal of the Action Plan - combating illicit trafficking in firearms and
ammunition, it keeps three main directions in focus and provides greater
clarity and better structure than the Action Plan for the period 2015-2019,
especially in resolving remaining legal gaps and inconsistencies in the
control of firearms that hinder police and judicial cooperation: 1) Har-
monization and modernization of the administrative structure; 2) Reducing
inventories and increasing the rate of its security; 3) Raising the efficiency
of the bodies responsible for law enforcement while enabling maximum
operational cooperation and exchange of information.

Conclusion

The paper deals with the very current issue of trafficking in illegal wea-
pons, and the topic itself is viewed both from the aspect of law and from
the aspect of security. The moment of drawing material funds from the
arms trade and redirecting those funds for financing crime and terrorism is
highlighted. Thus, the starting point in the paper is the handling of wea-
pons, their treatment and use, while creating a clear distinction between
legal and illegal weapons. Also, as an important moment in the paper is to
point out the degree of social danger and harmfulness of the existence of
large quantities of illegal weapons in the citizenry and gives an overview of
the correlation between high arms and crime rates in a given climate.

The paper presents the legislative regulation of the issue of weapons, issues
of how the law treats the procedure of legalization of weapons, which
weapons can and cannot be subject to legalization and which weapons can
and which citizens cannot and have. A much more important aspect of the
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work is illegal weapons, which are an aggregate for illegal funds, which are
then further merged into illegal criminal funds intended for crime and
terrorism. In that part, the author uses the application method, which shows
the concrete results of normative acts through their implementation and
gives concrete results of the work of the police in the process of reducing
the number of illegal weapons in the Republic of Serbia.

In addition to the applied method, a comparative method was used in the
paper where a comparative overview of the regulation of illegal weapons
is given, and countries such as the USA, the Republic of Serbia, countries
in the region, Great Britain and other countries with significantly different
approaches for solving this problem are used as comparative parameters.
It starts from the most liberal regime in the United States, and goes to the
most restrictive regime in Great Britain, which serves as an example of
strict traffic control and arms registration.

At the level of the European Union, a great effort has been made to put the
issue of illegal weapons within the legally and legitimate acceptable frame-
work. The paper presents the legal acts of the EU that should serve as a
substrate in the legislation of member states, as well as countries that aspire
to become an integral part of the EU. EU acts not only deal with the issue
of weapons, but also deal with all related concepts, which in cohesion form
a complex intertwining of organized criminal networks in the world. The-
refore, convergent and harmonization of legal mechanisms enables a qua-
lity and consistent response to the challenges posed by the illegal arms
trade, and the end result should be a lower crime rate at the global level.

In this regard, the EU has adopted an Action Plan to combat illicit
trafficking in firearms for the period 2020-2025, which promoted an
action plan for the next five years, with very concrete measures to combat
this harmful phenomenon. The paper itself gives an overview of these
measures, with statements on how these measures could be applied in
order to achieve the best effect. Also, with this document, the EU has
promoted the basic principles and priorities with the obligation to apply
them as consistently as possible in practice.

The Republic of Serbia is actively fighting the problem of illegal wea-
pons. What gave the author some difficulties in summarizing the results
of the work of the Serbian police in this area are the scarce and outdated
information on the number of confiscated weapons and the closure of
these bodies to provide newer and more up-to-date information. Thus, the
available data from 2003 were used, when a large-scale action of finding
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and confiscating illegal weapons from citizens was initiated without
bearing any legal consequences. The condition was voluntary surrender of
weapons and voluntary renunciation of them. The action was called an
amnesty for those who possessed weapons without legal cover. The paper
gives a tabular presentation of how many weapons were seized on that
occasion by regions in Serbia. Although these are high numbers, it is
believed that not even the tenth percent of the total illegal weapons found
in Serbian civilians were given on that occasion, and it was evident that in
some parts of Serbia this action was openly boycotted. The most
cooperative were the inhabitants of Vojvodina, where most weapons were
handed over, followed by Belgrade and central Serbia. Data on Kosovo
and Metohija and western Serbia were not available, which indicates that
this action was not carried out in those areas.

The conclusion of the paper is that the evasion of the provisions on the
legalization and registration of weapons occurs in cases when the weapon
was procured from illegal sources and when it is planned to commit a cri-
me. So, there are clear reasons why someone does not want to report a
weapon, and these acts are mostly done intentionally. Also, the con-
clusion is that there must be a way to the diffusion of illegal weapons at
the global level, which means that measures against illegal weapons must
be adopted at the global level by international institutions. Only the
authority of these institutions can guarantee the implementation of mea-
sures and can contribute to solving the problem of illegal weapons.
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ballot, which demonstrates the democracy and the rule of law in the
country” (Chmyha, 2019a). The Parliament of Poland is no exception to
this rule too. Members of Parliaments of these neighboring states exer-
cise their rights and perform their duties both individually and collegially
within the national legislations of the said states.

Certainly as an essential right of MPs (Members of Parliament) can des-
cribe is to jointly form groups, coalitions, clubs, coalitions and collegial
bodies as mutually agreed within their respective Parliaments.

As a rule, Members of Parliament set up their groups under a “territorial,
professional or functional principle, while their political views serve as
the basis for jointly formed parliamentary parties (fractions)”(Avtonomov
et all., 2003).

The Members of Parliament’s right to team up by virtue of a common
feature is fixed in the procedures of Polish and Belarusian Parliaments.
These procedures provide for an opportunity to set up both political and
non-political coalitions of the said elected officials within the chambers.
Alongside with that, considering the Members of Parliament’s right to
form coalitions, note that the above right is not intrinsically imperative, as
each Parliament session in both states usually also involves MPs who stay
away from any political coalition within the supreme legislative body. For
example, you can meet members of the Polish Senate (less often those of
the Sejm) who do not belong to any parliamentary club or a group (Skrzy-
dto, 2008). According to Professor Krzysztof Grajewski, this phenome-
non is marginal in itself, as, firstly, we have to remember that Members of
Parliament and Senators obtain their mandates to a large extent due to the
assistance of the political party they stand for and secondly, outside parli-
amentary clubs or groups the said elected officials exert less influence
upon the Parliament activities (Grajewski, 2006). Besides, “in practice, a
parliamentarian’s party affiliation exerts a considerable influence on the
stand taken by him in the Polish Parliament”(Chmyha, 2019b).

The Main Part
Talking about the role of political parties in today’s Parliament, we
cannot but mention their significant influence on the activities of the

parliamentary groups formed under the party principle and, consequently,
the independence of their members’ mind. A British researcher Harold
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Laski commented the situation as follows: “Parties tend to love reliable
people only”( Laski, 1938). Therefore, a party, as a rule, “recommends
and supports deputies not for their personal qualifications, but first and
foremost for their loyalty and submission to the party”, notes a Belgian
author Walter Ganshof van der Meersch (Meersch , 1957).

Meanwhile, a famous French political scientist Maurice Duverger states
that “democracy requires members of Parliament to be above the leaders,
elected officials — above party members as they represent the electorate,
which constitutes a larger group than the party they belong to. In fact, it is
often just the opposite: many party leaders tend to control the MPs through
the activists. A party’s dominance over its elected members constitutes a
special kind of oligarchy, the so-called outside oligarchy — with respect to
the oligarchical role the leaders play within the party community ”
(Duverger, 2007). The said author also singles out three evolutionary stages
of party development: MPs dominating over the party, relative balance
between the MPs and the party leaders, and, finally, the party dominating
over the MPs. Each of the above stages corresponds to a certain type of the
party (Duverger, 2007). To avoid the emergence of this special kind of
party’s oligarchy within either Polish or Belarusian Parliaments as well as
the latter of the above party types, we consider it necessary for MPs belon-
ging to a party-based deputy group to perform their professional duties
with maximum independence and fidelity to their own (and, consequently,
that of their electorate) position, instead of acting for the party leaders’
convenience. Therefore, “although deputies “bear the burden” imposed on
them by the political parties' programmes, they are to perform their powers
not only on behalf of the parties present in representative authorities, but
also on behalf of the electorate” (Karasev, 2009). Moreover “it seems nece-
ssary to supplement the normative list of restrictions on the activities of
Belarusian parliamentarians by imposing on them the obligation to comply
with the ban on receiving royalties for speeches and publications, the
conduct and preparation of which are related to the implementation of their
mandate” (Chmyha, 2021).

In view of the above, it should also be noted that “modern regulations
tend to specify the minimum fraction headcount to avoid splitting the
chamber into unduly small groups and encouraging the ambitions of weak
leaders that risk hindering the daily operations of the chamber. For exam-
ple, a fraction of the French Assemblée nationale gains its status if inclu-
des at least twenty deputies, the same minimum headcount is fixed for the
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Italian Camera dei Deputati, while the Senate has to have no fewer than
ten Senators” (Strashun et all., 2000). The Republic of Belarus follows
the same optimum rule with the minimum deputy group headcount num-
bering ten deputies to the House of Representatives.

Deputies to and Senators of the Polish Sejm and Senate are also entitled
to set up deputy clubs or groups within the headcount fixed by the
chamber regulations. It should be noted that the actual headcount of Po-
lish MPs’ clubs or groups may vary greatly, which, surely, has direct
influence on their political capital in the Parliament (of course, this is true
for inherently political parliamentary coalitions). Thus, the lower house
regulations of the Polish Parliament set the minimum number of a Sejm
club members to fifteen deputies (about 3.2% of the total chamber head-
count), while a deputy group must include at least three deputies. Setting
up a club in the Senate requires the initiative of at least seven members of
the corresponding chamber, while a group requires at least three. Note
that both senators and deputies are allowed to participate in one club or
one group only.

A remarkable fact is the presence of fairly large political coalitions in the
modern Polish parliamentary system (for example, “during the 3™ session
the AWS and SLD clubs included over 150 deputies each; the SLD club
started the 4™ session with nearly 200 deputies; the PiS club entered the
5t session with 155 deputies, while the PO club consisted of 209 deputies
at the beginning of the 6th session”) (Garlicki , 2011).

It is worth noting that the vast majority of the above coalitions formed in
the Polish Parliament are based on the shared political feature, i.e.
belonging to the same political party, or similar political beliefs. The main
“function of clubs and groups is to create political preconditions for the
chamber’s activities” (Garlicki, 2011). These political parliamentary coa-
litions have their own political programmes and enjoy the rights conferred
to them by the chambers’ regulations. Alongside with that, notwithstan-
ding the above rule, Polish MPs with different (sometimes opposite)
political views may jointly form parliamentary groups or even clubs in
order to achieve a common goal. It should be noted that the first coalition
of the kind in the contemporary Polish history was formed in the National
Assembly in the year 1989 and included all deputies and senators reco-
mmended for election by the Solidarnos¢ trade union. This coalition
gained global fame as Obywatelski Klub Parlamentarny.
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Describing the scope of deputies' and senators' rights in the framework of
the political coalitions in question and their implementation procedure,
we cannot but mention a peculiar feature of the Polish national legislation
and its practical implementation in the said area. The thing is that the
Parliament chambers’ regulations proclaim formal political equality of all
deputies’ (senators’) clubs or groups, stating, for example, that the said
coalitions may use mutual agreements for the purpose of common repre-
sentation in Rada Starszych. The actual implementation of the said legal
norms in the Parliament, unlike their legal goal setting, tends to follow the
path of political predominance (both quantitative and conceptual) of the
rights vested in political clubs set up by deputies or senators. Thus, the
Regulation requires every club to be represented in Rada Starszych, while
parliamentary customs provide for club members to be included in
chamber panels and permanent commissions. However, representatives of
deputies’ or senators’ groups may or may not form a part of Rada Stars-
zych and (as there are so few of them) cannot sit on every permanent
commission.

Regardless of the political criterion that served as the basis for setting up
a political coalition, MPs who belong to a parliamentary club or a group
within the Polish National Assembly follow their own regulations
(statute) passed to the Marshal of the corresponding chamber together
with the information about the leaders and members of the coalition. As a
rule, the most numerous political parliamentary coalitions are headed by
the club panels, while smaller parliamentary coalitions perform their
functions as resolved by the general meetings.

All members of both clubs and groups follow the party discipline require-
ments. Thus, a club takes formal resolutions on certain crucial issues
(mainly draft legislation) that force its members to vote a certain way
(Garlicki, 2011). However, “such resolutions are not legally binding as this
would run contrary to the essence of a free mandate” (Garlicki, 2011).
Alongside with that, violation of the club discipline may entail various
sanctions. Non-support at the next parliamentary elections may be the most
severe long-term sanction for a misbehaving politician (Garlicki, 2011).

In view of the above, we appreciate the opinion given in legal research

literature, which states that a fraction is entitled to enjoy a deputy’s rights
(the right to legal initiative, the casting vote right, the right to debate etc.)
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through its deputy members. This reveals interaction (to be more exact,
intersection) of deputy coalition powers and deputy’s rights.

We believe that the aforementioned interrelation between a deputy coali-
tion and a member of Parliament is manifested most vividly through the
MP’s exercising their right to debate, which, pursuant to a smart defini-
tion given by L. Diamond, is a “regulated contest” in itself (Diamond,
1996). As we see it, the said right is of, first and foremost, great political
importance as its exercise in the countries in question secures the demo-
cratic and legal nature of the activity performed by Each Member of
Parliament and the legislative body as a whole.

Sejm sessions, in particular, cover the following issues:

1) electing the Marshal, vice-Marshals, Sejm secretaries and commi-
ssions;

2) appointment and withdrawal of the Supreme Chamber of Control (Naj-
wyzsza Izba Kontroli) President, Civil Rights Officer, The President of
the National Bank of Poland, as well as the Inspector General for Per-
sonal Data Protection;

3) electing Constitutional tribunal judges, members and the chairperson of
the State tribunal, members of the Monetary Policy Council, members
of the Polish Radio and TV Broadcasting Council as well as deputies
to the Polish Council of Justice;

4) President’s messages;

5) draft laws and resolutions of the Sejm;

6) Senate resolutions on amending or rejecting the bill passed by the
Sejm,;

7) President’s proposals on reconsideration of a passed law;

8) draft legislation on state budget and other financial plans of the state,
as well as reports on their implementation and proposals on approving
the Government activity;

9) a report presented by the President of the Council of Ministers together
with the proposal on a vote of confidence to the Government;

10) electing the Council of Ministers in the situations provided for by the
Constitution;

11) proposals on the censure vote to the Council of Ministers or certain
ministers;

12) remarks made by the Supreme Chamber of Control (Najwyzsza Izba
Kontroli) on the Council of Ministers’ reports on performing the social
and economic tasks, budget implementation analysis and the Supreme
Chamber of Control’s report on its activity;
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13) the reports made by the Constitutional tribunal on the significant
problems related to its activity and litigation practice;

14) annual reports and remarks made by the Civil Rights Officer on exer-
cising civil rights and freedoms;

15) annual reports on the Polish Radio and TV Broadcasting Council’s
activity;

16) issues related to implementation and execution of laws and regu-
lations;

17) current information and issues;

18) other issues introduced or passed by the President, Council of Minis-
ters, Sejm Panel, Sejm Commissions or deputies.

Thus, both Polish and Belarusian parliaments hold debate to “shape pub-

lic opinion and build consensus”(Karasev, 2009). Alongside with that, we

believe that the significance of the parliamentary debate outcome depends
on the MP’s speech conforming to a number of requirements. Thus,
current research (Avakjan, 2000) justly demonstrates that a high-quality

MP's speech should be measured by two criteria. Firstly, it is the emo-

tional impact on the public — deputies and other individuals in the session

hall. Secondly, the efficiency should be estimated by the speech results,
which include the situations when:

1) the deputy’s ideas and proposals were included in the draft resolution
of the representative body;

2) the head of the state (local) authority spoke on the issues raised by the
deputy and provided substantial information to the deputies’ satis-
faction;

3) a commission (working group) with the task to look into the problem
and present their ideas to the representative authority at one of the
meetings was set up to implement the deputy’s proposals;

4) the representative authority delegates a permanent committee (commi-
ssion), an executive or another accountable body to do the above and
report at the session;

5) the deputy’s proposal is passed to an executive body to be considered
to all intents and purposes — preferably, in the presence of the deputy
concerned — with the results reported to all the deputies at the next
session of the legislative (representative) authority;

6) the statements made by the deputy at the session of the legislative
(representative) authority served as the grounds for an inspection carri-
ed out by the executive body to investigate the situation and establish
the extent of the leaders’ liability (Avakjan, 2000).
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Thus, as it was justly noted by a famous Russian pre-revolutionary rese-
archer S. A. Kotliarevsky, the Parliament of any developed state “comple-
tes the struggle between the parties by the chamber’s vote... The wishes
and opinions of single parties are no more than constitutive elements for
the people’s will. It is made up by the majority that express the will of the
people, represented by the Parliament. Such a vote is rarely produced by
one party. It always results from a compromise, an agreement between
several parties, even principled enemies” (Kotlyarevskij, 1905).

Apart from the aforementioned mandatory collegial forms that allow MPs
to execute their right to team up, both Belarusian and Polish members of
Parliament also perform their activity as part of collegial bodies within
the legislative authority. First and foremost, they exercise their right to
team up by entering parliamentary commissions — the most numerous and
at the same time varied collegial bodies of the Parliament.

Note that permanent commissions are formed within the Polish Parlia-
ment for the chamber’s term of office and listed in the regulations of the
Sejm and the Senate (e. g., Article 18 of the Sejm Regulations specifies
25 types of permanent commissions for the said chamber, while the Se-
nate has 14 commissions) (Skrzydto, 2008). It also bears noting, that
supplements to the Regulations of each of the Polish Parliament chambers
describe in detail the powers of each permanent commission. We believe
that this measure aims at avoiding clashes between these bodies arising
from boundary delimitation of their activities.

It should also be borne in mind that Polish MPs cannot enter more than
two permanent commissions. This said, a deputy who performs the minis-
ter’s or state-secretary’s functions cannot join a commission. Thus,
permanent commissions are formed by the Sejm deputies and Senators
respectively. The actual structure of each committee is approved by the
resolution passed by the chamber as proposed by its panel and consulted
with Rada Starszych.

Unlike the permanent commissions of the Polish Parliament, its ad hoc
commissions are set up by the respective chamber for a definite, strictly
formulated purpose and perform their functions within a limited period. To
achieve the said purpose the Sejm or the Senate sets the goal, principles and
the procedure for the said ad hoc commission, which performs its function
and is dissolved. In fact, ad hoc commissions are usually formed to draft or
discuss bills of special importance (e. g., an ad hoc commission of the 3rd
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session was formed to discuss amendments to a number of codes, the eight
ad hoc commissions created at the 4th session of the Sejm prepared certain
bills) (Garlicki, 2011). Besides, Article 111 of the Polish Constitution and
the Polish Law of 21 January 1999 “On the Investigatory Commission of
the Seyjm” allow the Sejm to set up examination commissions as a subtype
of ad hoc commissions to examine a certain case.

To perform the tasks imposed on the parliamentary commissions, both
Sejm commissions and those of the Senate carry out their duties in the
form of sessions headed by the chairperson or, if the latter is absent, one
of the vice-chairpersons (a peculiar feature of any parliamentary
commission is that “a commission may request its panel structure to be
changed at any time, and there has been a lot of such cases in its
practice)” (Garlicki, 2011). Note that the activities of the permanent
commissions formed at upper and the lower chambers of the Polish
National Assembly have a lot in common.

For example, the Sejm commission members perform the following tasks

at its sessions:

1) consider draft laws and resolutions;

2) consider the regulations received from the Senate and aimed at amen-
ding or rejecting a bill passed by the Sejm as well as the President’s
proposal for the Sejm to review the bill;

3) consider and assess the main provisions of draft laws and resolutions;

4) consider the reports and statements made by ministers and higher state
administration authorities, as well as the senior officials of other state
bodies and organisations;

5) analyse the activities of certain sectors of the state administration and
economy;

6) consider the issues of implementing and executing laws and resolutions
passed by the Sejm as well as carrying out its requirements;

7) give opinion on the proposals made by the Marshal of the Sejm in re-
lation to the election and appointment of certain individuals to certain
public positions by the Sejm or their recall.

As for the procedure followed by the Polish MPs in performing their du-
ties as part of parliamentary commissions, it should be mentioned that their
sessions, including the closed ones, may involve not only permanent
members, but also those deputies who do not belong to the respective
commission. These deputies may take the floor in debates and make
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proposals without the right to vote. Besides, the panel or the chairperson of
any commission may invite any representatives of professional or social
agencies, commission experts or bureau officers of the deputy clubs,
reporters from the mass media, radio or television to take part in its session.

Summarizing the results of their activity, Sejm or Senate commissions
adopt requirements, conclusions, reports or draft rulings, resolutions,
addresses, statements or declarations made by the Sejm. Besides, a Polish
parliamentary commission may resolve on taking into account the infor-
mation or position presented.

All said above allows us to draw a conclusion that parliamentary commi-
ssions perform the functions of ancillary bodies to the Sejm and the Se-
nate, without the right to make final decisions, e. g. concerning a certain
bill, but just prepare a draft resolution then passed on to the plenary
session of the chamber. However, in fact most chamber resolutions take
into account and match the opinions given by the commissions. There-
fore, commissions play a key role in the Parliament.

All Belarusian MPs (except for the Presidents and Vice-Presidents of the
chambers), like the Sejm deputies or Senators in Poland, have to form
permanent commissions, which are set up and perform their functions to
complete the tasks of the Belarusian legislative authority as its constituent
parts during the entire period of its power. Unlike Polish MPs, the said
people’s representatives may enter only one permanent commission. The
significance of this duty is emphasised by N. M. Kondratovich, who des-
cribes the functions of Belarusian Parliament, justly paying special
attention to the fact that “the continuity and efficiency of its performance is
to a great extent due to the permanent commissions” (Kondratovich, 1995).

“Permanent commissions perform quite a broad scope of duties” (Go-
lovko, 1979) in the National Assembly of the Republic of Belarus. It
should be noted that the main functions of permanent commissions inclu-
de drafting bills, preliminary examination and preparation of the issues
that fall within the parliamentary chambers’ jurisdiction. Current legisla-
tion entitles the commissions to employ experts, call for independent
expert examination of draft bills, set up volunteer research, advisory and
other boards to look into the issues within the respective commission’s
scope of duties. It goes without saying that “massive involvement of pro-
fessionals and activists in the commission activities facilitates profound
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understanding of the issues discussed and making the best possible
decisions” (Golovko, 1979).

More specifically, permanent commissions of the National assembly

chambers:

1) prepare draft laws to be considered by the chambers of the National
assembly;

2) pre-examine and prepare issues that fall within the National assembly
chambers’ jurisdiction;

3) prepare resolutions on draft bills and other legal acts as well as other
issues within the National assembly chambers’ scope of duties;

4) draft bills and other legislative acts as instructed by the Presidents of
the National assembly chambers and on their own initiative;

5) examine written requests received from individuals and legal entities
with proposals on improving the legislation of the Republic of Belarus;

6) arrange parliamentary hearings;

7) set up working groups involving the permanent commission members,
other deputies to the House of Representatives, members of the Coun-
cil of the Republic as well as representatives of the governmental au-
thorities and other state bodies, non-governmental associations and
research organizations;

8) employ experts and professionals, call for independent expert exami-
nation of draft bills, set up volunteer research, advisory and other bo-
ards to look into the issues within the respective commission’s scope
of duties;

9) request official documents, information and other materials they need
to perform their duties from governmental authorities, other state bo-
dies and officials;

10) invite representatives of the governmental authorities and other orga-
nisations to take part in preliminary examinations of draft bills and
other issues that fall within the National assembly chambers’ juris-
diction;

11) perform other duties provided for by the regulations of the National
assembly chambers and other legislative acts of the Republic of
Belarus.

Note that to secure proper implementation of the resolutions passed by the
permanent parliamentary commissions Belarusian governmental autho-
rities and other state bodies and officials are to present the documents and
materials requested by the permanent commissions of the Belarusian
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National assembly chambers within their jurisdiction and mandate within
a month or another agreed period. An exception to this rule is disclosure
of state or other legally protected secrets in accordance with the procedure
prescribed by the legislation of the Republic of Belarus.

Apart from permanent commissions, Belarusian National Assembly
chambers, like the Polish Sejm or the Senate, may form ad hoc commi-
ssions as needed. Their creation procedure, tasks and activities are set by
the resolutions passed by the corresponding Parliament chambers of the
Republic of Belarus. As a rule, ad hoc commissions are formed to address
a certain issue (a list of issues) that arises in the course of the activity per-
formed by the House of Representatives or the Council of the Republic.

It should be noted that the elected President and members of such ad hoc
commissions are deputies to the House of Representatives and members
of the Council of the Republic of the National Assembly of the Republic
of Belarus. These elected officials bear the main burden of securing the
efficient performance of the commission. Alongside with that, to ensure
the proper functioning of the said bodies, the newly-formed ad hoc co-
mmissions may employ experts and professionals who are not MPs. Note
that by joining an ad hoc commission neither deputies to a House of Rep-
resentative nor members of the Council of the Republic cease their mem-
bership in the permanent commission.

To carry out their activities, ad hoc commissions of Belarusian Parliament
may request documents, information and other materials necessary to
perform their functions as well as exercise other powers vested in them in
accordance with the procedure set by the National Assembly chambers and
other legislative acts of Belarus. Besides, members of ad hoc parliamen-
tary commissions may request documents and materials they are entitled to
from Belarusian government authorities, other state bodies and officials,
who are to provide them within a month or another agreed period.

Having performed their function or earlier as ruled by the chambers of the
National assembly ad hoc commissions and, consequently, their MPs
cease their activity. Note that Belarusian members of Parliament who take
part in ad hoc commissions are responsible and accountable to the respec-
tive chambers of the supreme legislative body of the Republic of Belarus.

Thus, MPs perform their functions in the framework of parliamentary
commissions of both Polish Parliament and Belarusian legislative (repre-

160



Aksana Chmyha - RIGHT TO JOINTLY FORM GROUPS...

sentative) authority at the same time carrying out their mandatory duties.

These duties may include the following powers:

1) put forward issues to be discussed at the commission meetings;

2) take part in discussing the issues considered, make remarks and pro-
posals on the said issues;

3) have a casting vote on the issues discussed;

4) put forward proposals concerning inspections of the respective bodies
and non-governmental organisations, take part in such inspections and
discuss their results at the commission meetings;

5) take part in discussing candidates appointed, elected or approved by
the representative authorities;

6) propose the representative authority to put draft legal acts to public
discussion etc. (Karasev, 2009).

Apart from the parliamentary commissions, who perform their duties
according to the industry criterion, the strategic function in securing the
efficient performance of the respective Parliaments in both countries is
performed by the Presidiums of the Sejm and the Senate in Poland and the
Council of the House of Representatives and the Presidium of the Council
of the Republic in the Republic of Belarus — they play a major role.

Special attention should also be paid to the fact that both the Sejm’s and
the Senate’s Presidiums in Poland have mostly identical formation pro-
cedures, structure and powers. In particular, pursuant to Article 11 of the
Sejm's Rules of Procedure, the Sejm’s Presidium, as a permanent colle-
gial body of the said chamber, comprises the Marshal and Vice-Marshals.
It also bears noting that the Basic Law of the Republic of Poland does not
prescribe the positions taken by its members. However, parliamentary
traditions of other states sometimes provide for completely different
Presidium structures than that set by the Polish chamber Regulations. For
example, the Finnish Presidium includes heads of commissions, the Presi-
diums of Austria, Italy, Norway and Switzerland — heads of parliamentary
groups (Skrzydto, 2008). The analysis of the Chamber Presidium struc-
ture and formation procedure in Poland makes us turn to the Polish parlia-
mentary history, when the 1st convocation Senate’s Presidium included,
apart from the Marshal and Vice-Marshals, senators — Presidium mem-
bers (Skrzydto, 2008).

The Sejm’s Presidium exercises the following powers:
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1) approving the work schedule for the Sejm on advice of the Council of
the Seniors (Rada Starszych);

2) approving the weekly work plans for the sessions at least three months
before the start of the session weeks;

2) arranging cooperation of the Sejm’s commissions and coordinating
their activities;

3) evaluating draft laws for their correspondence to the current legis-
lation;

4) taking disciplinary action towards Members of Parliament;

5) determining the payments due to the Sejm’s deputies under the current
legislation;

6) interpreting the Rules of Procedure for the lower chamber of the Polish
Parliament, as well as a number of other important powers.

The performance of this Parliamentary body is regulated by the head of
the chamber, who sets the agenda and the date for each Chamber Pre-
sidium session. All the resolutions taken by the Presidium are passed by a
majority vote. Note also that in the event of a tie, the Marshal of the
respective Parliamentary chamber shall always be entitled to a casting
vote, which, we believe, indicates the significance of the said elected offi-
cial for the functioning of the Chamber Presidium. Analysing the imple-
mentation procedure for MPs’ duties in the framework of the Chamber
Presidium, we cannot but mention the fact that “in many cases the powers
of the Presidium overlap with those of the chamber’s Marshal”(Garlicki,
2011), which is not always beneficial for the exercise of the seat powers
by the said elected politicians.

As for the Republic of Belarus, as it was said above, the main permanent
collegial bodies of its Parliamentary chambers are the Council of the House
of Representatives and the Presidium of the Council of the Republic. Their
powers and formation procedures are for the most part identical.

In particular, the Council of the House of Representatives includes the
Chairperson of the House of Representatives, his/her deputy, as well as
the chairpersons of permanent commissions. The Council of the House of
Representatives is headed by the Chairperson of the House of Represen-
tatives.

To arrange the functioning of the House of Representatives and its bodies,
the Council of the House of Representatives:
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1) manages the session preparation activities for the House of Repre-
sentatives;

2) decides on introducing a draft agenda for the session of the House of
Representatives, as well as draft resolutions on its amending and (or)
supplementing, to the House of Representatives;

3) ensures the presence of the deputies to the House of Representatives at
its sessions;

4) resolves issues related to convening and holding sessions of the House
of Representatives;

5) hears reports on the performance of permanent commissions and other
bodies of the House of Representatives;

6) instructs the Secretariat of the House of Representatives on issues
related to convening and holding sessions of the House of Represen-
tatives, law making and other issues within its powers;

7) puts forwards proposals on the establishment, reorganisation or
liquidation of permanent and ad hoc commissions of the House of
Representatives as needed;

8) ensures organisational, legal, methodological and informational
support for the activities of permanent commissions and other bodies
of the House of Representatives;

9) establishes ad hoc working groups of deputies to the House of Repre-
sentatives, professionals and researchers to prepare and revise draft
laws and other acts in the Council of the House of Representatives;

10) instructs permanent commissions and other bodies of the House of
Representatives on the issues in their power;

11) establishes an ad hoc commission for preliminary consideration of a draft
law and its preparation for the House of Representatives as needed;

12) informs deputies to the House of Representatives about resolutions
passed by the Council of the House of Representatives;

13) applies to the President of the Republic of Belarus for conferring depu-
ties to the House of Representatives and the Secretariat officials of the
House of Representatives with national awards of the Republic of
Belarus;

14) decides on awarding the Honorary Certificate of the National
Assembly of the Republic of Belarus;

15) approves directives on the Commendation of the Chairperson of the
House of Representatives of the National Assembly of the Republic
of Belarus and the Commendatory Letter of the Chairperson of the
House of Representatives of the National Assembly of the Republic
of Belarus;
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16) appoints the plenipotentiary representative of the House of Repre-
sentatives in the Constitutional Court of the Republic of Belarus;

17) supervises the timely consideration of inquiries, proposals and
remarks made by deputies to the House of Representatives;

18) decides on international business trips of parliamentary delegations,
their accompanying officials, advance groups of parliamentary dele-
gations, deputies to the House of Representatives and Secretariat offi-
cials of the House of Representatives, and approves the reports made
by the deputies to the House of Representatives on the results of
international business trips related to their deputy powers;

19) approves an international parliamentary cooperation plan for the Ho-
use of Representatives and the parliaments of foreign states, inter-
national parliamentary agencies and other international organisations;

20) exercises other powers provided for by the legislative acts of the
Republic of Belarus.

Discussing the permanent collegial bodies of the Polish Parliament, we
cannot but mention the Council of the Seniors (Rada Starszych) of the
Polish Sejm and the Senate — the only bodies, the composition of which,
according to professor Wiestaw Skrzydto, does not depend on the cham-
bers’ will” (Skrzydto, 2008). It should be noted that the above associati-
ons are political bodies, whose performance is directed at establishing and
securing interaction between parliamentary clubs on the issues related to
the activities and performance of each of the Parliamentary chambers.
Said otherwise, as professor Leszek Garlicki reasonably believes, “for-
mally, the Council of the Seniors (Rada Starszych) is just an advisory
body” (Garlicki, 2011). The powers of the Senate’s Council of the Seniors
(Rada Starszych) are mostly the same as those of the Sejm.

It is interesting that “in the Polish parliamentary system the ‘seniority’
criterion bears no relation to the age or experience in the Parliament”
(Skrzydto, 2008). In other words, this body, pursuant to the above goals
of the Councils of the Seniors (Rada Starszych) of the Polish Parlia-
mentary chambers, includes, but is not limited to, the following persons:
1) Marshal; 2) Vice-Marshals; 3) chairpersons or vice-chairpersons of de-
puty clubs; 4) representatives of the coalitions formed for the purpose of
joint representation in the Council of the Seniors (Rada Starszych) and
including at least 15 deputies; 5) representatives of parliamentary groups,
put on a separate voting list on the first day of the Sejm’s powers (Article
15 of the Sejm’s Rules of Procedure).
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It should also be mentioned that the Council of the Seniors (Rada Stars-
zych) assesses draft plans of the Sejm's activity, the agendas and sche-
duling of its sessions as well as proposals concerning the election of the
Sejm’s bodies, and solves other issues set by the Marshal of the Chamber
or its Presidium.

The Council of the Seniors (Rada Starszych) is convened as requested by
the Sejm’s Marshal or its Presidium, or proposed by a club included in the
Rada or a group numbering at least 15 deputies (Article 16 Part 2 of the
Sejm’s Rules of Procedure). Note that, although the Council of the Seni-
ors (Rada Starszych) is an advisory body of the chamber, its resolutions
are quite a great force in the Parliament.

Conclusions

Summing up and analysing the activities performed by Polish and Bela-
rusian Members of Parliament within parliamentary coalitions and colle-
gial bodies, we cannot but mention a succinct statement by a French legal
researcher P. Lokke who compared parliamentary activity with an ice-
berg, with public parliamentary sessions being just a visible emerged part
of it. They are just a performance staged for the public after the parlia-
mentary majority and the government have come in ... commissions to an
agreement concerning the legal initiatives to be passed (cit. ex. Nud-
nenko, 2004). We believe that this statement presents quite a fair descrip-
tion of MPs’ activities within parliamentary coalitions and collegial
bodies in any developed state, including Poland and Belarus.
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Abstract: In the period from 2000 until today, the legislation of
the Republic of Serbia has undergone a major transformation on
the path to joining the European Union. Many existing laws have
been amended or supplemented to a greater or lesser extent, and
a number of new laws have been enacted relating to data secu-
rity, in particular personal data, information security and critical
infrastructure protection. Legal mechanisms are an important
starting point for establishing a higher level of corporate security
in each country, but it is necessary to provide the required tec-
hnical and technological resources and knowledge to establish
effective ICT security systems within public and private sector
organizations. This paper aims to show the extent to which
positive developments have taken place since the 2000 up to date
and how it is possible to improve the security of ICT systems in
the Republic of Serbia by applying current regulations, modern
methodological principles and technical and technological me-
ans, as well as to point out the complex role of corporate security
managers in today's security challenges.

Introduction

erbian legislation has undergone significant changes on its way to
joining the European Union since 2000 in order to harmonize
regulations in force in the EU. After the negotiations on the acce-
ssion of the Republic of Serbia to the EU at the Intergovernmental
Conference in Brussels, a total of 6 clusters with 33 chapters were defined.
Chapter 3 of the Third Cluster, entitled “Competitiveness and Inclusive
Growth”, deals with the information society, media, tax system, economic
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and monetary policy, social policy and employment, industrial and entre-

preneurial policies, science and research, education and culture, as well as

the customs union. Chapter 10 electronic communications, information

society and audiovisual policy are covered. Explanatory and bilateral scree-

ning for this chapter was held in the period from May to July 2014, but the

chapter is not open yet. Despite the fact that Chapter 10 is still not open, the

Republic of Serbia has made a number of changes to the existing legislative

framework related to this chapter and adopted several new laws and bylaws

important for harmonization with EU legislation. Numerous official insti-

tutions of the Republic of Serbia are involved in the negotiating group for

the information society and media, as well as in the process of drafting new

regulations and providing financial and technical-technological resources

necessary for their implementation in the public and private sector. The go-

al of adopting numerous new regulations in the Republic of Serbia related

to the security of ICT systems, in addition to striving for harmonization

with EU regulations, is to meet the conditions for safe functioning of IT

infrastructure in the entire economy and ensure stable functioning of all

state institutions. Thus, the establishment of the security of the ICT system

after the adoption of the necessary legal framework can be established thro-

ugh two basic phases:

1. Prevention of unwanted consequences

- Endangering the security of individuals, businesses and the state;

- Theft, embezzlement, losses, modifications of information;

- Unauthorized activities (internal and external factors);

- Infringement of intellectual property;

- Violation of privacy and confidentiality of personal data;

- Violation of business secrets, etc.

2. Providing preventive and protective measures:

- Drafting the Act on ICT Security;

- Regular inspection of ICT systems;

- Timely reporting in case of an incident;

- Education of employees on preventive and protective measures of the
ICT system.

A major problem in the international community, and thus in the Republic
of Serbia, is information security, ie the security of ICT systems, which,
in addition to the still incomplete legislative framework, is weak by the
low level of security and corporate culture, insufficient education of em-
ployees on existing IT risks and threats. as well as the application of
security measures in the modern business environment imposed by newly
adopted regulations.
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In addition to all the above, it is necessary to point out that numerous re-
gulations that have entered into force in the Republic of Serbia in the past
ten years equate the private and public sectors in terms of their mandatory
application, ie apply equally to legal business of both sectors and / or
individuals. One such regulation is the Personal Data Protection Act.

Legislative framework of importance for corporate
and ICT security in the Republic of Serbia

Any heavy regime of new regulations would make all transactions costlier
and less convenient. To solve this situation, the focus should lie on the
attempts to make the risk of detection of such transfers higher for the
parties involved. Without interfering too strongly with the new financing
system developing, this process asks for improved compliance and
cooperation on all levels and capacities (Breu, Seitz, 2018, p.10).

Regulations that have been significantly changed in the period from 2000
until nowadays, but also the adoption of completely new regulations, re-
quire the introduction of organizational, personnel and technical-techno-
logical changes in modern business of the public and private sector in the
Republic of Serbia. Prior to the adoption of numerous laws, on the way to
joining the European Union, a number of strategies were adopted with
action plans for their implementation.®> Among the most important strate-
gies adopted in that period, on the basis of which the process of digitaliza-
tion and development of ICT infrastructure was traced, the Strategy for
the Development of Telecommunications in the Republic of Serbia in the
period 2006 to 2010 stands out.* Strategy of e-government development
in the Republic of Serbia for the period from 2009 to 2013 i Information
Society Development Strategy in the Republic of Serbia until 2020.

The legal framework for electronic business, corporate and information
security in the Republic of Serbia is currently sufficiently established and
defines a number of binding operational procedures. We have a brief
overview of the norms governing e-business, corporate and ICT security

3 Strategies available on the website of the Government of the Republic of Serbia
https://www.srbija.gov.rs/dokumenti/2430, accessed 06.04.2022.
4 http://www.gs.gov.rs/lat/strategije-vs.html , accessed 06.04.2022.
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throught several applicable laws: the Law on Information Security (SI.
glasnik RS", No 77/2019), with its bylaws, the Law on Disaster Risk
Reduction and Emergency Management (Sl.glasnik RS”, No 87/2018)
with its bylaws, the Law on Disaster Risk Reduction and Emergency Ma-
nagement(Sl.glasnik RS”, No 87/2018) , Personal Data Protection Act
(Sl.glasnik RS”, No 87/2018) , Law on archival material and archival
activity ,,Sl. glasnik RS", No 6/2020), Law on Electronic Document,
Electronic Identification and Trust Services,,S1. glasnik RS", No 94/2017
1 52/2021), Law on Electronic Invoicing (,,SI. glasnik RS", No 44/2021 i
1292/2021), Electronic Commerce Act (,,S1. glasnik RS", No 52/2019),
Disaster Risk Reduction and Emergency Management Act and other
applicable regulations.

The penal provisions of the aforementioned laws prescribe fines in the
range of 500,000.00 to 2,000,000.00 dinars for a legal entity, or 5,000.00
to 200,000.00 dinars for a responsible person in a legal entity for non-
compliance with the law. However, Chapter 27 of the Criminal Code of
the Republic of Serbia® provides for criminal sanctions related to crimi-
nal offenses against the security of computer data, for certain offencess, a
sentence of ten years is provided (Pharagraph 298, 301. art.3).

With the publication and implementation of these and other laws that regu-
late modern business, the list of new business obligations and responsibilities
grows, especially in the part of business that relies on ICT systems, which in-
cludes the introduction of special security measures, development of precise
procedures, documents and internal normative acts. In that sense, these obli-
gations also create the need to expand the operational work of employees in
the IT sector (Antonovi¢, Marceti¢, 2021), timely and continuous education
of all employees, hiring professionals and a greater extent of responsibilities
of appointed, designated and responsible persons. Storing data on worldwide
networks makes the blockchain applications difficult to regulate as they are
not residing in a specific area of influence of any given regulation or jurisdic-
tion. Also the blockchain applications offer an extensive level of anonymity
to their stakeholders. In future artificial intelligence will start to optimize the
applications and trigger decisions automatically which will become a major
challenge for competition and anti-trust regulators as it will be difficult to de-
fine legal entities with responsibility for the action taken (Breu, 2018, p.12).

5 "Sl. glasnik RS", N° 85/2005, 88/2005 - ispr., 107/2005 - ispr., 72/2009, 111/2009,
121/2012, 104/2013, 108/2014, 94/2016 1 35/2019
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Legal obligations of legal entities in establishing and implementing
measures for the protection of ICT systems

Obligations of legal entities regarding the implementation of measures for

the protection of ICT systems are, above all, defined by the Law on Infor-

mation Security (,,S1. glasnik RS", N° 77/2019) and bylaws accompanying

this law. Legal entities that are obliged to conduct it are defined in Article

6. - ICT systems of special importance. Their obligations are defined in

Art. 6a, as follows:

1) enter the ICT system of special importance which it manages in the re-
cords of the operator of the ICT system of special importance;

2) take measures to protect ICT systems of special importance;

3) adopt an act on the security of the ICT system;

4) check the compliance of the applied measures for the protection of the ICT
system with the act on the security of the ICT system at least once a year;

5) regulate the relationship with third parties in a manner that ensures the
undertaking of measures for the protection of that ICT system in accor-
dance with the law, if it entrusts activities related to the ICT system of
special importance to third parties;

6) submit notifications on incidents that significantly endanger the infor-
mation security of the ICT system.®

ICT systems of special importance are defined in Article 6 of the Law on

Information Security, as systems used:

1) in performing tasks in government bodies;

2) for the processing of special types of personal data, in terms of the law
governing the protection of personal data;

3) in performing activities of general interest and other activities, which are
more closely defined by the Decree on determining the List of activities in
areas where activities of general interest are performed and in which
information and communication systems of special importance are used.

4) in legal entities and institutions established by the Republic of Serbia,
an autonomous province or a unit of local self-government. The requ-
est for entry in the Register shall be submitted in the form of an elec-
tronic document in the original or in the form of a certified digitized
act, in accordance with the regulations governing the electronic
document ("Sluzbeni glasnik RS", N° 9 / 2020).

® http://www.pravno-informacioni-sistem.rs/SIGlasnikPortal/eli/rep/sgrs/skupstina/
zakon/2016/6/5/reg/20191108, accessed 11.04.2022.
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The ICT system operator shall establish procedures to monitor activities,
audit and supervision within information security management. When
determining the responsibility of employees, it is necessary to envisage
the responsibility for informing the competent authorities about incidents
in the ICT system, in accordance with the regulations. The ICT system
operator determines the procedures for communication with other
institutions in the event of an incident in order to timely report or resolve
the security incident. Article 3 of the Law on Information Security
stipulates that the following principles should be followed when planning
and implementing measures to protect ICT systems:

1) risk management principle - selection and level of application of me-
asures is based on risk assessment, risk prevention needs and accom-
plished, including all kinds of extraordinary circumstances;

2) the principle of comprehensive protection - measures are applied at all
organizational, physical and technical-technological levels, as well as
during the entire life cycle of the ICT system;

3) principle of expertise and good practice - measures are applied in
accordance with professional and scientific knowledge and experience
in the field of information security;

4) the principle of awareness and competence - all persons whose actions
effectively or potentially affect information security should be aware
of the risks and have the appropriate knowledge and skills Therefore,
in accordance with the Law and Regulation and in which information
and communication systems of special importance are used, employees
who work related to ICT systems have new work obligations, as well
as the basis for disciplinary liability and liability for breach of du-
ty. According to the above, it is necessary to change the general acts of
the employer (especially the Rulebook on the organization and sys-
tematization of work and the Rulebook on disciplinary and material
responsibility), and the employment contract.

The ICT system operator may entrust the verification of the ICT system,
ie the security of e-documents, to a third party. In that case, it is necessary
to regulate the relationship with that person in a way that ensures that
measures are taken to protect that ICT system in accordance with the
Law. The entrustment of activities is performed on the basis of an agree-
ment concluded between the operator of the ICT system of special impor-
tance and the person to whom those activities are entrusted or by a special
regulation. In its elements, the contract, in our opinion, must contain pro-
visions that also refer to the obligation to keep secrets in relation to data
that a third party comes into possession when accessing an ICT system of
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special importance. Exceptional conclusion of a contract is not necessary,
if the activities related to the ICT system are entrusted by regulation.

The aforementioned activities are all activities that include processing,
storage, or access to data available to the operator of ICT systems of
special importance, and relate to its business, as well as activities of deve-
lopment and maintenance of software and hardware components on which
directly depends its proper acting when performing tasks within the com-
petence, ie providing services. A third party is also considered to be an
economic entity that is related to the operator of the ICT system of special
importance by property and management relations (persons with partici-
pation, members of the group of companies to which that economic entity
belongs, etc.). Data protection must be one of the most important respon-
sibilities of any organization. The Law on Information Security requires
the establishment of an information security system - a total of 28 requ-
ests (Article 7), establish and document the ICT System Security Act
(Article 8) and at least once a year perform an internal verification of
compliance with the Act and document the report, independently or with
external experts (Article 8).

Personal Data Protection Act (,,Sl. glasnik RS", N° 87/2018) also orders the
undertaking of personnel, organizational and technical measures for the
purpose of safe processing and storage of personal data, as well as the
verification of implemented measures at least once a year by the person in
charge of personal data protection. In that sense, technical measures include
ensuring the safe and uninterrupted functioning of the ICT system. Namely,
regarding the security of personal data processed, in accordance with the
level of technological achievements and costs of their application, nature,
scope, circumstances and purpose of processing, as well as the probability
of risk and the level of risk to the rights and freedoms of individuals, the
controller appropriate technical, organizati-onal and personnel measures to
achieve the appropriate level of security in relation to risk. If necessary, the
measures referred to in paragraph 1 of Art. 50.

The Law on Personal Data Protection includes in particular:

1) pseudonymization and cryptoprotection of personal data;

2) ability to ensure lasting confidentiality, integrity, availability and resili-
ence of processing systems and services;

3) ensuring the re-availability and access to personal data in the event of
physical or technical incidents as soon as possible;
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4) the procedure of regular testing, evaluation and assessment of the
effectiveness of technical, organizational and personnel security mea-
sures for processing. ’

Law on archival material and archival activity (,,S1. glasnik RS", N°
6/2020) which came into force on February 1, 2021, requires the undert-
aking of a number of measures related to the digitization of documents
and their secure storage in electronic form. Among other things, the legal
entity is obliged to draft an internal normative act regulating the manner
of recording, protection and use of electronic documents.

Law on Electronic Invoicing (,,SI. glasnik RS", N° 44/2021 1 92/2021)
whose application for public sector entities begins on May 1, 2022, and
for private sector entities from January 1, 2023, requires that the legal
entity or entrepreneur take all necessary measures to protect accounting
documents from losses, damage and change. Also, all legal entities should
ensure that the necessary technical equipment, data carriers and software
used for e-invoice transactions are protected from misuse. In order for e-
business to take place in accordance with applicable regulations, it is ne-
cessary that electronic invoices and accompanying accounting documen-
tation that takes place through the Electronic invoicing system.

The structuring of an electronic invoice can be carried out in a format
offered by SEF itself either through accounting software with this
capability, or through an integrated system through an electronic offi-
ce. Electronic office (e-office) has become an increasingly present form
of software solution for receiving, filing, archiving and uploading docu-
ments. Unlike the e-office in the state bodies of the Republic of Serbia,
which is a centralized service, the private sector by introducing a software
solution e-office increases the efficiency and efficiency of administration
and significantly reduces security risks to the ICT system.

ICT Security Act

One of the binding internal normative acts prescribed by the Law on
Information Security is the ICT Security Act, the detailed content of

7 http://www.pravno-informacioni sistem.rs/SIGlasnikPortal/eli/ rep/sgrs/skupstina/
zakon/2018/87/13/reg, accessed 11.04.2022.
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which is defined by a sublaw act which "in accordance with the law,
determines protection measures, principles, manner and procedures to
achieve and maintain adequate system security, as well as powers and
responsibilities related to the security and resources of ICT systems of
special importance (,,S1. glasnik RS", No 94/2016").

Accordingly, the ICT Security Act should contain:

1. Basic provisions, which define the subject of the act;

2. Objectives of the security act, which states the main objectives of the
organization to improve the security of ICT systems;

3. Obligation to apply the provisions of the Security Act, which lists the
persons responsible for the implementation of the Security Act, as well
as the persons obliged to implement all measures imposed by the Act;

4. Liability of employees, where the obligation to respect the prescribed
measures is regulated in more detail and indicates the existence of dis-
ciplinary liability if the measures prescribed by the Act are not imple-
mented;

5. Subject of protection, where the property and resources of the operator
to be protected are clearly indicated; Within the framework of the Act
on ICT Security, special protection measures are regulated, namely
those related to the establishment of the organizational structure, with
the determined tasks and responsibilities of employees, which achieves
information security management within the ICT system operator.

Also, it regulates the achievement of safety of remote work and the use of
mobile devices, it is envisaged that persons who use the ICT system or
manage the ICT system will be trained for the job they perform and fully
understand their responsibilities, methods of checking candidates and em-
ployment conditions in the organization. Protection against risks arising
from job changes or termination of employment of ICT operators, the
method of identifying information assets and determing responsibility for
their protection is regulated, data is cassified so that the level of their
protection corresponds to the importance of data in accordance with the
principle of risk management in accordance with article 3.

Law on Information Security, defining authorized access and preventing
unauthorized access to ICT system and services provided by ICT system,
regulates the manner of implementation of physical and technical pro-
tection of facilities, spaces, or zones where ICT assets and documents are
located and processes data in ICT system, the manner of ensuring the
correct and safe functioning of data processing facilities, prescribes the
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manner of concluding agreements on information transfer and electronic
message exchange, prevention and response to security incidents, which
includes adequate exchange of information on ICT security vulnerabi-
lities, incidents and threats, as well as incident reporting and measures
that ensure continuity of work in extraordinary circumstances.

Once adopted, the ICT Security Act must always be harmonized with all

the changes in the environment and / or in the ICT system itself. The per-

son in charge of the security of the ICT system performs the harmo-
nization, ie verification of the Act on ICT Security with all new changes
at least once a year. Verification is performed by:

1) checking the compliance of the ICT System Security Act, taking into
account the acts to which the reference is made, with the prescribed con-
ditions, ie checking whether the Act adequately provides for protection
measures, procedures, powers and responsibilities in ICT system;

2) check whether the envisaged protection measures and procedures are ade-
quately applied in the operational work in accordance with the established
authorizations and responsibilities, methods of interviews, simulations,
observations, insight into the envisaged records and other documentation;

3) checks security weaknesses at the level of technical characteristics of
ICT system components by the method of insight into selected pro-
ducts, solution architectures, technical configurations, technical status
data, records and logs by testing the existence of known security vul-
nerabilities in similar environments.

A number of procedures that are necessary to apply in order to implement
preventive measures in the protection of ICT systems of special impor-
tance are prescribed by a special bylaw. The simplest schematic represen-
tation of the requirements for the protection of ICT systems can be
presented as follows:

Obligations in s .
Objective needs of & . Obligations in
.. accordance with accordan ith
the organization d tic legislati cco ce wi
A omestic legisiation intnrnaﬁr}r{al law

Defining ICT system
security policy

Picture 1. Overview of the basic requirements for the protection of ICT
systems
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Security corporate culture and its importance
in the modern business environment

Security corporate culture is a set of norms, values, rules of conduct and
procedures related to the security system of an organization whose goal is
to establish preventive activities to reduce risks and measures necessary
for business continuity and disaster recovery planning.

Norms of conduct, rules and safety procedures within an organization are
regulated by management, and they should be accepted and implemented
by all employees. Modern business is increasingly relying on ICT systems
in both the public and private sectors. It is of great importance to preserve
the security of information in the modern information society, which is a
kind of challenge of the 21st century. The lower the level of safety culture
in an organization, the higher the risk of potential incidents and accidents.
The development of a security corporate culture in every organization
should, among other things, reduce the risk of various abuses, thefts, and
unauthorized intrusions into business information systems. Investing in
educating of employees on the proper use and security of ICT systems
greatly increases the level of knowledge and awareness of employees about
the real threats and risks that are synonymous with Cyber Crime. Estab-
lishing a hierarchy of responsibilities implies respecting the principle
according to which rules and regulations exist in order to be respected, and
any violation of them must be punished (Zori¢ at all, 2017, p. 255).

Numerous issues related to security corporate culture are complex and
challenging in terms of contemporary security threats. Their classifi-
cation, measurement and evaluation are essential for the business, survi-
val and growth of any organization. The Law on Information Security sti-
pulates that the security of ICT systems can be entrusted to third parties,
precisely because the organizational and security culture poses complex
socio-technical challenges. The implementation of legally prescribed me-
asures implies the integration of all sectors in one organization, ie the
coordinated work of the legal, information and economic professions,
which should be guided by experienced management.

An integrative approach to the implementation of security measures in
one organization provides an opportunity to largely prevent and eliminate
personal prejudices about responsibility, but also to more successfully
implement all legally defined obligations. Such an approach can ensure
more successful risk management through the development of a Business
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Continuity Plan and a Disaster Recovery Plan. Implementing a security
corporate culture within each organization is essential for ICT security at
the state level, while the task of the police is to perform the most complex
tasks aimed at preserving and improving the security system in the
country (Zori¢ at all, 2017, p.53).

Business continuity (BC) plan and Disaster Recovery Plan

The vulnerability of business information systems has multiplied by swit-
ching to networked computer systems. Theoretically, it is possible to
identify hundreds of weaknesses (points) in business information systems
that may be subject to certain hazards. Taking preventive protective mea-
sures is of great importance for the continuity of business of every organi-
zation, however the absolute security of ICT systems is not possible in
today's business environment and the constant multiplication and com-
plication of security threats. It is the responsibility of ICT system opera-
tors to identify and manage all security threats. In practice, there are seve-
ral ways to treat and manage risks.

One of the risk treatment approaches is described in the picture below.

Weaknesses
/ analysis \
Identification and l Identification and
characterization of characterization of threats

threats
Risk
managemet
decisions

Assess the value of

el ey Assessment of the rizik

L

Calculation of the cost of the
effectiveness of security
measures

Picture 2. Risk management procedure Risk management decisions are
regulated as follows, by the formula:
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Pr-Ra Z
R=
Pm
R - degree of risk from 0.1-1.000
Pr - degree of threat from 1 to 10
Ra - degree of vulnerability of the system from 1 to 10
Z - significance of the system from 1 to 10
Pm - intensity of measures taken from 1 to 10

Consequences of inadequate protection of ICT systems can be categorized

into the following groups:

1. Financial - when the perpetrator commits acts in order to gain illegal
property or when the perpetrator does not act to benefit himself or
others, but objectively causes financial damage.

2. Intangible - which are reflected in the unauthorized disclosure of other
people's secrets, or other intentional harmful conduct.

3. Combined - when revealing a certain secret, or violating copyright, by
abusing a computer or information network, damages one's reputation,
ie violates moral rights and at the same time causes specific financial
damage.

The Business Continuity Plan and The Disaster Recovery Plan describe
different aspects. The Business Continuity (BC) Plan is a methodology
that defines how critical functions and operations of an enterprise will
continue to operate in the event of unforeseen unfoarvorable circumstan-
ces. Disaster Recovery (DR) Plan is part of the BC plan and refers to the
narrower aspect, the aspect of recovery of the IT system itself - data
preservation, launching key applications, recovery of company infrastruc-
ture and technological components. When creating a Business Continuity
(BC) Plan should be guided by the principle of criticality of individual
sectors in the organization. The level of criticality of each system deter-
mines the ability of a system to continue to operate immediately after a
disaster. We distinguish the following levels:
Level 1 - The element is critical for performing all essential business
operations and without it it is not possible to continue doing business;
Level 2 - The element is necessary to achieve the strategic goal of the
business and the company can continue to operate, although in a
damaged state and reduced business volume;
Level 3 - The element is necessary to achieve the strategic goal of the
business, but is not necessary in the first phase of disaster recovery.
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The Business Continuity Plan takes place in several phases for all organi-
zational units within one organization, which can be schematically shown
as follows:
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Source: flevy com/blog, Charles Intrier
Picture 3. Business continuity planning lifecycle

When considering the Business Continuity Plan and the Disaster Reco-
very Plan, one should keep in mind the factors whose impact can be
crucial for the security of the ICT system, and these are internal and
external factors.

The most important internal factors are: Influence of functional require-
ments of ICT system; Influence of organizational structure; Influence of
technology development; Influence of frequency of changes of ICT
system components; Influence of adopted protection policy; Adopted in-
ternal normative acts and their compliance with applicable regulations ;
Risk assessment of the entire business; Personnel policy (employee trai-
ning, security corporate culture, loyalty); Compliance of technical and
technological solutions with market requirements; Frequency of security
checks of ICT systems.

The most important external factors are: Amendments to legislation or
non-compliance of legislation with requirements in practice; Global cri-
ses; Deficit of technical and technological resources

8 https://flevy.com/blog/business-continuity-planning/ accessed 14.04.2022.
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Disaster recovery plan is a strategic document that should provide a kind
of guarantee for the recovery of not only data, but the entire IT system
and infrastructure of an organization. Forming a budget within a disaster
recovery plan takes time, but it is necessary for the most effective mana-
gement of the company in a crisis situation. Many international disaster
recovery companies allocate between 2% and 8% of the total budget
depending on the risk assessment to which they are exposed. The reco-
mmendation for organizations in the Republic of Serbia is to plan the
budget for Disaster Recovery based on their previous fiscal year, ie. usual
income and expenses.

Conclusion

The Republic of Serbia is a modern state aiming at the harmonization in
all areas with the highest European and world standards. Harmonization
in the field of telecommunications and IT can be achieved by rational,
economical and efficient use of national resources (national radio-frequ-
ency spectrum), balanced development of telecommunication-information
capacities and development of compatibility and interoperability of sys-
tems for their interconnection and utilization in order to obtain a unified
technical and technological unit at the national and international level
(Zoric, Berisa, 2019, p. 136).

During the past twenty years, huge material resources have been invested
in the digitalization process, which is still ongoing and which, in addition
to the legislative framework and the introduction of new technical and
technological solutions, requires the introduction of special security mea-
sures, primarily ICT security. The great changes that were initiated at the
beginning of the 21st century in Serbia represent the basis for further de-
velopment, but also a great challenge for management that needs to pro-
vide concrete and timely answers to ICT security and bring risks and
threats under control.

In modern society, information literacy is one of the conditions for emplo-
yment, but in parallel, employees are increasingly required to have a high
level of security culture and to act in accordance with the procedures pres-
cribed by security management, to identify potential threats and risks and to
react in accordance with its powers. The great changes that were initiated at
the beginning of the 21st century in Serbia represent the basis for further
development, but also a great challenge for management that needs to
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provide concrete and timely answers to ICT security and bring risks and
threats under control. In modern society, information literacy is one of the
conditions for employment, but in parallel, employees are increasingly
required to have a high level of security culture and to act in accordance
with the procedures prescribed by security management, to identify poten-
tial threats and risks and to react in accordance with its powers.

Acting in accordance with the newly adopted regulations, prevention of
various forms of risks and threats is necessary for the legal and unin-
terrupted functioning of each organization. The current laws have created
new obligations and responsibilities of each employee, especially respon-
sible persons, which creates an even greater need for the introduction of
security management, education of employees and raising the safety cul-
ture to a higher level.

In order for the digitalization process to be implemented as successfully as
possible in the business of the Republic of Serbia, it is necessary to conduct
internal training of employees in the field of information technology, digital
skills, corporate security, and especially information security. The intro-
duction of procedures to reduce the risk of incidents, theft of information or
unauthorized access should not be such as to hinder or restrict employees
from carrying out their business obligations, but should be set up in such a
way that ICT systems function smoothly but more protected.

There is a huge demand for ICT security managers on the world labor
market, which indicates a growing need for such professionals, which
indicates that security threats are growing. The shortage of professionals
of this kind indicates the growing need for their education, which speaks
in favor of the fact that investing in the education of IT security profe-
ssionals will mark the next decade.
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CYBER SECURITY AND LEGAL CHALLENGES ON

MANAGING ONLINE DATA
Alban Koci'
Key Words: Abstract: This article examines cyber security challenges and
cyber security, legal repercussions, in the face of the sensitive data leak scan-
cybercrime, dal in Albania. Since 2015 the Albanian government has been
data leak, working on going digital and register sensitive citizens’ data in
legal online systems that have failed to provide a high-level of cyber
framework, security, eventually leading to data leak and a serious breach

Albania on the right of privacy and legal security for the Albanian citi-

zens. On April 2021 the first major data leak contained perso-
nal data of Albanian citizens along with a pre-determined vote
for the upcoming government election, then on December 2021
another data leak scandal hits, where personal data including
wages, place of work, and car plates of Albanian citizens were
open for anyone to access. Albania has ratified, among others,
the European “Convention on Cybercrime”, which binds Alba-
nia not only to regulate its cyber security legal framework, but
to actually provide real effective tools to guarantee cyber secu-
rity. This article aims to answer questions on legal responsi-
bility for the data leak, the current legislation on cyber security,
and who really is the active subject of this unlawful act, con-
cluding in recommendations on cyber security best practices to
be applied and legislation amendments.

Introduction

n December 22nd 2021, a massive data breach related to pri-
vate information of citizens of Albania was leaked online thro-
ugh the “Whatsapp” app. It was followed later by the second
major leak on December 24th 2021. This situation was named
“The wage scandal” and it shook the Albanian society, on many different
levels. At first, everyone wanted to get their hands on the data, then after
they saw how personal the data was the rage raised. The leaked data of
630.000 citizens contained detailed information on the social security

! PhD, Associate Professor, Faculty of Law, University of Tirana, Albania, “Milto
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187



- SECURITY CHALLENGES OF MODERN SOCIETY - Dilemmas and implications

number, full name and father’s name, job and salary, as well as car plates,
birthdays and phone numbers. In Albania, this kind of data is collected
and saved in different places, and it is not all registered in one, for exam-
ple: you can find the job and salary information at the Tax Office, the car
plates at Road Transport Office, personal data like names and birthday at
Civil Status Office. Therefore, there were many questions that needed
answers, and much confusion.

How was the data leaked? Where was it found? Most importantly, who
leaked it and why? It became a matter of personal security, physical secu-
rity, financial security, and cybersecurity. The wage scandal was the
second of his nature, coming first the leaked data on April of nearly
910.000 citizens, detailing on their names, social security numbers, phone
numbers, and their choice of vote for the upcoming government elections.
This situation was brushed off faster than it happened, and most citizens
did not think much of it. The wage scandal is what made everyone put a
second thought on how their personal data is registered, handled, and
protected by the government and their offices.

In the first part of this article is referred the Albanian legislative frame-
work on cyber crime, in the light of “Convention on Cybercrime” signed
on Budapest 23.11.2001 and ratified by Albania on June 20th 2002. It is
discussed the legal responsibility of the subject that would leak such data,
in cases there is cyber attack, and in case there is an office employee who
leaked the data. Following the “Wage Scandal”, the Tirana Prosecution
Office registered the case and eventually arrested 4 persons, on grounds
of abuse of power and corruption affairs.

The article follows with the governmental projects on digitalizing perso-
nal data, and offering online documents with electronical signatures that
create the same legal effects as the original documents provided on paper
signed by a public or private office. Such projects may be an effective so-
lution to not submit to large amount of paperwork, waiting days or weeks
to receive the specified document, or even waiting hours in line to hand
your request over, as well as it is very helpful to citizens who don’t live in
the capital, but have to travel all day just to get a document.

However, this project can not be an effective solution, if it is not backed
up by effective technology that guarantees protection of personal data
from damage, loss, or cyber attacks. The project has been found to have
failed not only as a result of not updating the cybersecurity tools, but
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mostly because of lack of training the employees that access computer
data and computer systems while exercising their duties of maintaining or
registering new data in the online systems network.

This article concludes on legal and technical measures to be taken, as well
as consider the best practices moving forward, to prevent cybercrimes of
such magnitude or larger in the future.

The Albanian cyber security legal framework

Cybercrime is defined as an illegal act against any person or entity, using
a computer or a computer system and its applications, thus the computer
is an instrument through which are committed crimes like fraud, stealing
and sharing intellectual property, trafficking child pornography, stealing
person’s identities, and privacy violations. Cybercrime will be sanctioned
as such only when it is done intentionally, and not when it is accidental.

The intention on accessing a computer, taking information and sharing it,
is the most important element of the cybercrime, that will hold the subject
accountable. Cybercrime can be committed through intellectual property
theft, manipulating the computer system in order to commit fraud, un-
authorized access to private information and steal another person’s iden-
tity, industrial spying or stealing digital materials, spreading malware and
computer viruses, and distributing illegal materials like child porno-
graphy. All these actions can be committed through cyberattack, as well
as authorized persons who taking advantage of their duty, commit cyber-
crime for different purposes.

Cybercrime should not be confused with technology of information cri-
me, as cybercrime is a specific category of the technology of information
crime. Cybercrime is committed through using the computer as the main
tool, accessing materials that are saved or administered in a specific com-
puter, or computer’s system or application. While technology of informa-
tion crime does not necessarily need to physically access the computer or
computer system where the information is saved, but it can be committed
through accessing an information network, thus can be accessed through
any ordinary computer.

The European “Convention on Cybercrime” signed in Budapest on
November 23rd 2001, and ratified by Albania on June 20th 2002, aims at
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directing states on providing effective legal guarantees to protect citizens
from cybercrimes, through effective legal framework, backed up by tech-
nology tools that secure the internet networks as well as computer sys-
tems or applications, the computer data, and to prevent illegal acts to-
wards computer systems or data. This convention, also known as the
Budapest Convention on Cybercrime, is the first international treaty of its
kind, that aims to sanction crimes committed through internet networks
and computer systems, focused particularly on computer fraud, hate
crimes through network systems, infringements and copyrights, violations
of network security, the right and duty of prosecution to search and seize
computer data or applications for investigations on cybercrimes. The ma-
in objective of the Convention is international cooperation, as it sets rules
of proceedings and extradition of citizens on ground of cybercrime or
cyberattacks. In the Albanian legal framework on cybercrime, the illegal
acts provided in the Convention, are sanctioned in the Criminal Code, and
the rights and duties of prosecution for lawful intervention on computer
systems or data, is also sanctioned in the Criminal Procedures Code.

The Criminal Code of Republic of Albania sanctions cybercrime attacks,
as well as unauthorized access to certain data by special subjects. Among
the criminal acts that this Code sanctions are the right to prosecute foreign
citizens for cybercrime towards Albanian citizens, or Albanian techno-
logy of information systems, the right to prosecute publishing and sharing
racist, discriminative, xenophobic, pro-genocide calls and child pornogra-
phy crimes. Furthermore, there are sanctioned illegal acts like computer
fraud, computer forgery, unauthorized access or excess of access on com-
puter data, illegal wiretapping computer system, and intervention on
computer data and computer system. These illegal acts in the sphere of
cybercrime can be committed through accessing, changing, deleting, or
removing computer data or manipulating the functions of a computer, or
damaging, distorting, changing, deleting or suppressing computer data.
The legal articles on cybercrime sanction aggravating circumstances if the
illegal act is committed through the computer system of the army,
national security, public order, civil protection, public health, or any com-
puter system of public and national importance.

The Criminal Procedures Code of Albania provides legal procedures rules
when investigating a cyber crime act. It is stated that the Court has the
right to order the administer of computer data to deliver the data saved in
a computer system or any other memorizing tool. The Court can also or-
der any provider of technology of information service to deliver data on
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their services, or their service subscribers.? The Court can also confiscate
computer data or computer system, and it can sanction the rights to
access, search and retrieve computer data or system, as well as restrict
further actions on the computer to prevent data changes or loss.? Urgent
measures can be taken when there is reasonable doubts that the computer
data may be lost, or computer system may be manipulated. The legal
provisions in the Criminal Code of Albania focus more on cyberattacks
and unauthorized access on computer networks, rather than on cyberc-
rimes that can be committed by persons who access the network as part of
their daily job.

In the light of the Convention, Albania has made further amendments to
the legal provisions on cybercrime, through Law no. 2/2017 “On Cyber
Security”. This law aims at regulating the cooperation between subjects
that operate on the field of cyber security, and it provides security measu-
res, rights and duties of each subject. The law doesn’t go any further in
cyber offences, however it provides the organigram of critical infrastruc-
ture of information, the private and public subjects rights and duties in
matters of providing information on illegal acts, and taking security
measures like managing security of information, putting in place security
policies, guaranteeing the integrity of communication networks, verifying
the identity of users, etc. The Convention urges the member states to
regulate their legal framework to sanction and punish computer fraud,
computer forgery, child pornography through online networks, access of
computer data or network by criminal organized groups, terrorist acts
conducted through technology means, unauthorized access to computer
data or computer systems.

The legal responsibility on the case of the “Wage Scandal”.

The Prosecution of Tirana started the investigation on the scandal and
possible responsible subjects, after it received several complaints from
citizens. The Prosecution questions three institutions that administer onli-
ne personal data information, General Directorate of Taxes, Social Secur-
ity Institute, and National Agency of Information Society. The questio-
ning and investigation was focused on the experts of information techno-

2 Criminal Procedure Code of Republic of Albania, article 191/a
3 Criminal Procedure Code of Republic of Albania, article 208/a
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logy at these institutions, as well as other employees, with the necessary
access to enter the specific computer data that was shared through What-
sapp following the scandal on December 22nd and December 24th. On
January 7th 2022 was reported that the Prosecution had arrested 4 citizens
that were believed to have shared the data. 2 of them, A.A and E.Q were
experts of information technology at the General Directory of Taxes, who
accessed and downloaded the data through different periods of time, and
they sold it for around 247 Euros, through Wetransfer app to the other 2
suspects K.S and E.I, who worked as legal bailiffs.

One of the experts, E.Q decided to cooperate with justice by sharing every
detail and action that was undertaken to access and share the computer
data. The computer data was downloaded and shared by the expert E.Q to
the other expert A.A in 6 different occasions, through September 2020 to
April 2021. A.A sold it to K.S, who sold it to E.I. The Prosecution decided
to proceed the experts E.Q and A.A on article “Abuse of Power”, and the 2
legal bailiffs on “Active corruption of public functionaries” and “Passive
corruption on private sector”. The Court imposed the security measure
"House Arrest" for K.S, E.I and A.A, while cooperator of justice E.Q was
put under security measure "Obligation to appear". There is an ongoing
investigation, and the case is still to be brought in front of the Court.

The question that rises is how can a cybercrime act, that has violated the
fundamental human rights, like the right of a private life, and who as po-
sed danger to physical and material security of the citizens, can be prose-
cuted on grounds of “Abuse of Power”? “Abuse of Power” article 248 of
the Criminal Code of Republic of Albania, sanctions intentional acting or
lack of acting in opposition to legal provisions, that is unrightful exercise
of duty by a person in a public position, when it has brought him or ot-
hers, material or non-material unrightful advantages, or has violated legal
interest of state, citizens or legal subjects. This article is applied, only
when no other article can be applied, and it sanctions imprisonment up to
7 years of jail time.

In the Albanian legal framework, is there another article, more specific to
the illegal deed? The facts of the “Wage Scandal” case have placed a
reasonable doubt on 4 subjects, 2 of each are persons who work in a pub-
lic office, and who had access to the computer data as part of their duties
and office function. This fact makes them “special subjects” and that’s the
reason they have committed “Abuse of Power”, however, the act they

192



Alban Kogi - CYBER SECURITY AND LEGAL CHALLENGES...

committed is related to cybercrime, as well as gaining material advantage
because of their illegal actions.

The “Computer fraud”* as accessing, changing, deleting, or removing
computer data or manipulating the functions of a computer system, in
order to gain a material advantage for self or others, or to diminish some-
one’s wealth. In order to accomplish this illegal act, it is sanctioned that
the subject must intentionally access computer system to gain a material
advantage. If the cybercrime act has not created a material advantage,
then the crime will not be prosecuted as Computer Fraud. In the “Wage
Scandal” case, the subjects that committed the crime can not be prosecu-
ted under this article, even though they did gain a material advantage.
This particular provision sanctions manipulating the computer system,
through accessing and making changes in the computer system, though
the data is not downloaded from the system, which is not proved by the
facts on this case.

Another cybercrime in the Criminal Code of Republic of Albania is
“Computer forgery”® which sanctions the same illegal acts as “Computer
fraud”, but the goal is different, because it aims to create false narrative of
the data and making it seem authentic. In our case, the subjects can not be
prosecuted under this article because they did not change any computer
data. “Unauthorized access to computer”® sanctions unauthorized access,
or excess of authorized access in a computer system, or part of it, through
invasion of security measures, is punishable by fine or imprisonment up
to 3 years of jail time. If this illegal act is committed through the compu-
ter system of the army, national security, public order, civil protection,
public health, or any computer system of public importance, it is punisha-
ble by longer imprisonment time. The experts can not be held accountable
on this article either, though they have access in the computer system,
they have not done so by invading security measures, as they already had
the right and the means to access the data.

“Illegal wiretapping computer data”’ sanctions illegal wiretapping thro-
ugh different tools of private information, or computer data, in a computer

4 Criminal Code of Republic of Albania, article 143/b
5 Criminal Code of Republic of Albania, article 186/a
6 Criminal Code of Republic of Albania, article 192/b
7 Criminal Code of Republic of Albania, article 293/a
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system or through electromagnetic emissions from a computer system. It
also sanctions aggravating circumstances if accessed a computer system
of public and national importance. “Intervention in computer data”® san-
ctions the damaging, distorting, changing, deleting or suppressing compu-
ter data, and it previses aggravating circumstances as well. “Intervention
in computer system”’ sanctions the creation of serious and unauthorized
blockages in order to damage the function of a computer system, through
entering, damaging, distorting, changing, deleting, suppressing the data,
and it previses aggravating circumstances too. “Misuse of technology
tools”!? sanctions the production, retention, selling, using, sharing a tech-
nology tool that enables accessing a computer system for illegal purposes.
The “Wage Scandal” subjects can not be held accountable on these artic-
les because they have not illegally wiretapped the computer, or intervene
in the computer data or system to change in any way its data.

As analyzed above, the objects and objective of the criminal acts, and the
manners or tools to accomplish certain cybercrime acts were specified,
and made the difference for legal accountability on different grounds.
However, not one of the legal provisions on cybercrime has sanctioned
the special subject acts or fault to act; special subject being the person
who has rightful access to computer data or system because of his duty
and function. The provisions imply a general subject, as noticed in the
title of each article as well as the acts describes, whereof each cybercrime
i1s committed through unauthorized access or excess of access. Also, these
provisions do not sanction unauthorized sharing of computer data or sys-
tem data, after accessing it.

If the subject that accessed and shared the “Wage Scandal” data would be
an ordinary subject, who did not have rightful access to the computer data
or system, while all the other factors remain the same, then we would
have a different legal responsibility is placed upon them. They could be
held accountable to “Unauthorized access to computer”, taking into acco-
unt not only the breach of security, but also the aggravating circumstances
of accessing a computer system of public and national importance, thus
risking imprisonment of 3 years up to 10 years jail time.

8 Criminal Code of Republic of Albania, article 293/b
% Criminal Code of Republic of Albania, article 293/c
19 Criminal Code of Republic of Albania, article 293/¢
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On another note, there are legal provisions in place that ensure the
protection of personal data or other facts that have been accessed or there
is knowledge of, because of the special function of the person that comes
to know these facts or personal data. These can be lawyers (Alban, Cabe;,
2013, 204), doctors, and of course the persons who have a rightful access
to certain data because of the type of function they exercise. These
specific subjects have the right and at the same time the duty, to not share
the personal information any under circumstances, except for when asked
by the Court, and under specified circumstances. Therefore, the fact that
the personal data sharing is not implied on and when accessing computer
data or computer systems, is problematic, and it should be regulated in the
cybersecurity legal provisions.

The Convention specifies illegal access as criminal offenses through acce-
ssing the whole or part of the computer system without legal right, and
obtaining data found in the accessed computer system. It also requires
legal provisions to be put on place on cases where the data is transmitted
in any way or through any tool. These provisions have not been put to
place, especially the transmitting of the data obtained in a computer
system. If there was to be sanctioned the transmission of computer data,
then in the case of “Wage Scandal” the subjects would hold responsibility
on cybercrime, instead of abuse of power. In fact, even if the cybercrime
article would not mention the special subject, it would still be applied and
take precedence in this case, because the fact of cybercrime and violations
it brings, is more dangerous than the abuse of power. Moreover, the abuse
of power article can only be applied if any other criminal provision can
not be applied. This provision of data transmission should be amended in
the legal framework of cybercrime, along with other measures to be
taken. In this way, the law can fulfill its duty of preventing any illegal
situation that comes from general and special subjects of law.

Therefore, the experts E.Q and A.A., have not committed cybercrime in
terms of the cybercrime legal provisions of the Criminal Code, and they
can only be held accountable for “Abuse of Power”, that includes gaining
material advantages which they did. The private data, though private, is
not classified as a state secret, so sharing the data can not be protected by
legal provisions of guaranteeing the safety of secret documents by em-
ployees who have rightful access to them.
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The Albanian government project on digitalizing personal data

The Albanian government has aimed to apply projects regarding techno-
logy of information on creating online databases where the personal data
of citizens, and public services could be accessed through tools of tech-
nology, online networks, or computer systems. The digitalizing data
objectives are transparent and open governance, effective management
and cooperation between all levels and sectors of government. It also
aims to bring sustainable growth by ensuring equality between people,
and ease of access for anyone.

In 2013 the government created the “E-Albania”!! portal in accordance
to Council of Ministers Decision No. 734 date 28.08.2013 “Creating the
uni-que system of registration, authentication and identification of users
that partake in public services and electronic systems”. The E-Albania
portal is a technology of information tool, to be used as an online portal,
where any Albanian citizen can access and get online electronic services
from public institutions in Albania. This portal access the e-government
portal where public institutions cooperate and exchange data, in order to
offer it to the citizen that request the document through E-Albania. Any
Albanian citizen, who holds an Albanian Identification Number, or an
Albanian passport, can use the E-Albania portal, through registering with
his per-sonal identification number, full legal name, and birthday. Once
registe-red, the citizen can access and request to download his own
licenses, pa-tents, authorization, birth and family certificates, social
contributions, car warranties, and almost 150 other services. E-Albania
portal was effec-tively used during the Covid pandemic, where any
citizen could get per-mission to leave home past the curfew, for work or
health purposes.

The E-Albania portal is administered by National Agency of Information
Society. Regarding personal data rights, it is provided that the personal
data is saved in the portal only if the user permits it, and in relation to the
criteria of using the portal and its services. In this matter, the user com-
plies to personal data being saved and administered by the portal system,
and every request for documents will be possible through registering the
identification number. Regarding the technology of information tools, and
‘cookies’ used on the portal, it is provided that the portal will register the

I www.e-Albania.com
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IP address of the user, identify the web-browser of the user, url details,
identification number and phone number, and full legal name. any citizen
has the right to request from the National Agency of Information Society
to add, change, delete personal data, and they also have the right to appeal
decisions taken by the agency, or any violations of personal data rights.!?

The National Authority for Electronic Certification and Cyber Security on
2018 requested an overall assessment of cyber security in Albania. With
the assistance of the World Bank, the Global Center for Cyber Security
Capacities conducted an assessment on the Maturity of Cyber Security in
Albania, '3 to enable and understand the level of our country, as well as to
take measures for investments in cyber security capacities. During the
period 3-4 September 2018, a series of roundtables were held with vari-
ous actors from academics, justice, police, representatives and heads of
technology and information departments, representatives of public entit-
ies, owners of critical infrastructure, policy makers, leaders of Informa-
tion Technology in government and the private sector, such as teleco-
mmunications or banks. The assessment focused on several dimensions,
ranging from cyber security strategy and policies to cyber culture and
society, education, training and skills for cyber security, as well as the
legal and regulatory framework or organizational standards and techno-
logies. In the report, the training and skills on cybersecurity is still consi-
dered in its infancy. Awareness of personal data protection and concern
for the security of this data is generally low. Users and actors within the
private and public sectors lack knowledge of how personal information is
managed online. Participants expressed that personal information is often
shared through social media, especially by new users. Lack of trust in
privacy and data protection is one of the biggest barriers to greater use of
online services. The report found that protocols like Secure Sockets Layer
(SSL) and/or Transport Layer Security (TLS) were applied on govern-
ment sites, including E-Albania. '

Cyber security and cyber defense are considered key in Albania's agenda,
related to the institutions. Their situation is considered at a stage between
the conception of the legal framework and their practical implementation.
As part of NATO, Albania has been obliged to implement several strate-

12 Law no. 9887 date 10.03.2008 “On personal data protection”, article 16
13 Report on Cyber Security Maturity Level in Albania, 2018
14 Report on Cyber Security Maturity Level in Albania, 2018, page 70
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gies and to conceive a kind of protection of this nature, according to the
principles required by the treaty. The Cyber Security Strategy has four
main objectives, related to the implementation of organizational and tec-
hnical measures of cyber security systems, the development of levels and
skills of cyber security specialists, the increase of cooperation with struc-
tures at the national level and within NATO.

The government has continued to increase the provision of e-services on
dedicated sites, but there is a general perception that Albanians are unfa-
miliar with this and lack confidence in the electronic services provided.
Thus, during this time, e-albania, tax, e-procurement have been offered, but
the attitude of citizens is somewhat rigid towards them, given certain events
that occur with the internet. Private companies have launched the appli-
cation towards e-cloud, but this is perceived even more difficult, as the con-
cept is abstract and not something that can be touched or seen. E-commer-
ce still remains at an early stage and suffers from the issue of trust.

Online incident reporting mechanisms exist, but are still in the second stage
of development out of a total of five. Citizens can report them to the State
Police, by appearing there themselves or through an online platform. The
police, after receiving the cases, share them with other responsible instit-
utions. Despite this, the report concluded that the investigation of cyber
security crimes by the State Police is limited by insufficient resources and
lack of hardware equipment to cover part of the incidents at the national
level. Therefore care should be taken to enable sufficient resources and to
continue with the training of the employees of the dedicated unit.

On October 24th 2021, the High Audit Council published the report
conducted during 2017-2020 on technology of information uses, and the
National Agency of Information Society procedures related to cyber
security. It was found that almost 83 public institutions were still on the
process of digitalizing their documents, with the risk of not being able to
fully protect the digitalized data, as the agency is the only institution to
administer the technology of information tools and hardware-s that secure
online data. The agency had not taken precautions or effective steps to
identify the cybersecurity incidents, therefore to take measures to secure
and prevent further cyber incidents. Another problem is the lack of
employee training about the hardware platforms, software, and
technology of information policies and practices. This makes it much
easier, not only to not be able to immediately identify an incident or
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cybersecurity threat, but it also poses the possibility that the employee can
make a mistake, and cause a cyber issue. °

It is understood by these reports, that the main issue of cybersecurity bre-
ach, is not only the cooperation of public institutions and the use of best
technology tools to prevent cyberattacks, but the most risky factor is the
lack of training of employees and public in general about cybersecurity,
cybercrimes, and when someone can easily commit a cybercrime. As in
our case, it was the person who had access to the computer data, who
easily downloaded and shared the data.

Guaranteeing cybersecurity

After the “Wage Scandal”, the first act of the Albanian government was
to make changes on accessing the online computer data and systems of
public institutions, and notifying the citizen when his data was accessed
through the E-Albania portal. For example, if an employee of the munici-
pality with the right to access personal data like personal certificate, wo-
uld download this data, the system immediately notifies the citizen whose
data was accessed by sending a message on his e-Albania account. The
notification contains details of what type of personal data was accessed,
when exactly was it accessed showing the date and time, the name and
place of work of the employee who accessed it.

Secondly, the Albanian government signed a treaty with “Jones Internati-
onal Group” to guarantee and strengthen the cyber security of informa-
tion infrastructure in Albania. The objectives of this treaty include cyber
evaluation for governmental agencies and develop plans to further secure
the cyber systems, assisting the Albanian government to develop, apply
and operate the National Centre of Cyber Security Operations for the evo-
lving technology of information and supply monitoring the cyber security
threats on government agencies networks, training the employees and
other persons that would work on the computer data or computer systems
as part of the government agencies, as well as supporting the cyber secu-
rity in Albania in any other direction, and where it is needed.

15 The High Audit Council, October 9% 2021, Performance Audit Report, page 57
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The treaty with “Jones International Group” was ratified on January 1st
2022, but it has yet to be fully applied through practical measures and
tools. Meanwhile, there are other precautions and steps that can be taken
by other structures of the society, that share knowledge on the legal ma-
tters, can help educate the general public and employees, as well as provi-
de tools and practices on fighting cybercrimes, and guaranteeing cyberse-
curity. Awareness and training can be accomplished through educating
the employees of public and private sectors on legal matters regarding
cybersecurity, by organizing trainings known as street law conducted by
legal clinics (Alban, Lulzim, 2017), or other faculties of law and justice
system, that have the capacity to train on cybercrime.

In the case of “Wage Scandal”, the expert E.Q claimed that she wanted to
help A.A. for a personal project he had, so she accessed the data and
transmitted it to A.A. It is not made public the fact if A.A. had access to
the same data or not, but the reason of accessing and downloading the
data begs the question if it is a claim to “escape” justice, or it happened
because she lacked understanding of the seriousness of her actions. The
fact is that cybercrimes level in Albania has risen lately, mainly through
using social media platforms and technology tools to spy on others acco-
unts, or get information on their location. The fact is also concerning
because it sheds light on the lack of training and auditing the employees
of public sector who handle public data, and also educating the general
public on cybercrimes and all the ways in which these crimes are commi-
tted. The Audit Report from High Council of State, and other internat-
ional reports has shown that the lack of training on cybercrimes is concer-
ning. Even though the technology of information has been evolving for a
decade, only for the last 8 years has the Albanian general public be asked
to administer their documents through online governmental platform.
Therefore, it is necessary to train the employees, no matter their education
background or their age, on the cybersecurity developments, and on the
illegal activities that they would be responsible for, under the cybercrime
legal framework.

Recommendations
The main objective of law is to regulate, protect, guarantee and prevent
violations of legal relationships. In this case, the Albanian legal frame-

work could amend its provisions in order to sanction legal circumstances
where the special subject illegally shares computer data which he rightfu-
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lly accessed. Cybersecurity is a critical component of the transition to a
more resilient e-government. Inadequate training, accessibility, and e-illi-
teracy are the most common challenges to e-government resilience. There
is a need for integrity, privacy, and confidentiality, that can be defined
through the respective cybersecurity policies by adopting a co - ordinated
set of laws at multilateral level against the abuse of technology for cri-
minal purposes, incorporating sufficient technical expertise in detection
and response to cyber-attacks, and to guarantee a culture of trust and se-
curity, and creating minimum security standards and certification. To
maintain security and applicability on the route to sustainable develop-
ment, the digitalization must be carefully planned and updated on a
regular basis. The government should engage with other public and pri-
vate institutions, the commercial sector, and civil society to guarantee
secure measures in digital public operations such as E-Albania services.

Cybersecurity measures to be applied would include, but not limited to:

*Promote awareness and implementation of cybersecurity standards

*Enhance collaboration in online network infrastructure between public
and private sectors

*A catalogue of best cybersecurity practices related to software platforms,
applications, internet infrastructure used in public and private sector

*Regular assessments of technology of information tools and software-s
that secure and prevent cyberattacks

*Regular assessments and training on cybersecurity of employees and
other persons who have rightful access to computer data or a computer
system because of their duty and function

*Regularly identify potential failure points especially on online gover-
nment portals like e-Albania, and others

*Develop systems that ease the immediate finding of actions that pose a
threat to secure cyber information
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Key Wom.Vs: Abstract: Information technology is the development, research,
Information implementation, design and management of information sys-
Technology, . .
Internet tems, especially software and computer hardware support. It is
Attacks used by computers to transmit, process, store and protect data.
Cybercrime This is the general name for each technology which helps in

working with information. Information technology professionals
perform a wide range of activities from system installation to
designing complex computer networks and information data-
bases. Information technology is a combination of computers
and information management through computers. It helps to
transfer knowledge and education.

Defense

ontrol theory is the study of how to make a series of decisions to

most efficiently steer, or control, a system toward a stated goal

while there is some uncertainty about the system's evolution

(Miehling et al., 2019). Maintaining a system's output at a
desired set-point in the presence of external disturbances, e.g., an aircraft
autopilot system responsible for maintaining speed and altitude in varying
weather conditions, or tracking a path or trajectory subject to measurement
noise and estimation errors, €.g., an autonomous vehicle's road following
algorithm tasked with translating noisy measurements from multiple sen-
sors, are some examples of problems addressed by control theory. The
information available for making decisions might take several forms
depending on the control environment. The current status of the system is
readily observable in some contexts and can be used in decision-making. In
others, the uncertainty stems not only from the control action's effect on the
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system's evolution, but also from the difficulty to precisely detect the
system's condition, necessitating control decisions based on noisy observa-
tions or measurements. In either case, sequential control decisions must be
based on new, potentially noisy data that emerges as the problem develops.
The nature of this feedback loop — the influence of control decisions on the
observable output and the dependence of revealed information on the cho-
ice of subsequent control actions — is the precise topic that control theory
addresses, with the end goal of prescribing optimal control actions, that is,
those that achieve the goal at the lowest operational cost.

From both a modeling and a computational standpoint, the defense prob-
lem poses numerous challenges. The issue is essentially dynamic, evol-
ving over time as a result of the defender's actions and (possibly unobser-
vable) cyber-environmental occurrences. As the situation progresses,
more information is provided to the defender, all of which must be
considered in the defender's decision-making process. The threat model,
which describes the cyber environment, must be sufficiently expressive to
represent the complex nature of attacks. Attacks are progressive, compri-
sing of numerous phases and including the combination of many vulnera-
bilities across multiple network parts, as well as persistent, with attackers
attempting to achieve their goal through various attack pathways until
they succeed. The defender must be cognizant of the contradictory impli-
cations of its defense decisions on the system when attempting to interfere
with or reduce attacks. It must make an inescapable tradeoff between
security and availability; making system modifications that reduce the
likelihood of an attack succeeding interferes with the system's normal
functionality and usability by trusted users. Aside from modeling difficul-
ties, the defense problem has major computational difficulties. Cyber
attacks target big-scale systems that are made up of numerous hosts that
each include a diverse set of software and are managed by a large number
of users. Thinking about all of the different ways to attack such systems
typically results in a combinatorial explosion of complexity. As a result,
scalable algorithms are required, which frequently necessitate approxima-
tions or unique solution strategies (such as sampling methods or system
decompositions). It's also important to make sure that algorithms can
match the system's rigorous timing requirements by prescribing defense
judgments fast. Defense decisions have a finite window of effectiveness,
and prescribing one too late can be as ineffectual as taking none at all.
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Incidents

Given the global nature of modern remote information systems, interna-
tional cooperation undoubtedly plays an important role in ensuring
cybersecurity and combating cybercrime (Radoniewicz, 2022). Therefore,
since the superstate of remote information, efforts have been made at the
international level to create a legal framework for intergovernmental coo-
peration aimed at ensuring the security of computer data and information
systems. Emphasize that international cooperation is not only done at the
national level, but that private organizations, representatives of the IT sec-
tor, especially Internet service providers, need to be involved so that all
cybersecurity-oriented measures are effective is needed.

Computer and network security incidents occur (Rajnovi¢, 2011). They
occur every minute of every day, somewhere in the world. Many are
overlooked. Others can be caught by automated surveillance solutions,
direct contact, or even total luck.

*Direct network intrusion

*Brute force authentication attack
*Denial-of-service attack

*Lost employee laptop

*Lost backup tapes

*Exposed confidential or proprietary information
*Extortion

*Attacks through portable media such as USB thumb drives
*Spyware

*Keyloggers

*Wireless sniffing

First and foremost, you need to identify the owner of the incident. The
owner of an incident, or "handler" for short, is responsible for coordina-
ting, directing, and making decisions in resolving an incident. The inci-
dent handler must be responsible for the entire incident. This does not
mean that they need to perform superhuman acts or make all decisions,
but they are responsible for ensuring that all aspects of the incident are
properly addressed by the right resources, there is.
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To save valuable time during an incident, you need to identify handlers
quickly and efficiently. Time spent identifying who will take the lead is
time spent not actually dealing with the incident.

Attacks

Rapid growth in the digital environment has created gaps in organiza-
tions’ cybersecurity awareness, making it easy for threat actors, such as
nation-states and cybercriminals, to exploit widely known vulnerabilities
(Falco et al., 2022). Consequently, cyber risk management, which is the
process of preventing cyberattacks and maximizing organizational resi-
lience to them, has developed into an essential requirement for senior
executives and key leaders responsible for operations.

The interconnectivity of the numerous parties relying on the internet to
achieve various purposes has created a diverse cyber threat landscape. All
entities, whether individuals, privately owned companies, or governmen-
tal organizations, must deal with the constant threat of cyberattacks.
While many organizations believe that implementing robust cybersecurity
measures is enough to protect their information systems from hackers, it
is inevitable that all beneficiaries of the internet will have to confront
cyberattacks at some point.

Cyber risk management is broken. Today we live in a world of cyber “ha-
ves” and “have-nots.” The “haves” spend millions of dollars on the latest
technical defenses to improve the perception of their organization’s security.
Most of these defenses are Band-Aids. Those organizations in the “have-not”
category wait for a disaster and then try to pick up the pieces. Neither app-
roach is sustainable. You need a strategy and you need to take action.

The traditional approach to cybersecurity generally focuses on designing
a defensive perimeter and network that attempt to prevent valuable assets
from being hacked. This approach is based on an informed understanding
of potential cyber threats to the organization. Although preventative
approaches are crucial for securing assets from conventional methods of
attack, stopping there results in an organization that has not truly prepared
for the impact of a successful attack.

Rather than pursuing a simplistic security-focused strategy, modern organi-
zations take a risk management approach to cyber. Risk management is the
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process of identifying risk, assessing risk, and taking steps to reduce risk to
an acceptable level. Cyber risk management strategies foster cyber strength
by considering critical business processes and allocating more resources to
risk resilience, while also emphasizing the implementation of preventative
technical cybersecurity mechanisms to protect assets from cyber threats.

Cybercrime

Computer crimes are one form of criminal behavior that appears as a type
of crime, or the computer is used as a type of crime, or the computer is
used as a criminal means or purpose. (Franji¢, 2020). Computer crimes
are also illegal infringement of the property that computer data was inten-
tionally changed (manipulated by computer), destroyed (blocked com-
puter), or in combination with hardware (Theft).

Computer crimes are an unavoidable positive participant in the expo-
nential development of information or computer technology, especially in
digitized electronic networks in all living areas (Franji¢ et al., 2017).
A well-known computer that performs highly digitized data, a major tool
for illegal activity, or the purpose of the execution of its execution, and
the invisible computer that performs 